aws marketplace

\-/‘7

TrendAlI Vision One
Reviews, tips, and
advice from real users

PeerSpot



TrendAl Vision One

Contents

Product Recap

Valuable Features

Other Solutions Considered
ROI

Use Case

Setup

Customer Service and Support
Other Advice

Trends

About PeerSpot

©2026 PeerSpot, All Rights Reserved

13- 15

16 - 18

19 - 23

24 - 26

27 -29

30-35

36-37

38 -39



Product Recap

¢’ TrendAl Vision One



TrendAl Vision One = Product Recap

TrendAl Vision One Recap

TrendAl Vision One offers centralized management, strong endpoint protection, and
automated responses, making it ideal for robust cybersecurity. With real-time monitoring and
integration capabilities, it reduces false positives rapidly, enhancing security posture
efficiently.

TrendAl Vision One is a comprehensive cybersecurity platform designed for endpoint
detection, response, and security consolidation. It integrates seamlessly with cloud and on-
premises systems, providing extensive visibility across email, network, and endpoints. TrendAl
Vision One facilitates rapid alerts, playbooks for threat management, and unified security
monitoring to protect infrastructure. It manages attack surface risk efficiently and is known
for comprehensive threat detection capabilities. Users can automate responses while
maintaining an elevated security posture, although improvements in report generation and
integration with third-party tools could enhance its utility. While its installation and user
experience need refinement, TrendAl Vision One remains preferred for quick reduction of
false positives. Enhanced documentation and technical support would further boost its
effectiveness.

What key features does TrendAl Vision One offer?

e Centralized Visibility: Manage security operations across different layers from a single
platform.

e Strong Endpoint Protection: Advanced measures to safeguard endpoints against threats.

e Automated Response: Quickly react to identified threats with minimal manual
intervention.

e Real-time Monitoring: Continuous monitoring and reporting efficiency for proactive
threat management.

What are the notable ROI and benefits of using TrendAl Vision One?

e Reduced False Positives: Enhances security by minimizing incorrect threat alerts.

e Rapid Security Posture Enhancement: Quickly upgrades organizational security
measures.

¢ Integration Capabilities: Works seamlessly with diverse systems for streamlined
processes.

¢ Unified Security Monitoring: Consolidates multiple sources for comprehensive security
oversight.

In finance and healthcare industries, TrendAl Vision One is implemented to ensure
compliance and protect sensitive data. Its integration with cloud services supports hybrid
environments where fast incident response and detailed behavior analysis are crucial.
Enterprise deployments leverage its features for both operational and IT security challenges,
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focusing on advanced threat management and reducing downtime associated with security
breaches.
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Valuable Features

Excerpts from real customer reviews on PeerSpot:

“TrendAl Vision One has helped to reduce the time to detect and respond to
different threats, as it can respond to attacks very quickly.”

’ SemihDalkiran

“Threat detection and response time has been reduced by 70-90%, risks are
now identified within minutes instead of half an hour, false positives have
decreased significantly, and the company now feels very secure.”

!:‘ Michael Leeb

-
=

“Overall, we have managed to reduce our resolution time by approximately
99% due to our multiple teams working 24/7.”

@ Pavan_Sharma
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“The visibility over everything—over all systems or network and
security—has improved us massively.”

Validated user

“TrendAl Vision One provides comprehensive insight into user behavior,
dark web login monitoring, and open vulnerabilities, allowing us to see
everything from a single platform, which simplifies security operations and
reduces complexity.”

ii Jorg Kalin

“TrendAl Vision One offers a complete XDR solution that integrates all of
these aspects into a single application so instead of starting my shift and
logging on to separate products for all of these, I just need to log in to
TrendAl Vision One and I have single-click access to all of these
applications.”

ﬂ AsadAli

‘-"R ‘

©2026 PeerSpot, All Rights Reserved



TrendAl Vision One = Valuable Feature

“The versatility of TrendAlI Vision One is what I like the most; we have a lot
of options.”

Varsha Malla

What users had to say about valuable features:

“TrendAl Vision One has helped improve our overall security visibility and made
incident investigations more structured. The centralized view of security events
gives the team better context and reduces the need to manually correlate
information from different tools. We have also seen improvements in handling
repetitive alerts through automation. Overall, it has helped the SOC team handle
incidents more effectively and streamline day-to-day security operations..”

Mayankt Tripathi Read full review [A
Cyber Security analyst at Gigabit technologies private limited
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TrendAl Vision One = Valuable Feature

“The best features TrendAl Vision One offers include the powerful threat hunting
and Al security capabilities, among the top features mentioned. The Al security
analysis allows input of plain language requests for effective endpoint command
analysis. Threat hunting assists in identifying alerts. Additionally, real-time
inspection of LLM interactions helps secure operations within private and public
environments. The centralized Vision One console hosted in a cloud-native
environment also contributes greatly by ensuring robust security coverage..”

Dev Ramtoolah Read full review [A
Head of IT Operation at a consultancy with 11-50 employees

“The best features in TrendAl Vision One that stand out to me are endpoint
detections and response, centralized visibility, and detailed alert investigation. I
also appreciate the correlations of security events, which makes it easier and
simpler to understand the full context of an incident, and it gives better ability to
investigate endpoint activity and respond from one platform. This is very useful
for our SOC environment.

“TrendAl Vision One has positively impacted our organization by making our
investigation workflow more efficient and providing better visibility into endpoint
activity. We also have related alerts from one platform, which reduces the time
spent switching between different tools, allowing me to investigate suspicious
activity faster and easier while giving the team more context when deciding
whether an incident needs escalation or not..”

Muijahid Ali. Read full review [A
SOC Analyst at SoftCell Technologies
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TrendAl Vision One = Valuable Feature

“In my experience, one of the best features of TrendAl Vision One is the XDR
capability, which involves a centralized console collecting logs from multiple
sources, correlating them, and telling us a story.

“TrendAl Vision One positively impacts my organization because it is the tool we
utilize more than any other cybersecurity-providing tool, as it has a very user-
friendly console that I can easily explain to clients, allowing them to understand
and carry forward investigations.

“For specific outcomes or metrics showcasing how TrendAl Vision One has
benefited my organization, it includes playbooks that run on the workbench's
correlations, correlating all log sets, pinpointing exact alerts so that the SOC team
cannot waste more time and can simply investigate and address them..”

AbdulAbdul Read full review [2
Cyber Security Engineer at a tech consulting company with 11-50
employees
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https://www.peerspot.com/product_reviews/trendai-vision-one-review-12910449-by-abdulabdul?tid=pdf_prod_34431
https://www.peerspot.com/product_reviews/trendai-vision-one-review-12910449-by-abdulabdul?tid=pdf_prod_34431

TrendAl Vision One = Valuable Feature

The best features TrendAl Vision One offers are that with most of the other
solutions out there for endpoint security, I have to purchase an additional license
for additional features, but with TrendAI Vision One, it's embedded into one single
platform and it's not going to cost so much with the licensing for the features.
Those licenses include every feature in that.

The specific features I find myself using most often include automated security
playbooks for preventing malware and viruses, which [ use after detection.

“In addition to the features, I would like to add that TrendAl Vision One also has
endpoint security, email security, Zero Trust security access, mobile security, and
cloud app security, all embedded into one single platform that is really useful for
organizations to enhance their security.

“Regarding TrendAl Vision One's Al capabilities, I believe it protects users' data
using PCI DSS, according to their website, and it heavily uses Al to automate tasks,
which is really helpful for us. When it comes to security, I can trust it because of
the TrendAlI global market.

“In terms of accuracy and reliability of output, I am using TrendAI Companion in
TrendAl Vision One console, which is really helpful for configuring XDR
components and so on, but sometimes it can be not really accurate, while most of
the time it is accurate. It is very important for our organization that TrendAl Vision
One has Al built into its platform, as I am using TrendAI Companion to manage
XDR features and to write XDR playbooks. .”

Validated user Read full review [

Associate Engineer Systems And Security at a outsourcing company with
201-500 employees
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TrendAl Vision One = Valuable Feature

TrendAlI Vision One offers a user-friendly and easy-to-understand platform.

You can add a SIEM, create a playbook, and implement automatic responses for
different attacks with TrendAlI Vision One, which is notably easy when you want to
conduct threat hunting. The console is easy to use and very good overall.

“Regarding TrendAl Vision One's artificial intelligence capabilities, it provides
good governance because it includes metrics related to IST two and ANS, which are
beneficial for governance.

“The accuracy of TrendAl Vision One is very precise, though it can still change
depending on how we configure the console.

“This coverage is very critical for our organization's network because the sensor is
special; when other products or applications do not provide good results or
information, this product or sensor gives us another perspective to detect attacks.

“TrendAl Vision One's ability to provide centralized visibility and management
across all protection layers is very helpful because I can see how it complements
email with one attack, one endpoint, one sensor, and one specific asset in the
company.

“I use the Cyber Risk Exposure Management (CREM) capabilities and I update this
information every month to inform my client and provide them with the score,
which allows us to identify vulnerabilities, configurations, and workbench items.

»

Andrés Infante Read full review [2
Especialista Soporte at a comms service provider with 51-200 employees
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Other Solutions Considered

I evaluated other options such as Microsoft and Falcon, but I did not choose these
alternatives because they do not integrate all the capabilities that the console

offers.

Andrés Infante Read full review [A
Especialista Soporte at a comms service provider with 51-200 employees

“I have not switched from a different solution since my company provides
multiple solutions as per client needs, leveraging various security vendors while
finding TrendAl Vision One's features user-friendly and easy to understand..”

AbdulAbdul Read full review [2
Cyber Security Engineer at a tech consulting company with 11-50
employees

“We previously used separate security solutions for endpoint protection and
monitoring, which meant analysts had to work across multiple consoles during
investigations. We moved toward TrendAl Vision One mainly to consolidate
visibility and reduce those silos. Having XDR capabilities and centralized incident

context in one platform made it easier to correlate events, investigate threats, and

streamline the overall security operational workflows..”

Mayankt Tripathi Read full review [A
Cyber Security analyst at Gigabit technologies private limited

©2026 PeerSpot, All Rights Reserved
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TrendAl Vision One = Other Solutions Considered

“We have evaluated a few established endpoint and XDR solutions before choosing
TrendAlI Vision One. The comparison mainly focused on detection capabilities, XDR
correlation, endpoint and server coverage, integration with our existing
environment, ease of investigation, and overall licensing. TrendAI Vision One
stood out because it provided broader centralized visibility and allowed us to bring
multiple security capabilities within a single platform..”

Mayankt Tripathi Read full review [A
Cyber Security analyst at Gigabit technologies private limited

“Our organization evaluated a few endpoint security and XDR options before
selecting TrendAl Vision One. The options included Microsoft Defender for
Endpoint, CrowdStrike Falcon, and SentinelOne. The evaluation focused mainly on
detection capabilities, endpoint visibility, integrations, investigation workflow,
and how well the solution would fit with our existing SOC environment..”

Muijahid Ali. Read full review [A
SOC Analyst at SoftCell Technologies
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TrendAl Vision One = Other Solutions Considered

“Before TrendAl Vision One, we used a combination of endpoint security SIEM
tools for monitoring and investigation. We switched to TrendAl Vision One
because we wanted more centralized endpoint visibility and better correlation of
security events while reducing the need to switch between multiple consoles
during investigations. The different solutions we had to use in our environment
are Wazuh and SentinelOne Singularity..”

Muijahid Ali. Read full review [A
SOC Analyst at SoftCell Technologies

©2026 PeerSpot, All Rights Reserved

15


https://www.peerspot.com/product_reviews/trendai-vision-one-review-12910450-by-mujahid-ali?tid=pdf_prod_34431
https://www.peerspot.com/product_reviews/trendai-vision-one-review-12910450-by-mujahid-ali?tid=pdf_prod_34431

TrendAl Vision One = ROI

ROI

Real user quotes about their ROI:

While TrendAlI Vision One cannot replace employees since it is necessary for them
to know how to manage and understand this information, the return metrics for us

are in the reduced response times to attacks.

Andrés Infante Read full review [A
Especialista Soporte at a comms service provider with 51-200 employees

“T have seen a return on investment financially, with up to a 79% reduction in
security costs and a 70% faster incident investigation and response time..”

Dev Ramtoolah Read full review [A
Head of IT Operation at a consultancy with 11-50 employees

“Ihave seen areturn on investment, as I can affirm that employees save time
dealing with complexities from other products due to TrendAl Vision One's ability
to address many issues at the investigation, deployment, and analysis levels..”

AbdulAbdul Read full review [2
Cyber Security Engineer at a tech consulting company with 11-50
employees
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TrendAl Vision One = ROI

“After deploying our solutions for customers, I find that there is no need for
multiple admins to configure and monitor, as everything works independently
from the configuration policies..”

Lahiru Somasiri Read full review [A
Engineer - Systems & Security at a outsourcing company with 201-500
employees

“From my perspective, the biggest benefit of TrendAlI Vision One has been time
savings rather than directly reducing headcount or licensing costs. Having
centralized visibility and better alert context makes triage and investigation
quicker, allowing analysts to spend more time on genuine incidents instead of

manually collecting information from different tools. The workflow efficiency has

been noticeable, though I do not have a formal ROI figure..”

Mujahid Ali. Read full review [A
SOC Analyst at SoftCell Technologies
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TrendAl Vision One = ROI

“We have seen a practical return on investment, mainly through analyst time
saved rather than direct headcount reduction. Centralized visibility and XDR
correlation reduce the time spent collecting and correlating information across
different tools. Automation also helps with repetitive investigation and response
tasks. Although we cannot calculate an exact monetary saving, the reduction in
manual effort and faster incident handling have provided clear operational
value..”

Mayankt Tripathi Read full review [A
Cyber Security analyst at Gigabit technologies private limited

©2026 PeerSpot, All Rights Reserved
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TrendAl Vision One = Use Case

Use Case

“My main use case for TrendAl Vision One is security monitoring and threat
detection. On a daily basis, I check alerts, investigate suspicious activities, and
look into endpoint or network-related incidents. For example, if TrendAI Vision
One detects unusual behavior on any endpoint, I review the alert's details, check
the related process and activities, and we take the required action or escalate if it is
needed..”

Muijahid Ali. Read full review [A
SOC Analyst at SoftCell Technologies

“My main use case for TrendAl Vision One is for incident triage and response
management.

“A specific example of how I use it for incident triage and response management is
the elimination of collateral display and low log management from emails. This is
how it helped.

“The automated remediation triggers automated commitment actions, isolating
infection of the endpoint. This is beneficial and helps significantly..”

Dev Ramtoolah Read full review [A
Head of IT Operation at a consultancy with 11-50 employees
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TrendAl Vision One = Use Case

My main use case for TrendAl Vision One is endpoint security. I'm using TrendAl
Vision One to enhance security across our company endpoints. It is very useful for
application blocking for necessary users, and I am using it to stop malware,
viruses, and similar threats.

Regarding how I use TrendAl Vision One day-to-day, I find that TrendAl Vision
One is a cloud-hosted solution that really helps us improve security in our
organization and is helpful to prevent malware and viruses.

“Tam using TrendAl Vision One sensors at the endpoints. This coverage is critical
for our organization's network because it covers our entire endpoints and provides
full security. .”

Validated user Read full review [A

Associate Engineer Systems And Security at a outsourcing company with
201-500 employees
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TrendAl Vision One = Use Case

“My main use case for TrendAl Vision One is endpoint security, server security, or
network security.

“For endpoint server security, we have been using it as an essential endpoint
security module where we deploy an agent on the client machines and maintain or
monitor application control, firewall, anti-malware, spam, web reputation, spam
reputation, and other similar capabilities, which is the same for servers including
intrusion prevention and detection and response.

“Furthermore, for the servers, we use it on-prem and on-cloud, specifically on-
prem deep security, which we can migrate and integrate to TrendAl Vision One
cloud..”

AbdulAbdul Read full review [A

Cyber Security Engineer at a tech consulting company with 11-50
employees
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TrendAl Vision One = Use Case

“My main use case of TrendAl Vision One is security monitoring and threat
detection. On a day-to-day basis, I use it to monitor endpoint and server activity,
investigate security alerts, and understand suspicious behavior. I also find the XDR
capabilities useful because they correlate events from different security layers,
giving the SOC team better context during incident investigation and response.

TrendAlI Vision One's XDR capabilities help by correlating endpoint, email, and
network events into a single incident view. For example, when a user received a
suspicious email and their endpoint subsequently showed unusual activity, we
could connect those events instead of investigating them separately. This gave the
SOC better context around the timeline, reducing manual investigation and
helping us determine the appropriate response more quickly..”

Mayankt Tripathi Read full review [A
Cyber Security analyst at Gigabit technologies private limited
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TrendAl Vision One = Use Case

TrendAlI Vision One unifies the assets and knowledge in cyber risk about all assets

in the company, and assesses both the bad and good value of these assets.

In my daily work, I administrate or support one client specifically in Colombia,

managing an area in service security, and I help this area by supporting email and

ensuring Zero Trust Secure Access.

“TrendAl Vision One is a very useful tool for unifying the various applications that

a company might have.

“We use TrendAl Vision One sensors in two deployments, one in emails and the
other in specific servers.

“The top security challenge in my industry is related to spam or email Business
Email Compromise (BEC), and TrendAlI Vision One addresses this effectively. .”

Andrés Infante Read full review [A
Especialista Soporte at a comms service provider with 51-200 employees
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TrendAl Vision One = Setup

Setup

The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“My advice to others looking into using TrendAl Vision One is that it is very user-
friendly and easy to deploy, requiring some firewall rules, and you can deploy an
agent to easily access control and investigate..”

AbdulAbdul Read full review [A

Cyber Security Engineer at a tech consulting company with 11-50
employees

“The initial setup of TrendAl Vision One is straightforward. Right out of the box,
we are accustomed to it, and customers who are using it find it very easy to set up.
The out-of-box settings are available, and all they need to do is connect the right
telemetry..”

NasirKhan1l Read full review [A

Director at Instec Digital Systems
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TrendAl Vision One = Setup

“Regarding the initial setup process, I find it a bit complex with TrendAl Vision
One. The integration of multiple products with TrendAl Vision One and configuring
the policies is somewhat complex for a new user..”

Hafiz Muhammad Kashif Read full review [A
Senior Cyber Security Consultant at Core ISP Router

“The initial setup for TrendAlI Vision One is not that difficult. You just need to set
up the tenant, and after the tenant is set up, you roll out the agents, which need to
coordinate with the centralized server. You just need to ensure that the centralized
server is reachable to the tenant, so you can set it up easily within one week..”

Validated user Read full review [A

Senior Presales Consultant - Security Solutions at a engineering company
with 10,001+ employees
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TrendAl Vision One = Setup

“Our experience with pricing and licensing has been reasonable overall, although
the total cost depends on the number of endpoints, servers, and security
capabilities required. The initial setup also requires some planning, particularly
when integrating it with an existing enterprise environment. I would recommend
clearly mapping the required modules and expecting deployment scale beforehand
to avoid unexpected licensing or infrastructure costs..”

Mayankt Tripathi Read full review [A

Cyber Security analyst at Gigabit technologies private limited

“For the usual installation process of TrendAl Vision One, I first have to create
some user accounts that the organization provides. After that, I have to check the
license. If the organization has just purchased the endpoint or standard endpoint
protection or server workload protection, then I just have to deploy those sensors
on their laptops, servers, and other assets. If they have other protection modules
like email security or network security, then I have to deploy the network sensor
for their network traffic and I have to configure email security by deploying MX
records and configuring their DNS to capture those emails and then checking if it's
a phishing or spam email or not.

“Tusually find the initial setup straightforward and relatively easy. Whenever
there is an issue while deploying the agent, it sometimes shows that it is
disconnected from the portal for a longer period and I have to wait for around two
to three hours sometimes based on the environment of the organization. After two
to three hours, it goes up. This is a small challenge that I face, in that it does not
show immediately connected on the portal. Sometimes it takes time..”

AsadAli Read full review [A

Soc Team Lead at Super Secure
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TrendAl Vision One = Customer Service and Support

Customer Service and Support

Customer support for TrendAl Vision One is excellent, and they provide active

support for all my tickets. I would rate the customer support a nine out of ten.

Validated user Read full review [A

Associate Engineer Systems And Security at a outsourcing company with
201-500 employees

“Customer support is reliable. [ have access to a support portal where I can raise
support tickets according to severity levels, which are responded to quickly based
on that severity..”

Lahiru Somasiri Read full review [

Engineer - Systems & Security at a outsourcing company with 201-500
employees

“Support for TrendAl Vision One does not respond adequately. They respond, but
they do not understand, and when they do understand, they do not resolve the
issues. The support experience is inadequate..”

Validated user Read full review [A
Head Cyberdefense at a tech vendor with 5,001-10,000 employees
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TrendAl Vision One = Customer Service and Support

“I have had limited direct interactions with TrendAl Vision One support since our
internal team handles most day-to-day issues. When we needed assistance, the
support team was responsive and helped with troubleshooting and product-
related questions. Having clear documentation and timely technical guidance is
very useful when we face an issue requiring vendor-level support..”

Muijahid Ali. Read full review [A
SOC Analyst at SoftCell Technologies

“We have had to contact support for configuration and troubleshooting-related
questions. Overall, the support experience has been positive, especially when
dealing with product-specific technical issues. The support team was helpful in
understanding the problem and providing guidance, although the response times
can vary depending on the complexity and priority of the issue. More detailed self-
service documentation would also make solving common issues faster..”

Mayankt Tripathi Read full review [A
Cyber Security analyst at Gigabit technologies private limited
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TrendAl Vision One = Customer Service and Support

“TrendAl Vision One's technical support is adequate because they recently
implemented a good methodology of supporting their customers. They initiated a
Major Service Center divided across the globe, with a dedicated support center for
the Middle East, another for Europe, a third one in the American market, and a
final one in Singapore dedicated to supporting Far East customers. This has
enhanced their support.

“What gives more strength to their products is that they enable business partners,
distributors, resellers, and others with sufficient tools to identify problems and
provide first and second level support themselves. When an engineering
intervention is needed, the case can be escalated to their support team, which is
more effective than the old model. They initiated this Major Service Center two or
three years ago, which makes it easier for customers and enhances support..”

AhmedEIl-Tayeb Read full review [A
Sales Manager at a tech consulting company with 201-500 employees
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Other Advice

“My advice to others looking into using TrendAlI Vision One is to utilize the

evaluate it thoroughly before proceeding. I would rate this product a 10..”

Dev Ramtoolah Read full review [A
Head of IT Operation at a consultancy with 11-50 employees

TrendAlI Vision One is deployed in our organization as a hybrid model since it is a
Software as a Service (SaaS) service in the cloud, but some servers are on-premise
because we need to use Zero Trust to connect the services for our clients.

[ would advise others looking into using TrendAl Vision One to give this console a
try. [ chose the rating of nine for TrendAl Vision One because it is my main
platform to administrate, and I appreciate it very much as I have learned about all
the applications in this console, which has been very easy for me. .”

Andrés Infante Read full review [A
Especialista Soporte at a comms service provider with 51-200 employees

TrendAl Vision One is deployed in my organization as a SaaS solution. It is hosted
in TrendAl Vision One cloud solutions, which I believe involve AWS and Azure, but

I don't exactly know the answer because the cloud-hosted databases are managed
by TrendAl Vision One, and I don't have access to that. I did not purchase TrendAI
Vision One through the AWS Marketplace, as I mentioned earlier, [ have no

knowledge about the cloud-hosted database because the cloud service is provided
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TrendAl Vision One = Other Advice

directly from TrendAl Vision One without my access.

My advice to others looking into using TrendAlI Vision One is that if you are looking
for a solution that has more features, this is the solution for you, because TrendAl

Vision One has many solutions embedded into one. If you want one single platform
for many solutions, this is it. | would rate TrendAl Vision One an eight out of ten. .”

Validated user Read full review [A
Associate Engineer Systems And Security at a outsourcing company with
201-500 employees

“The governance and security of TrendAlI Vision One's Al capabilities are actually
good; I notice it provides alerts regarding exposure management and threats,
along with compliance scores, overall scores, and risk scores to help mitigate and
address concerns.

“In our industry, the top security challenges include securing endpoints against
ransomware and malware attacks, which TrendAl Vision One covers well, along
with email security.

“My impressions of TrendAl Vision One's ability to provide centralized visibility
and management across protection layers are very good, as it collects data from all
products and resources, correlating it to tell a cohesive story.

“TrendAl Vision One helps consolidate our use of security vendors and reduces
silos, covering key areas such as endpoint encryption, compliance, and
vulnerabilities, which I validate and remediate.

“The importance of TrendAl Vision One having Al built into its platform is high, as
it helps explain alerts, attack phases, and process chains with ease. [ would rate
this review as eight out of ten..”

AbdulAbdul Read full review [A
Cyber Security Engineer at a tech consulting company with 11-50
employees
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“TrendAl Vision One is useful when you need centralized visibility across a diverse
environment. It helps reduce the need to switch between multiple security
consoles and gives the team more context during investigations. I also find the
automated response and risk visibility capabilities useful for prioritizing incidents
and reducing repetitive manual work from the SOC team.

The biggest improvement has been reducing the time spent switching between
different security consoles during investigations. With correlated events and a
centralized incident view, analysts can understand the timeline and context faster.
Automated response and playbooks also help with repetitive tasks. Overall, it has
made our investigation process more streamlined and helped the team respond to
relevant alerts more efficiently.

The features that stand out most to me are the XDR correlation, centralized
incident visibility, and endpoint protection. XDR helps connect activity across
endpoints, email, networks, and other security layers, which makes the
investigation easier. I also find the workbench useful for getting a consolidated
view of incidents, while the automated response and playbook capabilities can
help reduce repetitive manual tasks for the SOC team.

One of the main challenges is dealing with phishing, malware, and endpoint
compromise while managing increasingly sophisticated attacks and a larger
number of security events. TrendAI Vision One helps by providing centralized
visibility across endpoints and servers, correlating related security events, and
supporting faster investigations. Detection and response capabilities help the SOC
prioritize higher-risk incidents and reduce manual investigation effort.

I would rate this review a ten out of ten..”

Mayankt Tripathi Read full review [A
Cyber Security analyst at Gigabit technologies private limited
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“Irate TrendAl Vision One an eight out of ten.

“I chose eight out of ten for TrendAl Vision One because it provides good visibility
and makes alert investigation easier for our SOC environment. To make it a ten, I
would want to see a more streamlined investigation experience, better
customizations for dashboards and reporting, and strong integration with other
security tools we use.

“In my experience, the Al capabilities of TrendAl Vision One are useful for
improving detections and investigation while security and access controls are
important for keeping the environment protected. We also value having visibility
into why an alert is being raised rather than relying only on Al-generated results.
For our SOC workflow, keeping human review as part of the investigation is
important.

“From my experience, the Al output of TrendAI Vision One has been fairly
consistent and useful for the initial investigation. It helps provide context about
suspicious activities and prioritize alerts. However, we still validate the findings
with available events and logs to the endpoints' details before taking action, since
Al results should not be treated as the only source of truth.

“We use TrendAl Vision One in a hybrid cloud setup, which gives us centralized
visibility through the cloud platform while still allowing us to monitor and protect
endpoints and infrastructure in our organization. This works well with our existing
SOC environment and security tools.

“The cloud provider we primarily use in our hybrid setup for TrendAl Vision One is
Microsoft Azure, which is utilized alongside our existing cloud and on-premises

security infrastructure, helping us maintain centralized visibility across both
environments.

“We have mainly used TrendAlI Vision One sensors across endpoints and servers.
They are deployed on employee workstations and critical servers to provide
endpoint visibility and detect suspicious activity, while there is also some coverage
for cloud workloads depending on our security environment requirements.

“The coverage from TrendAl Vision One is quite critical for our organization
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because it provides visibility across endpoints and servers, helping us detect
suspicious activity earlier and investigate incidents with more context. Without
this visibility, some endpoint-level activity could be harder to identify and
correlate with other security alerts.

“Some of the top security challenges in our industry include phishing, malware,
credential-based attacks, endpoint compromise, and the increasing number of
security alerts our team needs to investigate. TrendAl Vision One helps us address
these by providing endpoint visibility, detecting suspicious behavior, and
correlating related activities, making it easier to identify real threats and
investigate incidents with useful evidence.

“My impression is that TrendAlI Vision One provides good centralized visibility
across different protection layers, especially endpoints, servers, and related
security events. From a SOC perspective, it is very useful to have endpoint
telemetry and detection information available in one platform instead of
investigating everything separately, which helps us correlate events and
understand the wider context of an incident to decide what needs escalation.

“TrendAl Vision One has helped reduce silos to some extent by bringing endpoint
detection, investigation data, and related security events into a more centralized
view. From the SOC side, this means we do not always have to switch between
multiple consoles to understand the same incident. We still use other security
tools, but TrendAl Vision One helps us connect the information and provide a more
complete scenario.

“Al capabilities in TrendAl Vision One are quite important for our organization
because the SOC team deals with a high volume of alerts every day. It helps us
detect, correlate, and prioritize suspicious activity while providing additional
context during investigations. It does not replace analyst validation but helps us
focus our time on the alerts that need deeper investigation and faster response.

“TrendAl Vision One has helped reduce the time spent on initial detection and
investigation. I do not have a formally measured percentage, but in daily SOC
work, having the alert context, endpoint activity, and related events in one place
makes the initial triage noticeably faster, helping us validate suspicious activity
and escalate genuine threats without spending much time gathering information
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from various consoles..”

Mujahid Ali.
SOC Analyst at SoftCell Technologies
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Top Industries

by visitors reading reviews

Manufacturing Company
Comms Service Provider
Outsourcing Company
Financial Services Firm

Company Size

by reviewers

@ Large Enterprise @» Midsize Enterprise
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TrendAl Vision One

About this buyer’s guide

Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and
reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated
with our triple authentication process. This is done to ensure that every review provided is an
unbiased review from a real user.

Get a custom version of this report...
Personalized for you!

Please note that this is a generic report based on reviews and opinions from the collective

PeerSpot community. We offer a customized report of solutions recommended for you based
on:

e Your industry

e Company size

e Which solutions you're already considering

The customized report will include recommendations for you based on what other people like
you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here
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About PeerSpot

PeerSpot is the leading review site for cloud, Al, and business software. We created PeerSpot
to provide a trusted platform to share information about software, applications, and services.
Since 2012, over 22 million people have used PeerSpot to choose the right software for their
business.

PeerSpot helps tech professionals by providing:

e Alist of products recommended by real users
e In-depth reviews, including pros and cons
e Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

e Read and post reviews of products
e Access over 30,000 buyer’s guides and comparison reports
e Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

e Get immediate answers to questions
e Validate vendor claims
e Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot

244 5th Avenue, Suite R-230 ¢ New York, NY 10001
reports@peerspot.com

+1 646.328.1944
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