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Orca Security Recap

Orca Security provides comprehensive security management with agentless visibility and

SideScanning technology, ensuring efficient threat detection without performance impact.

Orca Security offers agentless visibility across multi‐cloud environments, streamlining security

management with features like SideScanning technology and centralized security tools. It

focuses on automation, vulnerability management, and compliance checks, enhancing a

company's security posture with real‐time alerts and integrated threat detection. Its intuitive

interface prioritizes critical issues, making it suitable for managing DevSecOps processes

efficiently.

What are the key features of Orca Security?

• Agentless Visibility: Gain comprehensive insights into cloud environments without

deploying agents.

• SideScanning Technology: Detect threats and vulnerabilities efficiently across platforms.

• Comprehensive Security Management: Centralizes security across AWS, GCP, and Azure

with minimal setup effort.

• CIEM Feature: Enhances security posture with integrated identity and access

management.

• Real‐Time Alerts: Provide immediate awareness of security threats and vulnerabilities.

• Automation and Compliance: Streamline processes with automated vulnerability

management and compliance checks.

What benefits and ROI should companies look for in Orca Security?

• Centralized Management: Simplifies security operations by consolidating tools across

cloud environments.

• Improved Security Posture: Reduces alerts and manages threats effectively with detailed

insights.

• Efficient Threat Detection: Enhances response capabilities with integrated threat

detection and real‐time alerts.

• Easy Deployment and Setup: Facilitates quick implementation without complex

configurations.

• Enhanced Integration: Supports seamless integration with existing security frameworks

and processes.

Companies in industries such as finance, healthcare, and technology leverage Orca Security

for cloud security posture management, ensuring compliance with standards and securing

applications and databases. Its agentless approach provides comprehensive visibility across

AWS, GCP, and Azure, enhancing risk assessment and vulnerability management without

impacting asset performance.
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Valuable Features
Excerpts from real customer reviews on PeerSpot:

“Orca Security has helped significantly to reduce the time it took to identify
or prioritize cloud security alerts because of the way it provides a centralized
view of risk and correlated findings across the cloud environment.”

Nykole Denoo

Cyber Security Analyst at BNY

“Orca Security is very good for faster management due to their CNAP, which
stands for Cloud Native Application Protection Platform, consolidating
CSPM, CWPM, CWPP, and CAEM, including entitlement management and
vulnerability scanning, into a single platform so we can check data-related
security posture management across various domains, including security
and multi-cloud compliance, and put security at the forefront rather than
waiting until project completion.”

Krishnakumar Mahadevan

CISO at Spink Solutions Private Limited
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“Orca Security saves resources because it provides the actual output on the
screen with the package path.”

Verified user

Assistant Manager at a manufacturing company with 10,001+ employees

“Orca Security integration was one of the easiest we have done because it is
cloud-native and agentless.”

Verified user

Soc Analyst at a tech consulting company with 11‐50 employees

“Orca Security is easier to use than other alternatives; you need a little skill
to dominate Orca Security compared to other options and Orca Security is
more user-friendly and in this case is more enjoyable.”

RicardoEscriba Robles

Co E   Cloud Security at Banco de Crédito BCP

“Orca Security is the best one for me because it delivers all the things that I
need and more.”

Fabricio Galdino

Cyber Security Analyst Ii at Grupo PRIMO
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“Orca Security provides a very holistic approach and a very user-friendly GUI
while supporting multiple clouds, which is helpful for security personnel to
identify and mitigate risks.”

Anurag Jat

Cyber Security Analyst at Accenture

What users had to say about valuable features:

“What I appreciate the most about Orca Security are the AI features for solving
false positives and tackling some cases that are not entirely clear for my team,
which helped greatly for investigating and dealing with those situations and
proved to be highly accurate..”

Read full reviewGuilherme Ferreira Mury

Senior Penetration Tester at a wholesaler/distributor with 501‐1,000
employees

https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
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“The best feature Orca Security offers is a remediation solution. What I appreciate
most about the remediation solution is that it provides a fast fix for the
vulnerabilities in my day.

“Orca Security has positively impacted my organization by improving our security
posture and hardening our services and resources..”

Read full reviewVerified user

Dev Ops Security Engineer at a computer software company with 10,001+
employees

https://www.peerspot.com/product_reviews/orca-security-review-12216238-by-reviewer2879382?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12216238-by-reviewer2879382?tid=pdf_prod_33634
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“Orca Security helps me decide what to prioritize for patching and upgrading with
its workload protection features that work really well and help contextualize and
prioritize the issues it finds.

“The best features Orca Security offers are cloud security and its shift-left
features. The shift-left features of Orca Security help detect issues earlier in the
software development lifecycle, benefiting my team day-to-day.

“Orca Security has positively impacted my organization by helping us become
more secure by flagging and prioritizing issues.

“My impressions of the risk detection and identification capabilities of Orca
Security are that they are very good because it helps contextualize and prioritize
the issues for us to work on.

“Orca Security has helped in preventing risks and attacks across my application
lifecycle by highlighting insecure configurations or vulnerabilities that do not yet
have an exploit so that we can resolve those issues before they become more
critical.

“My impression of Orca Security's ability to analyze risks contextually and
holistically is that it seems quite good because it has visibility of our entire cloud
infrastructure and can gather additional context to help prioritize and inform on
issues..”

Read full reviewLogan Gray

Manager, Security at BenchSci

https://www.peerspot.com/product_reviews/orca-security-review-12184508-by-logan-gray?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12184508-by-logan-gray?tid=pdf_prod_33634
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“The AI fix for vulnerabilities that we found is the best feature because it gives us
more time to focus on other things.

“The dashboards were very helpful, and I could personalize them for our case,
which helped me show my leadership where the main points were and how to
address them, allowing us to focus on what was really important. It was very easy
to change the dashboards and personalize everything.

“OrcA Security improved our collaboration because we could explain better to
everyone at the company what we were doing and how it positively impacts our
security posture. We could also measure our risks and vulnerabilities better,
enabling us to think more strategically about improving our cybersecurity posture.

“We have faster fixing of vulnerabilities with our DevOps team, and we could have
fewer attacks.

“It was really good because we could see threats coming before they materialize,
which I think is a really good way to protect ourselves, our resources at the
company, and all our assets.

“We are a small team, and I did not feel any difficulty in the work using Orca
Security, so I believe it saved us more employees and other costs, helping us save
in different ways..”

Read full reviewRafael Bueno

Consultor De Seguran2a Da Informa2ão at a tech services company with
1,001‐5,000 employees

https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
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“Orca Security offers good security as a CSPM, runtime security with the real-time
security agent on Kubernetes, and excellent visual representation to see what is
really going on. The visual representation helps me understand where our gaps are
and what needs to be fixed through remediations. In terms of AppSec, it provides
entire connectivity with some missing parts, but mainly the Git parts with the
repos allow me to see everything, how it is integrated, and to assess its risks. The
SCA with the SAST is also crucial.

“The feature that stands out the most for me is that it is agentless, so I have simple
connectivity where I can see everything in one place. If there are
misconfigurations, security risks, or misconfiguration gaps, I can be alerted and
set up custom alerts and non-custom alerts, allowing our security team to observe
these alerts and take action.

“Orca Security has positively impacted my organization mainly through use by the
security team, but we also use it for compliance reports. We can set the compliance
standards we want to adhere to in Orca Security, and then I can check in which
areas of each resource or organization-wide efforts comply with those standards.
This is really useful to know where our compliance gaps are.

“Risk detection and identification capabilities of Orca Security are great and really
useful. They had too many false positives in the past, but over time, with their
improvements, probably due to UBA or something similar, it has really
improved..”

Read full reviewAvrahamGoldwasser

Cyber Security Tech Lead & Architect at a insurance company with 51‐200
employees

https://www.peerspot.com/product_reviews/orca-security-review-12120923-by-avrahamgoldwasser?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12120923-by-avrahamgoldwasser?tid=pdf_prod_33634
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“I find the filters of Orca Security very beneficial, and the GUI is also very
beneficial. The migration support provided by Orca Security across multiple
clouds, including AWS, GCP, and Azure, gives a wide range for searching.

“All risks are timely identified in Orca Security and timely notified, with alerts
triggering over the ticketing tool, providing good risk identification and incident
handling.

“Orca Security provides a very holistic approach and holistic view of what has
happened, with things categorized accordingly.

“Orca Security generally has a rating based on risk parameters. If the risk level is
high, the rating is based on a zero to five star scale, and high-risk items generally
have a rating of 4.5 or above, which is very beneficial for judging incidents based
on their rating.

“Orca Security helps much in defense and gives notifications prior to the alert,
providing a more detailed view for proper investigation.

“Orca Security provides a very holistic approach and a very user-friendly GUI while
supporting multiple clouds, which is helpful for security personnel to identify and
mitigate risks.

“Orca Security helped us reduce the false positive rate. When changes in instances
are made by a historical user or the user to which the instance is assigned, I can set
a query in Orca Security and the alert is not triggered. However, if changes have
been made by a malicious person, the alert triggers. This means not every change
triggers an alert, only malicious ones do, reducing the false positive rate by
approximately 10 to 20 percent..”

Read full reviewAnurag Jat

Cyber Security Analyst at Accenture

https://www.peerspot.com/product_reviews/orca-security-review-12057737-by-anurag-jat?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12057737-by-anurag-jat?tid=pdf_prod_33634
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Other Solutions Considered

“We did not previously use a different solution. We conducted a POC with other
solutions, and at the end of the day, after checking everything, it was my choice to
go with Orca Security..”

Read full reviewAvrahamGoldwasser

Cyber Security Tech Lead & Architect at a insurance company with 51‐200
employees

“It was Prisma Cloud, and we stopped using it because of the costs, and the results
were not that organized or easy to use as Orca Security.

“We jumped directly to Orca Security without comparing it with any other
platform..”

Read full reviewRafael Bueno

Consultor De Seguran2a Da Informa2ão at a tech services company with
1,001‐5,000 employees

https://www.peerspot.com/product_reviews/orca-security-review-12120923-by-avrahamgoldwasser?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12120923-by-avrahamgoldwasser?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
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“Among competitors like Trend Micro and Cisco, I compare Orca Security with
offerings from those vendors based on features and costs.

In terms of objectives, I need functionality without paying a luxury price. The
features offered by some competitors may be attractive, but what counts most is
that Orca Security provides essential functions with lower costs..”

Read full reviewKrishnakumar Mahadevan

CISO at Spink Solutions Private Limited

“I have used Snyk as an alternative security coding solution, and while it does not
have as many functions and models as Orca Security, it works as a security coding
solution as well. I am also currently evaluating Wiz, which is quite similar to Orca
Security.

“I am not the person that interacts with the pricing of Orca Security, but the
solutions have standard pricing; I do not think Orca Security is higher or cheaper
than Wiz or similar solutions. I know Snyk is cheaper, but it does not have many of
the models and functions that Orca Security has..”

Read full reviewGuilherme Ferreira Mury

Senior Penetration Tester at a wholesaler/distributor with 501‐1,000
employees

https://www.peerspot.com/product_reviews/orca-security-review-11704697-by-krishnakumar-mahadevan?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11704697-by-krishnakumar-mahadevan?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
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“That personally would not be a decision I made before choosing Orca Security.
However, I have been collaborating with a bunch of other people in my team, and I
think they have considered other options. Depending on what the environment is
being used for and the use case in general, they like to look for something that will
mix with cloud-native tools. Any third-party solution, whether it is Prism Cloud or
Wiz, is something that I have heard of. However, the decision usually comes down
to factors such as coverage across the multi-cloud environment or how easily it is
to deploy or signal-to-noise ratio. Many factors come in before selecting what
CNAPP they want to get. I feel that across everything, Orca Security stands out. The
main thing that many people appreciate is the agentless visibility and the
contextual risk prioritization, which is a good benefit that it has over
competitors..”

Read full reviewNykole Denoo

Cyber Security Analyst at BNY

https://www.peerspot.com/product_reviews/orca-security-review-11994855-by-nykole-denoo?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11994855-by-nykole-denoo?tid=pdf_prod_33634
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“Before Orca Security, I used different solutions for the same use cases because of
my expertise in those areas. I have used Amazon Web Services Security Hub, IAM,
native logging and monitoring tools, Nessus, and a lot of SIEM platforms such as
Splunk or QRadar. Overall, those tools together helped with vulnerability
detection. They also helped with incident response or compliance monitoring and
security alert triage. However, when it comes to more correlated data across
multiple systems, Orca Security streamlines that by centralizing and correlating
the risk all in one place.

“With my previous agent-based solutions, I have encountered performance issues
when identifying risks. The challenges came more with the scalability of risk
analysis across the multiple tools. Each solution provided a valuable insight on its
own. For example, Nessus for vulnerability scanning and Splunk or QRadar for log
analysis. However, the main limitation was that the findings were often siloed
because they are different platforms. That meant I had to do the manual
correlation of the data across the different platforms to understand the full
context of the risk, which could slow down triage or investigation overall,
especially if I was working with a larger environment with higher volume alerts..”

Read full reviewNykole Denoo

Cyber Security Analyst at BNY

https://www.peerspot.com/product_reviews/orca-security-review-11994855-by-nykole-denoo?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11994855-by-nykole-denoo?tid=pdf_prod_33634
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ROI
Real user quotes about their ROI:

“I see the benefits of Orca Security immediately because you can see the issues
right after deployment, and you can correct the critical issues, so the proof of value
is immediate..”

Read full reviewKaue Ribeiro

Cybersecurity Architect Lead at a consultancy with 11‐50 employees

“We save a lot of time now. We have also implemented automations from our side
so that people receive reports automatically, whether they are Orca Security IVM
issues or Orca Security issues related to any resource. This has been really
helpful..”

Read full reviewRiteshWalia

Senior Specialist at a tech vendor with 10,001+ employees

https://www.peerspot.com/product_reviews/orca-security-review-10640069-by-kaue-ribeiro?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10640069-by-kaue-ribeiro?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11497360-by-riteshwalia?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11497360-by-riteshwalia?tid=pdf_prod_33634
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“We do not see a return on investment in that way; rather, we see that we improve
our risk posture, as we have detected risks that without Orca Security, we would
not have detected. In that sense, I can say that it mitigates risks, but I do not have a
metric on that..”

Read full reviewVerified user

Gerente De Arquitectura De Ciberseguridad at a financial services firm with
5,001‐10,000 employees

“Regarding the time to value from Orca Security, if it is a SaaS setup, it is
immediate. For larger solutions like ERP or MSSP setups, it can take more than six
months. But for security scanning, it is shorter since we pay only for what we
use..”

Read full reviewKrishnakumar Mahadevan

CISO at Spink Solutions Private Limited

“The ROI or return on investment with Orca Security might be favorable. The TCO
or Total Cost of Ownership is an important term. While the initial sticker price
might be higher than point solutions, the total cost of ownership is much lower.
This is because you do not need a team of five persons to install and update the
agents in thousands of servers. The operational overhead is equal to zero..”

Read full reviewVerified user

Cybersecurity Recruitment Specialist at a tech services company with 51‐
200 employees

https://www.peerspot.com/product_reviews/orca-security-review-11426865-by-reviewer2817672?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11426865-by-reviewer2817672?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11704697-by-krishnakumar-mahadevan?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11704697-by-krishnakumar-mahadevan?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10859868-by-reviewer2806824?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10859868-by-reviewer2806824?tid=pdf_prod_33634
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“Orca Security has helped my organization reduce the time it takes to address
cloud security alerts, and it does so very fast. Its visualization of the alerts,
including custom alerts, makes it really efficient. Today, it is integrated with our
SOC team.

“I have utilized Orca Sensor for Cloud Detection and Response, CDR, and it has
been effective in providing runtime visibility and security. This was the main part
because we started with CDR straight at the beginning before doing anything else,
and it was good.

“Orca Security has helped in preventing risks and attacks across my application
lifecycle if it is about secrets, exposed secrets, or vulnerable packages within the
CI/CD pipeline, which were detected through the pipeline. It has full integration
with GitHub or other tools such as Azure DevOps..”

Read full reviewAvrahamGoldwasser

Cyber Security Tech Lead & Architect at a insurance company with 51‐200
employees

https://www.peerspot.com/product_reviews/orca-security-review-12120923-by-avrahamgoldwasser?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12120923-by-avrahamgoldwasser?tid=pdf_prod_33634
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Use Case

“My main use case for Orca Security is to protect our cloud infrastructure.
Specifically, I scan our cloud workloads with Orca Security to detect vulnerabilities
and help determine what to prioritize for patching and upgrading..”

Read full reviewLogan Gray

Manager, Security at BenchSci

“My main use case for Orca Security is to secure infrastructure, course, and service.
A specific example of how I use Orca Security to secure my infrastructure or
services is for vulnerability management on VMs or other resources in Azure or
AWS.

“I have more to add about my main use case with Orca Security, including security
posture frameworks such as ISO 27007 and 9001..”

Read full reviewVerified user

Dev Ops Security Engineer at a computer software company with 10,001+
employees

https://www.peerspot.com/product_reviews/orca-security-review-12184508-by-logan-gray?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12184508-by-logan-gray?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12216238-by-reviewer2879382?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12216238-by-reviewer2879382?tid=pdf_prod_33634
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“I use Orca Security to have a complete view of our cloud environment at the
company.

“I needed to know what assets were vulnerable and how to fix them, and it was
very helpful to have Orca Security because it has some AI features that helped our
developers fix the vulnerabilities while coding and understand which
vulnerabilities require more attention and resources.

“OrcA Security automates remediation because we could install a plugin in the
developer's IDE, so while they were coding, it actually helped them fix
vulnerabilities in real time, which was very helpful..”

Read full reviewRafael Bueno

Consultor De Seguran2a Da Informa2ão at a tech services company with
1,001‐5,000 employees

https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
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“In my previous experience with Orca Security, I was working on the DevSecOps
model, mainly using it for CI/CD pipelines, scanning our repositories for
identifying vulnerabilities and breaking the build of the project if there are any
high or critical vulnerabilities.

“Prioritizing risks using Orca Security is straightforward; it has many tools for
assessing and prioritizing risk, including CVSS for all vulnerabilities and the Orca
Score that considers the whole context of each vulnerability, helping me
understand the true risk and impact.

“We had experience with the Orca Sensor, but we did not think it brings too much
value to our current environment, so we decided to remove it.

“I have used the Cloud to Dev feature in Orca Security before, but not as much as
other features such as the DevSecOps model..”

Read full reviewGuilherme Ferreira Mury

Senior Penetration Tester at a wholesaler/distributor with 501‐1,000
employees

https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
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“I was using Orca Security in my previous organization, and I have recently
switched to a new organization, so my previous company domain and email ID are
no longer active.

“I last used Orca Security approximately five months ago and worked with it for
around two years.

“I used Orca Security for file monitoring of AWS EC2 instances and S3 buckets,
with the focus primarily on EC2 instances. Orca Security was migrated with AWS,
and we routinely monitored and checked file integrity. We received details about
EC2 instances, including instance type, who created it, and when it was created.

“I am not currently using Orca Security, and none of my clients are using it. My
previous client was using it..”

Read full reviewAnurag Jat

Cyber Security Analyst at Accenture

https://www.peerspot.com/product_reviews/orca-security-review-12057737-by-anurag-jat?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12057737-by-anurag-jat?tid=pdf_prod_33634
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“I have used Orca Security for continuous cloud assessment visibility, identifying
and prioritizing vulnerabilities and misconfigurations. I also monitor compliance
against frameworks, whether it's NIST or SOC 2. Additionally, I use it for detecting
cloud security risk and supporting incident response because it provides context
around affected cloud resources.

“Risk detection in Orca Security is strong, mainly because it provides agentless
visibility across the cloud environments I work in. My job involves identifying
vulnerabilities, misconfigurations, identifying risk or exposed assets, and Orca
Security does a great job helping to prioritize those risks on their potential
business impact. It helps me align very well with the type of risk and the type of
work I do in an AWS environment.

“I have used Orca Security's Cloud Cost Optimization feature in one of my recent
projects to help identify underutilized cloud resources or cloud resources that have
been idle for a long time. That feature allows me to identify those resources. My
main focus is security, but I find it useful because if I'm able to see those resources
that are not being used, I can adjust them. If I have to reduce their size, depending
on what the case might be, or if I have to get it decommissioned, I can do so to help
reduce unnecessary cloud spending while maintaining a secure environment. As
much as my part of the job is security, I think overall, making sure that we are not
just spending money on resources that we're not taking full advantage of is
definitely a role that I would have to play. It also helps support conversations with
the infrastructure team about balancing cost, performance, and security, to be able
to get more data to have those conversations with those teams.

“Regarding the Cloud to Dev feature, I personally have not used that. However, I do
know about it. Orca Security has the capability to help developers identify and
remediate security issues early in software development life cycles by connecting
cloud risk back to the code, repositories, or development responsibility. Although I
have not used it personally, I have had a conversation with the software team
where it helps to bridge the gap between security and development by mapping
cloud security findings back to relative code repositories and development teams.
It makes it easier to identify root causes and prioritize remediation early in the
development cycle, which helps with collaboration between engineers and the
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security team..”

Read full reviewNykole Denoo

Cyber Security Analyst at BNY

https://www.peerspot.com/product_reviews/orca-security-review-11994855-by-nykole-denoo?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11994855-by-nykole-denoo?tid=pdf_prod_33634
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Setup
The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“My experience with pricing, setup cost, and licensing is that the pricing was about
on par with other options, the setup was very easy, and licensing is quite
straightforward..”

Read full reviewLogan Gray

Manager, Security at BenchSci

“I have not set up the initial level of Orca Security, as it was handed over to me by
someone already set up. I have not seen the initial setup or migration of Orca
Security..”

Read full reviewAnurag Jat

Cyber Security Analyst at Accenture

https://www.peerspot.com/product_reviews/orca-security-review-12184508-by-logan-gray?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12184508-by-logan-gray?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12057737-by-anurag-jat?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12057737-by-anurag-jat?tid=pdf_prod_33634
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“The initial setup is straightforward, but I find it a bit complex due to the learning
curve involved, which requires thorough guidance during the first configuration..”

Read full reviewKrishnakumar Mahadevan

CISO at Spink Solutions Private Limited

“We installed the Orca Security plugin in the developers' machines, and when they
were coding, they could see the vulnerabilities with the Orca Security plugin and
fix them in the code before it was put into the production environment. This
allowed us to fix vulnerabilities before they reached our productive systems, which
was very helpful..”

Read full reviewRafael Bueno

Consultor De Seguran2a Da Informa2ão at a tech services company with
1,001‐5,000 employees

https://www.peerspot.com/product_reviews/orca-security-review-11704697-by-krishnakumar-mahadevan?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11704697-by-krishnakumar-mahadevan?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
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“The initial deployment of Orca Security was straightforward, but the
configuration as a whole and integrating all of our tools and repositories was
challenging, requiring significant work to configure it and put it into production.

“It took approximately two months to fully deploy Orca Security..”

Read full reviewGuilherme Ferreira Mury

Senior Penetration Tester at a wholesaler/distributor with 501‐1,000
employees

“I did not participate in the initial setup and installation process of Orca Security
personally. When I joined the team, it was already set up. I was not directly
involved in the initial installation or setup. However, in my previous role, I did
support some onboarding of other tools. I have a good understanding of how
certain platforms are implemented or operationalized in an enterprise
environment, but I did not set up Orca Security that I work with now..”

Read full reviewNykole Denoo

Cyber Security Analyst at BNY

https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11994855-by-nykole-denoo?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-11994855-by-nykole-denoo?tid=pdf_prod_33634
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Customer Service and Support

“In my case, I had technical support, and it is easy to contact the technical support.
The quality of the support is good. If I were to rate the support on a scale from one
to ten, I would give it an eight..”

Read full reviewKaue Ribeiro

Cybersecurity Architect Lead at a consultancy with 11‐50 employees

“I have had experiences where I needed to contact Orca support to address issues
with alerts that remained active even after remediation. Based on my interactions,
I would rate the support team a six out of ten..”

Read full reviewSrinath Swarna

Works at Ultraviolet Cyber

https://www.peerspot.com/product_reviews/orca-security-review-10640069-by-kaue-ribeiro?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10640069-by-kaue-ribeiro?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-7810745-by-srinath-swarna?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-7810745-by-srinath-swarna?tid=pdf_prod_33634
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“I have contacted the technical support of Orca Security and had positive
experiences; I always received quick answers and was able to resolve my problems.

“I would rate the support of Orca Security an eight on a scale from one to ten..”

Read full reviewGuilherme Ferreira Mury

Senior Penetration Tester at a wholesaler/distributor with 501‐1,000
employees

“Not so many people are required for the deployment of Orca Security; just one
person can do it.

I have been in contact with technical support regarding Orca Security twice to solve
some issues, but it wasn't an issue, just a wrong configuration that I made. I
contacted them and they shared some documentation. After that, I could resolve it
pretty well..”

Read full reviewFabricio Galdino

Cyber Security Analyst Ii at Grupo PRIMO

https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10672276-by-fabricio-galdino?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10672276-by-fabricio-galdino?tid=pdf_prod_33634
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“Technical support is very good, but customer support is very poor, in my opinion,
because when I have a few problems, the customer support says your solution is
bad or it is easier. However, the technical support is very good.

For example, the technical support has more experience in the solution, but
customer support does not have more experience in the solution. Customer
support does not know Orca Security in general. I think they have different skill
sets..”

Read full reviewRicardoEscriba Robles

Co E   Cloud Security at Banco de Crédito BCP

“The problem with the Orca Security technical support team and customer service
team is that Orca Security is a medium company and I think they do not have a
large team. If you have a lot of problems, you will receive an unprofessional service
or unprofessional customer service because you do not have an entire team to
respond to all of those kinds of problems.

I would rate the technical support team as a six..”

Read full reviewVerified user

Cybersecurity Recruitment Specialist at a tech services company with 51‐
200 employees

https://www.peerspot.com/product_reviews/orca-security-review-10615689-by-ricardoescriba-robles?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10615689-by-ricardoescriba-robles?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10859868-by-reviewer2806824?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-10859868-by-reviewer2806824?tid=pdf_prod_33634
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Other Advice

“I was a regular customer of Orca Security, responsible for operating it daily, and I
do not have any current relation with them, but I remain impressed with the
application as a whole. I would rate this review a nine out of ten..”

Read full reviewGuilherme Ferreira Mury

Senior Penetration Tester at a wholesaler/distributor with 501‐1,000
employees

“There was no technical fault while I was using Orca Security, and I did not
encounter any such technical faults, so I have not contacted any technical team. I
have not explored many options in the VM field. At this time, nothing additional
comes to mind. All matters regarding scalability and other technical details were
managed by my organization, and I just had to work with the system. My overall
review rating for Orca Security is 8 out of 10..”

Read full reviewAnurag Jat

Cyber Security Analyst at Accenture

https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12279198-by-guilherme-ferreira-mury?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12057737-by-anurag-jat?tid=pdf_prod_33634
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“It was really accurate and gave us the right answers.

“The advice I give is to talk with the support team. They help us and listen to us
about features and things that made sense for our environment and our specific
case, and they consider applying them to the final product.

“I rate this product a 10 out of 10..”

Read full reviewRafael Bueno

Consultor De Seguran2a Da Informa2ão at a tech services company with
1,001‐5,000 employees

“I rate Orca Security a ten out of ten. I chose this rating because we started with
Orca Security when it was a new kind of competition to Wiz. We went with Orca
Security because of its support, which is one of the best third-party supports we
have. They made a really big jump over the last two years, especially in the last year
where they changed almost everything, from visualization to reducing false
positives, and now they categorize alerts separately compared to what it was
earlier, making this really useful. My advice for others looking into using Orca
Security is to really consider them. I have given this advice before, and I know that
some have taken my advice and moved forward with Orca Security. My overall
rating for Orca Security is ten..”

Read full reviewAvrahamGoldwasser

Cyber Security Tech Lead & Architect at a insurance company with 51‐200
employees

“My advice to others looking into using Orca Security is to practice and study the
platform in test scenarios. My impressions of the risk detection and identification
capabilities of Orca Security are fascinating because they are clear and serve as a

https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12142166-by-rafael-bueno?tid=pdf_prod_33634
/products/wiz-reviews
https://www.peerspot.com/product_reviews/orca-security-review-12120923-by-avrahamgoldwasser?tid=pdf_prod_33634
https://www.peerspot.com/product_reviews/orca-security-review-12120923-by-avrahamgoldwasser?tid=pdf_prod_33634
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guide. Orca Security has helped my organization reduce the time it takes to address
cloud security alerts because we can automate alerts.

“To the extent that Orca Security has helped in preventing risks and attacks across
our application lifecycle, it has allowed me to understand the security status of our
resources before they go into production. My experience prioritizing risks using
Orca is easy. In my experience, Orca Security's ability to analyze risks contextually
and holistically is excellent. I have not utilized Orca Security's sensor for cloud
detection and response, so I cannot speak to its effectiveness.

“I would rate this review a ten out of ten. Orca Security is a great platform, and I
am very happy with it..”

Read full reviewVerified user

Dev Ops Security Engineer at a computer software company with 10,001+
employees

“Orca Security has helped my organization reduce the time it takes to address
cloud security alerts; since bringing Orca Security in, it has improved our time to
resolve by about fifty percent.

“I find it very easy to prioritize risks using Orca Security.

“Regarding Orca Security's AI capabilities, I think their governance and security
are pretty good because I use those capabilities as well.

“I have not seen any issues with the accuracy and reliability of Orca Security's AI
output; it seems accurate.

“My advice to others looking into using Orca Security is to try to consider
organizing assets by business units just to help organize and prioritize findings
relevant to different teams. I rate Orca Security a nine overall..”

Read full reviewLogan Gray

Manager, Security at BenchSci

/products/orca-reviews
https://www.peerspot.com/product_reviews/orca-security-review-12216238-by-reviewer2879382?tid=pdf_prod_33634
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Top Industries
by visitors reading reviews

Financial Services Firm 14%

Computer Software Company 11%

Manufacturing Company 10%

Outsourcing Company 8%

Company Size
by reviewers by visitors reading reviews

Large Enterprise Midsize Enterprise Small Business
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About PeerSpot
PeerSpot is the leading review site for cloud, AI, and business software. We created PeerSpot
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Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.
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