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Zscaler Internet Access Recap

Zscaler Internet Access provides internet security through cloud‐native architecture, ensuring

threat protection and traffic management without relying on traditional VPNs and firewalls.

It enhances security by offering features such as CASB and DLP. With its cloud‐native proxy

architecture, it facilitates seamless security with reduced latency and high availability.

Organizations value the scalability and centralized policy management, integrating seamlessly

with existing systems for remote work. It ensures secure traffic management by delivering

advanced threat protection and support for applications through SSL inspection and

sandboxing. Enhanced measures for DLP, better integration with tools like MFA, and

optimized reporting are areas for growth.

What are the key features?

• Website Filtering: Controls access to harmful sites to protect users.

• SSL Inspection: Shields against threats bypassing traditional defenses.

• Cloud Sandbox: Provides advanced threat protection through testing.

• CASB: Offers cloud application visibility and security enforcement.

What benefits should users seek?

• Scalability: Easily adjusts to growing requirements without manual intervention.

• Centralized Management: Simplifies policy implementation across locations.

• Seamless Integration: Reduces need for traditional VPNs by integrating with remote

infrastructure.

Many industries leverage Zscaler Internet Access for securing internet traffic and

safeguarding against threats like malware and DDoS attacks. It is integral as a secure web

gateway to fulfill data loss prevention, bandwidth control, and filtering needs, allowing remote

users robust access and protection globally. Companies employ it alongside existing tools for

proper security and policy enforcement.
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Valuable Features
Excerpts from real customer reviews on PeerSpot:

“Zscaler Internet Access has positively impacted my organization by
reducing the dependency on on-premises hardware and improving security
posture, enabling faster user onboarding, and providing better performance
for remote users.”

VikasTiwari

Senior Network Engineer at Anthology

“Zscaler Internet Access has positively impacted our organization by
improving our overall security posture, providing better visibility into the
internet traffic our employees access, and protecting users from web-based
threats such as phishing websites, malicious downloads, and suspicious
sites.”

Nikhil Kalyankar

Soc Analyst at a tech vendor with 10,001+ employees

“Zscaler Internet Access gives visibility, which is important to have, and the
fact that it is usable everywhere is a significant advantage.”

Ferdi Haider

Product Owner at a financial services firm with 501‐1,000 employees
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“Zscaler Internet Access has positively impacted our organization as we have
noticed substantial outputs and income, improved our security environment
control and endpoint protection, and it prevents numerous web attacks
through its AI/ML incorporated capability which identifies malware, threats,
and viruses.”

Mohan Janarthanan

Associate Vice President at Novac Technology Solutions

“Zscaler Internet Access is less expensive than competitors like Palo Alto,
offering a premium service justified by security enhancements and cost-
effective scalability.”

Tejas Jain

Principle Cloud Architect at a tech services company with 11‐50 employees

“The most valuable feature for me is the ability to see how my network and
traffic looks with modules like analytics and insights.”

Pawel Gawronski

Group IT Manager at a wholesaler/distributor with 10,001+ employees
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“The most valuable features of Zscaler Internet Access include its capacity to
scale, the security implementation capabilities, the ability to integrate public
IPs related to clients so traffic presents on the internet as a client, and the
facility to interoperate with SSEs while maintaining the same security
mechanisms from on-premises to cloud environments.”

Verified user

Cloud Advisory Senior Manager at a tech consulting company with 10,001+
employees

What users had to say about valuable features:

“Zscaler Internet Access gives visibility, which is important to have. The fact that
it is usable everywhere is a significant advantage. The product is easy to use. You
only have to do the rollout of the client and then it runs by itself. It is a well-made,
well-engineered product..”

Read full reviewFerdi Haider

Product Owner at a financial services firm with 501‐1,000 employees

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-10119585-by-ferdi-haider?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-10119585-by-ferdi-haider?tid=pdf_prod_29609
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“We have been reselling this solution for more than five years now.

“Zscaler Internet Access integrates effectively, especially with the high-level IP
services. However, there are some challenges with new software development on
the SD-WAN part and sometimes with routing of data. Issues appear sometimes
with upgrades, but that's really an exception; it's not happening frequently..”

Read full reviewAhmed Azzuz

Service And Contract Manager at Colt Technology Services

“The best features Zscaler Internet Access offers include URL filtering because it
acts as a web gateway and allows us to write policy-based access control. The
feature I use most is URL filtering, as it helps us control which websites users can
access and block malicious or inappropriate sites.

“URL filtering makes our day-to-day investigations easier from both security and
operational perspectives. It automatically blocks access to known malicious
websites and phishing or risky websites before users reach them, thereby reducing
the number of security incidents we have to investigate..”

Read full reviewNikhil Kalyankar

Soc Analyst at a tech vendor with 10,001+ employees

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9364844-by-ahmed-azzuz?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9364844-by-ahmed-azzuz?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
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“The strong features of Zscaler Internet Access that I appreciate include security,
performance, and the extensibility of the logs.

The ease of client updates is one of the benefits.

I have utilized Zscaler Internet Access's SSL Inspection feature. It has helped in
threat prevention by giving the opportunity to delve inside our data to see exactly
what is going on, what a request is, and what's happening.

The beneficial impact Zscaler Internet Access brought to my organization includes
peace of mind, especially during the COVID period, enabling people to work from
home without overloading VPN infrastructure while still being protected..”

Read full reviewVerified user

Cyber Security Architect at a manufacturing company with 1,001‐5,000
employees

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9419008-by-reviewer2223654?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9419008-by-reviewer2223654?tid=pdf_prod_29609


Zscaler Internet Access ▪ Valuable Feature

©2026 PeerSpot, All Rights Reserved 10

“The best features Zscaler Internet Access offers include application control,
tenant segregation, and PoP center regions which have low availability zones. The
internet access is very successful and bandwidth speed is excellent. It also has
application-based control, URL-based control, and SSL inspection capabilities,
which are very useful. Additionally, the in-depth CASB segregation is very
beneficial to us.

“One unique feature I found helpful is the tenant level restrictions, which we use
to only access our organization's tenant level mail IDs, drives, and specific tenant
level access while restricting public access.

“Zscaler Internet Access has positively impacted our organization as we have
noticed substantial outputs and income. It has improved our security environment
control and endpoint protection. It prevents numerous web attacks through its
AI/ML incorporated capability which identifies malware, threats, and viruses. It
has a toggle button to enable features entirely at the tenant level for all users
onboarded into Zscaler Internet Access, resulting in much better outcomes..”

Read full reviewMohan Janarthanan

Associate Vice President at Novac Technology Solutions

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9492517-by-mohan-janarthanan?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9492517-by-mohan-janarthanan?tid=pdf_prod_29609
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“The best features Zscaler Internet Access offers are Secure Web Gateway, URL
filtering, SSL inspections, and policy-based access control. I find myself relying on
Secure Web Gateway, URL filtering, SSL inspection, and policy-based access
control the most because these are the main and top-most features I use regularly.
Zscaler Internet Access has all of these types of features for securing all internet
access and web inspections, allowing me to control all traffic through these
features.

“Zscaler Internet Access features include a Secure Web Gateway for URL filtering,
file type control, and inline SSL inspections. The second feature is a cloud firewall
with Layer 3 to Layer 7 filtering control and stateful inspections. No hardware
inspection or hardware firewall is required. I can also perform segmentations by
users, location, and application. There is a cloud CASB solution available as well.
Additionally, there is an advanced threat protection feature with signature-based
behavioral detections, inline IPS, and zero-day threat protections. The cloud
sandboxing solution scans unknown files and provides machine learning-based
verdicts to prevent zero-day malware delivery in my environment. There is also a
DNS security feature that provides DNS tunneling detections, malicious domain
controls, and faster threat containment at the DNS layer. The data protection
feature includes inline DLP and CASB-style cloud app control, data sovereignty
enforcement, and browser isolation, which executes risky sites in isolated cloud
browsers and prevents endpoint compromises.

“Zscaler Internet Access has positively impacted my organization by reducing the
dependency on on-premises hardware and improving security posture, enabling
faster user onboarding, and providing better performance for remote users. It has
resulted in a drop in security incidents related to web threats and improved
visibility into user activity. An area for improvement includes fine-grained
troubleshooting tools, better policy simulations, and optimizations around initial
configuration complexity..”

Read full reviewVikasTiwari

Senior Network Engineer at Anthology

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-10417193-by-vikastiwari?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-10417193-by-vikastiwari?tid=pdf_prod_29609
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Other Solutions Considered

“We evaluated some traditional firewall-based web filtering solutions, but Zscaler
Internet Access stood out because of its mature cloud architecture, scalability, and
strong security controls..”

Read full reviewNikhil Kalyankar

Soc Analyst at a tech vendor with 10,001+ employees

“There is something coming up from Microsoft that is really cheap. Also, 40Sase is
a solution that could be used as an alternative. There are many new offerings
coming from old firewalls vendors waking up this marketplace..”

Read full reviewFerdi Haider

Product Owner at a financial services firm with 501‐1,000 employees

“I focused on Zscaler Internet Access because they stood out from their
competition in terms of performance and scalability.

They beat off their competition with the fidelity of logs..”

Read full reviewVerified user

Cyber Security Architect at a manufacturing company with 1,001‐5,000
employees

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-10119585-by-ferdi-haider?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-10119585-by-ferdi-haider?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9419008-by-reviewer2223654?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9419008-by-reviewer2223654?tid=pdf_prod_29609
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“We evaluated some traditional firewall-based web filtering solutions, but Zscaler
Internet Access stood out because of its mature cloud architecture, scalability, and
strong security controls. I am not certain about the specific vendors we evaluated,
but we did research other tools, and Zscaler Internet Access stood out because of
its features..”

Read full reviewNikhil Kalyankar

Soc Analyst at a tech vendor with 10,001+ employees

“There is something coming up from Microsoft that is really cheap. Also, 40Sase is
a solution that could be used as an alternative. There are many new offerings
coming from old firewalls vendors waking up this marketplace. Zscaler Internet
Access has to take care that they do not lose their position..”

Read full reviewFerdi Haider

Product Owner at a financial services firm with 501‐1,000 employees

“Before implementing Zscaler Internet Access, we tested multiple solutions
through POC evaluations. After our assessment, Zscaler Internet Access performed
significantly better and was more suitable for our environment. We chose Zscaler
Internet Access, and it has been working smoothly..”

Read full reviewMohan Janarthanan

Associate Vice President at Novac Technology Solutions

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-10119585-by-ferdi-haider?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-10119585-by-ferdi-haider?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9492517-by-mohan-janarthanan?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9492517-by-mohan-janarthanan?tid=pdf_prod_29609
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ROI
Real user quotes about their ROI:

The managed service aspect of Zscaler Internet Access has allowed for reduced
staffing costs, resulting in a saving of approximately 20-25% compared to prior
expenses. This is largely due to decreased manpower and the elimination of the
need to manage underlying infrastructure.

Read full reviewTejas Jain

Principle Cloud Architect at a tech services company with 11‐50 employees

“I think as long as Zscaler Internet Access is stable, it can have some financial
benefits. Until now, we can confirm that for a few customers I am working with..”

Read full reviewAhmed Azzuz

Service And Contract Manager at Colt Technology Services

“We have seen measurable benefits, such as improvements in security measures
and productivity. However, experiences with customer service have been mixed..”

Read full reviewVerified user

Engineer at a non‐tech company with 11‐50 employees

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-8674835-by-tejas-jain?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-8674835-by-tejas-jain?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9364844-by-ahmed-azzuz?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9364844-by-ahmed-azzuz?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-7434684-by-reviewer3257?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-7434684-by-reviewer3257?tid=pdf_prod_29609
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“The main reason for getting the solution was for better security, not for time or
management savings. It didn't decrease effort for our security team, but it
improved our overall security posture..”

Read full reviewVerified user

Senior IT Manager at a manufacturing company with 1,001‐5,000
employees

“I do not have exact numbers regarding the return on investment, but the main
returns have come from improved visibility into user internet access, reduced risk
from web-based threats, and simplified management that has decreased
dependency on our analysts and traditional on-premises security devices..”

Read full reviewNikhil Kalyankar

Soc Analyst at a tech vendor with 10,001+ employees

“In terms of the product's ability to reduce costs, I would say that specifically, we
have been able to get a drop by a huge amount in our company, which I don't want
to put in a percentage form. At least there has been a subsequent and substantial
reduction in the amount of hardware costs my company was spending along with
the licensing part. Either you can opt for the pay-as-you-go model, or you can
apply for a licensing model based on the number of users, and it is not specifically
associated with sites or anything like that. With Zscaler Internet Access, you are
looking at things differently when it comes to cost..”

Read full reviewShanavasVK

Consultant at Allwyn

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-7193452-by-reviewer2539353?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-7193452-by-reviewer2539353?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-6564634-by-shanavasvk?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-6564634-by-shanavasvk?tid=pdf_prod_29609
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Use Case

“I utilize Zscaler Internet Access within my organization for secure web browsing
and filtering traffic from websites. It serves as one of the main security elements
by securing endpoints and facilitating secure Internet connections and website
access..”

Read full reviewPawel Gawronski

Group IT Manager at a wholesaler/distributor with 10,001+ employees

We use Zscaler Internet Access primarily for securing internet-bound traffic. It
serves as a secure web gateway that enables data loss prevention and protects
peer-to-peer communications traffic. It also helps in path selection and delivering
a good internet access experience. We have widely implemented it for securing
third-party communications and optimizing traffic paths.

Read full reviewTejas Jain

Principle Cloud Architect at a tech services company with 11‐50 employees

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-7779602-by-pawel-gawronski?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-7779602-by-pawel-gawronski?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-8674835-by-tejas-jain?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-8674835-by-tejas-jain?tid=pdf_prod_29609
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“My main use case for Zscaler Internet Access is preventing our endpoints such as
laptops and movable endpoints which are all malware threats. Our organization
uses Zscaler Internet Access for securing these critical asset resources.

“I use it for securing our roaming users, to restrict web browsing to only the
allowed URLs that need to be accessed on corporate laptops. Apart from that, it
restricts access to any other URLs. It is very useful and has CASB security features
where we can provide application controls for restricting downloads, uploads, and
other functionalities within Zscaler Internet Access..”

Read full reviewMohan Janarthanan

Associate Vice President at Novac Technology Solutions

“Use cases for Zscaler Internet Access match with business requirements from
clients, typically involving navigation. It depends on the company, but navigation
encompasses different scenarios based on the client.

For example, in my current client, there are around five main use cases involving
navigation from internal staff, external people outside the organization when
service is being provided, remote sites, and IoT infrastructure. This involves
providing navigation for schools, hospitals, policy, and internal staff.

There are multiple use cases, and each client has their own requirements. Server
navigation and data centers have different use cases when connected directly to
the client's network versus when users work from home. When third parties
connect to the client's infrastructure, it creates another use case. These use cases
also depend on the SD-WAN component and how the flows move from the sites to
the SSE and beyond..”

Read full reviewVerified user

Cloud Advisory Senior Manager at a tech consulting company with 10,001+
employees

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9492517-by-mohan-janarthanan?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9492517-by-mohan-janarthanan?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9344413-by-reviewer1613577?tid=pdf_prod_29609
https://www.peerspot.com/product_reviews/zscaler-internet-access-review-9344413-by-reviewer1613577?tid=pdf_prod_29609
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“Zscaler Internet Access provides secure internet access for users without relying
on a traditional on-premises firewall. It helps enforce security policy, protect
users from malicious websites, control app access, and ensure visibility across all
user internet traffic, regardless of location. Several components and features are
available, including Zscaler Cloud and Zscaler Trust Exchange, which function as
inline internet security enforcement points, along with user traffic forwarding
mechanisms. These forwarding methods include Zscaler Client Connector (GCC)
for remote hybrid roaming users, GRE and IPsec for branch offices and data
centers, PAC files for legacy proxy environments, and explicit proxy for controlled
environments. Additional components include the policy engine, threat protection
stacks, and logging analytics. The features and components also function as a
Secure Web Gateway, cloud firewall, advanced threat protections, cloud sandbox,
DNS security, data loss prevention, and browser isolation, which is a recently
added feature.

“A good example of how my team uses Zscaler Internet Access is enabling secure
remote access for users working from home. Instead of directing traffic through
different data centers, Zscaler Internet Access allows us to apply the same security
inspections and policy directly from the cloud, significantly improving both
performance and security..”

Read full reviewVikasTiwari

Senior Network Engineer at Anthology
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“Zscaler Internet Access serves as our primary tool to secure employee outbound
internet traffic and protect users from reaching malicious websites. We use it to
protect users from web-based threats, enforce web access policies, block malicious
websites, and monitor user internet activity through its proxy service, which
provides secure internet access to employees in our organization.

“A specific example of how I used Zscaler Internet Access to enforce web access
policies involved blocking access to malicious websites identified in threat
intelligence that users attempted to access through phishing emails with
suspicious links. Zscaler Internet Access inspects web traffic and applies security
policies before a connection is established between the user and the website. For
instance, if a user clicks on a phishing link leading to a malicious website that
might unknowingly download malware, Zscaler Internet Access identifies that
website as malicious and blocks access immediately, preventing the user from
reaching it.

“Another use case I would mention regarding Zscaler Internet Access is the
visibility it provides from a SOC perspective. As a SOC analyst, having visibility
into users' web activity, blocked websites, policy violations, and potential threats
is very useful during further investigations in the security field. It helps us
maintain a consistent security posture..”

Read full reviewNikhil Kalyankar

Soc Analyst at a tech vendor with 10,001+ employees

https://www.peerspot.com/product_reviews/zscaler-internet-access-review-11838278-by-nikhil-kalyankar?tid=pdf_prod_29609
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Setup
The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“We pushed it through policy to all computers, so we didn't need people to do it
manually. You need someone overseeing it but not heavily involved or specifically
dedicated. It can be handled with other workloads..”

Read full reviewVerified user

Senior IT Manager at a manufacturing company with 1,001‐5,000
employees

“My implementation strategy during those three months involved testing and
comparatively testing against other vendors.

Three people were involved in the process of deployment from my side..”

Read full reviewVerified user

Cyber Security Architect at a manufacturing company with 1,001‐5,000
employees
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“My advice to others looking into using Zscaler Internet Access is that the tool is
good overall, but I recommend spending time understanding policy design and
user requirements before deployment. Proper planning and testing of the policies
and controls help reduce unnecessary user impact and make the rollout much
smoother..”

Read full reviewNikhil Kalyankar

Soc Analyst at a tech vendor with 10,001+ employees

“Deploying Zscaler was moderately difficult. You don't need to create anything.
We only needed to forward things to the Zscaler cloud, and they took care of
everything on their side. We needed to establish a trusted network and create a
channel between Zscaler, the DC, and our on-prem environment. .”

Read full reviewBhaskar Rao

Network Manager Admin at Yamaha
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“We are providing installation and deployment for our customers with Zscaler
Internet Access.

“The installation may take a couple of weeks, but it depends on the customer. The
experience I have until now is a couple of weeks..”

Read full reviewAhmed Azzuz

Service And Contract Manager at Colt Technology Services

“The product's initial setup phase is easy.

The product's installation phase requires one to three L2 or L3 engineers who are
enough. It will all depend on how many clients you have, how you are pushing the
agents to the clients, or how you are integrating it all.

The ease of maintaining the tool will depend on which solution you are comparing
it with, so if you compare it with other similar products, I think it is okay. It will all
depend on what type of expertise you have on Zscaler platform in comparison with
others..”

Read full reviewAshwani‐Tyagi

Regional Manager at Orange
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Customer Service and Support

The technical support for Zscaler Internet Access is rated around seven out of ten
due to some response time issues and the engagement model. While it doesn’t
match Palo Alto's support, it remains relatively reliable.

Read full reviewTejas Jain

Principle Cloud Architect at a tech services company with 11‐50 employees

“Customer service sometimes is not helpful, with long waiting times when issues
arise. However, in some cases, the support team is faster and satisfactory..”

Read full reviewVerified user

Engineer at a non‐tech company with 11‐50 employees

“If you want some support, you have to log a case. However, if there was more
online support or a knowledge base that was readily available, it would be better. .”

Read full reviewRajesh Bhalerao

CISO at UST Global
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“We have had different experiences with the technical support. I would rate them
a seven out of ten. The response time is good but sometimes it is difficult for them
to pinpoint the root cause of problems..”

Read full reviewVerified user

Sr. Consultant, Cyber Security at a tech services company with 501‐1,000
employees

“The customer service and support are fairly good. 

In terms of their technical capabilities, response times, and issue resolution, we've
had positive interactions with their support..”

Read full reviewTejas Jain

Principle Cloud Architect at a tech services company with 11‐50 employees

“I've contacted technical support multiple times. They are okay. However, they
could be better. We sometimes need more technical responses.

Often, our support person will change, and then we have to explain over and over
the issue, what went wrong, and what's been done. It may take days to resolve
things even if it is a simpler case due to the repetition and the fact we are changing
from support staff to support staff. .”

Read full reviewMauzzam Shaikh

Senior Technical Consultant at Meta Infotech Pvt Ltd
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Other Advice

“My advice for others looking into using Zscaler Internet Access is to switch from
traditional firewall and proxy-based solutions to Zscaler Internet Access to better
support cloud and remote work environments. I recommend evaluating other
cloud security and Secure Web Gateway solutions, but Zscaler Internet Access
stood out for its maturity, scalability, and global reach. Zscaler Internet Access is a
strong, enterprise-ready cloud security solution that fits well with modern
distributed IT environments and Zero Trust strategies, which will help much when
evaluating all of these solutions. I give this product a rating of 9..”

Read full reviewVikasTiwari

Senior Network Engineer at Anthology

“We already have complementary solutions that we are using. We are using the
partnership program. I have been in the security field for around 30 years, coming
from the network perimeter security area. I moved to the security part and there I
am a product owner from Zscaler Internet Access. I would not think it is for smaller
companies, but it is currently coming from the other side. It is coming more from
the traditional firewalling side and going more and more into the cloud area. It is
difficult to provide a deep view on that. I know it only from the traditional firewall
area and there you had to deal with all these appliances. I gave this review a rating
of nine out of ten..”

Read full reviewFerdi Haider

Product Owner at a financial services firm with 501‐1,000 employees
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“My advice for others considering Zscaler Internet Access is to understand the
console behavior, policy implementation, and settings before onboarding users.
Once suitable organizational policies are implemented, then scaling up to 1000 or
2000 users becomes manageable. Understanding policies and use case conditions
that meet your environment requirements is crucial before implementation.
Implementing policies after onboarding hundreds of users can create complicated
situations. I recommend exploring with one or two machines, implementing entire
policies, and then onboarding additional devices. I rate Zscaler Internet Access 9
out of 10..”

Read full reviewMohan Janarthanan

Associate Vice President at Novac Technology Solutions

“Zscaler Internet Access is quite expensive, but it delivers. Sometimes, depending
on the customer and the service and why it's used, it's acceptable. We get more
and more reactions about the price going up, sometimes too much or too little.

“For the stability of Zscaler Internet Access, I would recommend it, but for the
price, I think it's too expensive. Most customers that use it have the money and
want the whole package, a managed service. However, I think it should be less
expensive because we're losing customers to the competition.

“On a scale of one to ten, I rate this solution an eight..”

Read full reviewAhmed Azzuz

Service And Contract Manager at Colt Technology Services

“A specific example of how I used Zscaler Internet Access to enforce web access
policies involved blocking access to malicious websites found in threat intelligence
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that users attempted to access through phishing emails with suspicious links.
Zscaler Internet Access inspects web traffic and applies security policies before a
connection is established between the user and the website. For instance, if a user
clicks on a phishing link leading to a malicious website that might unknowingly
download malware, Zscaler Internet Access identifies that website as malicious
and blocks access immediately, preventing the user from reaching it.

“Another use case I would mention regarding Zscaler Internet Access is the
visibility it provides from a SOC perspective. As a SOC analyst, having visibility
into users' web activity, blocked websites, policy violations, and potential threats
is very useful during further investigations in the security field. It helps us
maintain a consistent security posture. I would rate this product nine out of ten
overall..”

Read full reviewNikhil Kalyankar

Soc Analyst at a tech vendor with 10,001+ employees
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“When asked about Zscaler Internet Access's application control for managing
access to applications, we combine it with our existing CASB and can control access
to applications effectively.

We augment Zscaler Internet Access's Data Loss Prevention with Purview.

As an architect, I am actively pursuing completing a Zero Trust Architecture
implementation, and Zscaler Internet Access definitely provides the right tools to
move to that architecture.

To measure the effectiveness of Zscaler Internet Access's Advanced Persistent
Threat Protection, I look at the lack of our users being infected, breached,
controlled, or going to malicious links.

On a scale of one to ten, I rate Zscaler Internet Access an eight out of ten..”

Read full reviewVerified user

Cyber Security Architect at a manufacturing company with 1,001‐5,000
employees
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Top Industries
by visitors reading reviews

Financial Services Firm 11%

Manufacturing Company 10%

Computer Software Company 9%

Comms Service Provider 7%

Company Size
by reviewers by visitors reading reviews

Large Enterprise Midsize Enterprise Small Business
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About this buyer’s guide
Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and

reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated

with our triple authentication process. This is done to ensure that every review provided is an

unbiased review from a real user.

Get a custom version of this report...
Personalized for you!
Please note that this is a generic report based on reviews and opinions from the collective

PeerSpot community. We offer a customized report of solutions recommended for you based
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• Company size

• Which solutions you’re already considering

The customized report will include recommendations for you based on what other people like

you are using and researching.

Answer a few questions in our short wizard to get your customized report.
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About PeerSpot
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