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Immuta = Product Recap

Immuta Recap

Immuta ensures secure, controlled access to sensitive data, excelling in data governance,
regulatory compliance, and privacy. Key features include dynamic policy enforcement, fine-
grained access control, and seamless integration with diverse data sources. Users report
improved operational efficiency and enhanced teamwork.
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I Valuable Features

Excerpts from real customer reviews on PeerSpot:

“Immuta has had a very positive impact on our organization, helping us
strengthen data security by ensuring sensitive data is only accessible to the
right users, simplifying compliance with clear audit trails and consistent
policy enforcement, reducing manual access management to save time for
data and security teams, and enabling safe self-service analytics so our team
can access data faster while still meeting governance and regulatory
requirements.”

‘@’ Dibyajyoti Rath

“My experience with the technical service from Immuta is that they are
super helpful.”

‘e’ Yuval Rapaport

“What I appreciate the most is its user-friendliness.”

Vivek Sai
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Immuta = Valuable Feature

“All features available are good.”

Validated user

“The tool's most valuable feature is restriction.”

@ Saurav P
‘€7‘ 4

<»

“Instead of manually tagging data, Immuta’s auto-discovery capability
identifies sensitive information, such as country labels, gender information,
and other personal data.”

e Vijayant Kumar
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Immuta = Valuable Feature

What users had to say about valuable features:

“What stands out for me in the tool is that we have the very basic capability for
access control, and the most interesting aspect is the masking policies for PII
information.

When I speak about the policy authoring interface, I mean not just the authoring
but also the execution and the built-in integration into data platforms like
Snowflake and Databricks.

Regarding the robust policy authoring interface, I find it very usable and very
helpful.

I would assess attribute-based access control for reducing data exposure risk as
being very good, and it is much better than role-based access control.

I agree that you don't have to care about who the user is since the data governs
what happens, and that's very effective.

The real-time auditing feature is very important to me. We are very early in the
implementation, so we have not yet implemented that feature, but it is definitely
very important..”

Yuval Rapaport Read full review [A

Head of Data Management at a manufacturing company with 10,001+
employees
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Immuta = Valuable Feature

“Immuta offers two main components: subscription policies and data policies.
Data policies align with use cases involving role-level security, ensuring that users
access data according to their roles. Subscription policies, on the other hand,
enable users to subscribe to specific data subsets based on their region. For
example, someone in France wouldn't be able to access data from a California
team, and vice versa. Immuta enforces these policies at the database level,
providing users with a sense of abstraction. You see a certain set of data, which you
perceive as a complete picture, but you're actually limited to specific portions, akin
to viewing just one sheet in an Excel file while being unaware of the contents of the
other sheets. Immuta ensures users always see the data they need, abstracting the
complexities associated with region-specific data access.

Another valuable feature of Immuta is automatic data tagging and PII discovery.
Instead of manually tagging data, Immuta’s auto-discovery capability identifies
sensitive information, such as country labels, gender information, and other
personal data. It self-tags this data, allowing you to enforce appropriate policies.
For example, if someone doesn't want to disclose their gender or age, Immuta’s
self-discovery helps ensure this sensitive information is handled with care.
Immuta alerts you about the detected data that should be handled cautiously.

»

Vijayant Kumar Read full review [A

Lead Data Architect at a tech consulting company with 5,001-10,000
employees
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Immuta = Other Solutions Considered

Other Solutions Considered

“Idon't know why Immuta stands out compared to its competitors. I understand
that the only alternative we have is Okta, but Okta is user-based, not attribute-
based or role-based, so it is not comparable. I don't know why my company chose
Immuta for this use case..”

Yuval Rapaport Read full review [A

Head of Data Management at a manufacturing company with 10,001+
employees

“We conducted a successful proof of concept with Immuta, and one of the key
factors contributing to our choice was its compatibility with our database. This
compatibility was a significant advantage for us..”

Vijayant Kumar Read full review [A

Lead Data Architect at a tech consulting company with 5,001-10,000
employees
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Immuta = Other Solutions Considered

“Before Immuta, we used manual access control and homegrown scripts to
manage data access. We switched because the old solution was time-consuming,
error-prone, and hard to scale. Managing row-level or column-level security
manually was very difficult, and audits were a full task. Immuta offered automated
fine-grained access control, policy enforcement, and better compliance reporting,
which made data governance much easier and more reliable..”

Dibyajyoti Rath Read full review [A
Data Analyst at a consultancy with 10,001+ employees

“Before choosing Immuta, we evaluated several other data governance solutions.
We looked at Collibra and Alation as alternatives. While these tools offered
metadata management and data cataloging, Immuta stood out because of its
dynamic data access control, fine-grained access policy, and automated
enforcement, which matched our security and compliance needs better than the
others..”

Dibyajyoti Rath Read full review [A
Data Analyst at a consultancy with 10,001+ employees
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Immuta= ROI

ROI

Real user quotes about their ROI:

“As for ROI, I cannot answer definitively because I don't know how much it costs,
but Immuta provides us with a lot of value. The effort required to create strong
policies is very little compared to the protection it provides..”

Yuval Rapaport Read full review [A

Head of Data Management at a manufacturing company with 10,001+
employees

“We have seen a return on investment with Immuta. It reduced the time spent on
manual access requests that used to take days and now happens automatically,
saving many hours for data engineers and the security team. We also have fewer
compliance incidents, faster time to trusted data, and lower operational overhead,
all managed effortlessly. It is a best investment, and we are getting a correct return
on investment with Immuta..”

Dibyajyoti Rath Read full review [A
Data Analyst at a consultancy with 10,001+ employees
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Immuta= Use Case

Use Case

“I primarily use Immuta for data governance, employing global policies to enhance
efficiency in data processing while also prioritizing data security. This method not
only boosts data efficiency but also strengthens security measures. Also, I use it for
scanning and simple ping functionality to monitor activities..”

Vivek Sai Read full review [
Data Analyst at Apex IT Systems Global USA LLC

“The primary use case predominantly revolves around data governance. Our
customers manage data across various data centers, especially within Europe,
where GDPR and other privacy regulations necessitate strict data control. Immuta
enables us to enforce these policies, restricting user access to data from different
regions and implementing data masking for sensitive information. Furthermore,
we utilize role-based security to control access at a granular level. For instance,
specific users may only view items with a price exceeding five hundred. In essence,
our primary focus is on data governance..”

Vijayant Kumar Read full review [A
Lead Data Architect at a tech consulting company with 5,001-10,000
employees
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Immuta= Use Case

“My main use case for Immuta is data governance. In my project, which is a data
governance project, [ use Immuta as a centralized data access management tool.

“A specific example of how I use Immuta for data governance in my project is that
we have used Immuta to control and secure data access. Immuta helped us apply
row-level and column-level security, mask sensitive data, and enforce role-based
access controls based on the user's role, department, and policies. It also allowed
us to ensure compliance and protect our sensitive information by giving users
access only to the data they are authorized to see.

“In our day-to-day work, we use dynamic data access control policy and fine-
grained access policy to manage who can see what data automatically. We define
policies in Immuta based on attributes such as user role, department, location, and
purpose of use. For example, a finance user can see full financial data, while a non-
financial user sees the same table but with sensitive columns masked or with
restricted rows. These policies are dynamic, and when a user's role changes, their
data access updates automatically with no manual intervention needed. As a
result, analysts can query data very freely, but Immuta ensures they only see the
data they are authorized to see, helping maintain security and compliance without
slowing down daily work..”

Dibyajyoti Rath Read full review [A
Data Analyst at a consultancy with 10,001+ employees
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Immuta = Setup

Setup

The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“The implementation process with Immuta was quite challenging, primarily due
to issues related to database handling and the syncing of user groups. Initially, the
setup involved creating a service account, which was complicated because it
required authorizing based on the directory. This authorization process was
questionable at times. However, over time, the setup has become more efficient
and is working smoothly.

Regarding usage patterns, syncing patterns, and metadata automation, everything
is currently handled within the Immuta platform, and no additional automation
tools have been deployed. Immuta takes care of data governance comprehensively.

The implementation process took approximately four or five days, and involved
five or six people.

)

Vijayant Kumar Read full review [A

Lead Data Architect at a tech consulting company with 5,001-10,000
employees
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Immuta = Customer Service and Support

Customer Service and Support

“Immuta's customer support is very good. Their team is responsive and helpful
when I have questions about setups, policies, or troubleshooting. They provide
good guidance during onboarding and help resolve issues within a reasonable time
frame..”

Dibyajyoti Rath Read full review [A
Data Analyst at a consultancy with 10,001+ employees

“There have been instances where the demos were overly technical and not
presented in a business-oriented way. It's important to remember that the tool is
used by business users, and the presentations should cater to a non-technical
audience. Many attendees at data governance conferences are not well-versed in
technical jargon, so it's essential to present information in a way that's accessible
to everyone..”

Vijayant Kumar Read full review [A

Lead Data Architect at a tech consulting company with 5,001-10,000
employees
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Immuta = Other Advice

Other Advice

“My team is using Immuta on-cloud. [ believe it is the native Immuta Cloud. I have
not purchased Immuta from there or any other tools. My final rating for Immuta,
given that we are just in a POC; is nine out of ten, but it is too soon for me to
evaluate further..”

Yuval Rapaport Read full review [2
Head of Data Management at a manufacturing company with 10,001+
employees

“My advice would be to make sure that the data and security requirements of the
organization are complex and sophisticated enough to call for the rollout of the
tool.

There is certainly overhead to maintaining it and rolling it out and sort of there
needs to be complexity to the data or data access use cases before one gets down
the path of that third-party solution versus standard out of the box. I rate the
overall solution an eight out of ten. .”

Validated user Read full review [A
Head of Engineering at a tech vendor with 11-50 employees

“It's important to prepare a checklist and not rush into decisions. Create a
checklist that outlines your specific requirements and prioritize them. Consider
factors like data classification, sensitivity, and the potential impact on your
business. Understand the consequences of exposing sensitive data and evaluate
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Immuta = Other Advice

whether Inmuda aligns with your needs. Doing your homework and assessing your
requirements thoroughly is essential before choosing Inmuda.

[ would rate it a seven out of ten. .”

Vijayant Kumar Read full review [2
Lead Data Architect at a tech consulting company with 5,001-10,000
employees

“My advice for others considering Immuta would be to plan your policies carefully.
Think through roles, data sensitivity, and use cases before setup. Invest in training
to ensure both technical and business users understand how to work with Immuta.
Start small and scale by piloting with a few datasets and policies before rolling out
enterprise-wide. Leverage support and documentation while focusing on
governance goals to keep compliance, security, and self-service analytics in
balance to maximize value.

“Immuta is a powerful and flexible tool for data governance that really helps
secure sensitive data and enforce compliance. The automation of access control
and fine-grained policies saves a lot of time and reduces errors. There is a learning
curve, and the initial setup takes planning, but once in place, it makes managing
enterprise data much easier. I would rate this product an 8 out of 10. Overall, it is
worth considering for any organization looking to balance data accessibility and
strong governance..”

Dibyajyoti Rath Read full review [A
Data Analyst at a consultancy with 10,001+ employees
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Top Industries

by visitors reading reviews
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About this buyer’s guide

Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and
reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated
with our triple authentication process. This is done to ensure that every review provided is an
unbiased review from a real user.

Get a custom version of this report...
Personalized for you!

Please note that this is a generic report based on reviews and opinions from the collective
PeerSpot community. We offer a customized report of solutions recommended for you based

on:
e Your industry
e Company size
e Which solutions you're already considering

The customized report will include recommendations for you based on what other people like
you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here
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About PeerSpot

PeerSpot is the leading review site for cloud, Al, and business software. We created PeerSpot
to provide a trusted platform to share information about software, applications, and services.
Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.

PeerSpot helps tech professionals by providing:

e Alist of products recommended by real users
e In-depth reviews, including pros and cons
e Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

e Read and post reviews of products
e Access over 30,000 buyer’s guides and comparison reports
e Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

e Get immediate answers to questions
e Validate vendor claims
e Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot

244 5th Avenue, Suite R-230 ¢ New York, NY 10001
reports@peerspot.com

+1 646.328.1944
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