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CloudSphere Recap

CloudSphere offers a unique multi-cloud management solution with features like attack path
analysis, cost management, and predictive insights designed to enhance infrastructure
reliability.

Providing an agent-less SaaS-based discovery tool, CloudSphere simplifies multi-cloud
management with its single-pane interface, ensuring seamless data access in hybrid cloud
environments. Its predictive insights and improved infrastructure reliability are valuable for
both development and operational teams. However, it could improve in application
management, real-time monitoring, and resource migration across clouds. Issues like
inefficient large server scans and limitations in CI/CD integration and application discovery
can be hindrances for some users.

What are CloudSphere's key features?

e Attack Path Analysis: Identifies vulnerabilities to improve security.

e Cost Management: Optimizes spending across cloud platforms.

e Resource Optimization: Enhances operational efficiency using predictive insights.

e Asset Discovery: Agent-less discovery tool assists in managing cloud resources.

e Multi-Cloud Management: Single-pane interface aids in auditing and resource utilization.

What benefits should users look for in reviews?

¢ Enhanced Infrastructure Reliability: Predictive insights boost stability.

e Improved Collaboration: Single-pane interface supports cross-cloud operations.
e Risk Management: Attack path analytics bolster security measures.

e Operational Efficiency: Cost management features refine cloud spending.

CloudSphere is widely used in DevOps to manage test development networks, monitor
application behaviors, and assess risk levels. Ideal for those managing inventories across
public clouds, it's found in hyper-converged infrastructures in industries like healthcare,
supporting hospital management and integrated services.
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Valuable Features

Excerpts from real customer reviews on PeerSpot:

“To others, if a company is looking for a security vulnerability tool or
governance and policy tools that help improve their environment, [ would
recommend CloudSphere because it is very helpful, easy to use, user
interactive, and provides many functions and features.”

@ Asad-Ali

“The product is helpful for the management, optimization, and utilization of

resources.”

Muhammad Imran Ali Jan

.m\%

“We do not need to install any appliances or any agents.”

= Vibhor Gupta

»
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“When I started using CloudSphere, it wasn't mature, and it had multiple
issues. For example, my team experienced server issues while using the
solution, but recently, I noticed how much CloudSphere has improved.There
used to be some latency issues with CloudSphere. It even gave error
messages in the past when you select an option such as "the web server is
not responding", but it has improved a lot, and now I don't get any errors
from CloudSphere.What I like best about CloudSphere is that it has a lot of
beneficial features, and it has a single pane for managing multi-cloud
environments, which I find very helpful, and it's the main benefit you can
get from CloudSphere.”

Syed Salman Jawaid Najmi

“Provides multiple kinds of services for managing the clouds of multiple
customers.”

Syed Hassan Ahmed

“For the customers [ work with, it provides flexibility as far as storage is
concerned, so it's security and access.”

Michael Wright
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What users had to say about valuable features:

“As a system administrator, the features in CloudSphere HyperGrid are very, very
beneficial for me. The product is helpful for the management, optimization, and
utilization of resources. I can handle the collaboration and manageability
completely with my account..”

Muhammad Imran Ali Jan Read full review [A
Senior Executive IT Infrastructure at Wateen Telecom (pvt.)

“The feature I like the most is the SaaS-based tool that can be used for discovery.
We do not need to install any appliances or any agents. It's an agent-less tool.

The discovery is the most valuable feature. It’s where we'll be able to get the
dependencies and where we'll get the in and outbounds as well. .”

Vibhor Gupta Read full review [A

Migration Customer Solution Manager at a tech services company with
10,001+ employees
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CloudSphere = Valuable Feature

“It's great that we can create and deploy multiple tenants at the same time for
Azure, AWS and DCP. We've created multiple tenants for managing the subject
environment which is where this product is powerful. It's also very handy for
auditing. When you go for the audit of either Azure MSP or AWS MSP, there is a
certain point where cloud management comes in. CloudSphere in a general TMP
manner works the best. It can actually integrate with multiple clouds and manage
all customers. .”

Syed Hassan Ahmed Read full review [A
Lead MSP and Senior DevOps Engineer at Connection

“The best features CloudSphere offers are vulnerability scanning, an interactive
user interface, cost optimization, and streamlined governance policies.

“When we started using CloudSphere, it gave us multiple options to create
interactive dashboards for our customers and helped us optimize costs for our
clients' environments. With more than 100 clients at that time, it provided us with
an overview of where we were spending extra money and how we could decrease
it..”

Asad-Ali Read full review [2

Dev Ops Engineer at a manufacturing company with 5,001-10,000
employees
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“We use the HyperCloud for instant storage. It is all intellectual properties, so
controls and constraints and the data that's associated with that, all of the "secret
sauce" as they call it, is always kept on-prem, but some of the old documentation,
rather than having it take up space locally they've pushed that to the cloud, they
access it at will, using the hybrid cloud type of concept.

Everybody can get to it. You don't have to concern yourself to the remote again to
the old school way. You had to log into the department, the company's network to
be able to get to the data. Now because you're in the Cloud, technically you don't
have to log into the company network, you can log directly into the Cloud from
wherever you are.

[t just makes it a lot easier instead of going in through the company network and
then up to the Cloud, depending on what type of portal you've created that is web-
based, you can log into that portal directly into the Cloud and come onto the prem
on the backside of that if you wanted to..”

Michael Wright Read full review [A

Infrastructure Technologist at a tech consulting company with 1-10
employees
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Other Solutions Considered

“The company I currently work with does not have any relationship with

CloudSphere. However, the company where I worked previously was a customer of

CloudSphere..”

Asad-Ali Read full review [A

Dev Ops Engineer at a manufacturing company with 5,001-10,000
employees

“There are products from Cisco like Cisco and Piston enterprise, like IBM
Spectrum, BMC Through Site, Oracle Product Hub, et cetera.

Multiple products like Tidal, Azure Migrate, AWS Service Manager, and Discovery
Manager exist. I evaluated and did POCs for all the other products as well.
evaluated the CloudSphere in the initial days four or five years back. CloudSphere
is very mature and very effective. It is very detailed as well. .”

Vibhor Gupta Read full review [A

Migration Customer Solution Manager at a tech services company with
10,001+ employees
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ROI

Real user quotes about their ROI:

“One example involves a US client whose name I cannot disclose. They were
spending almost S60,000 across different subscriptions, and after integrating
CloudSphere, we saved almost S6,000 or $7,000 starting from the first month..”

Asad-Ali Read full review [A

Dev Ops Engineer at a manufacturing company with 5,001-10,000
employees
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Use Case

“We generally use it for cloud transformation. We have used the cloud discovery
phase and cloud assessment and optimization in the cloud transformation. .”

Vibhor Gupta Read full review [A
Migration Customer Solution Manager at a tech services company with
10,001+ employees

“T use the solution for our hyper-converged infrastructure within the organization
for hospital management. We also access some of the integrated Active Directory
and other integrated services related to Microsoft..”

Muhammad Imran Ali Jan Read full review [A
Senior Executive IT Infrastructure at Wateen Telecom (pvt.)

“We are a Microsoft and GCP managed service provider, providing multiple kinds
of services for managing the clouds of multiple customers with this product. We
provide multiple logins for customers, and they create their own users into the
PMP. We are partners of CloudSphere. I'm the Lead MSP and Senior DevOps
Engineer..”

Syed Hassan Ahmed Read full review [A
Lead MSP and Senior DevOps Engineer at Connection
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“We have multiple customers that we onboard on multiple tools for inventory
management and monitoring purposes, so we use CloudSphere as their CMP
(Cloud Management Platform). If the customers have multiple infrastructures on
multiple public clouds, they can manage those easily on CloudSphere because we
give access to our customers, so they can access their infrastructures

through CloudSphere..”

Syed Salman Jawaid Najmi Read full review [A
Implementation Engineer - DevOps-MSP at ARPATech (Pvt) Ltd

“In terms of the primary use case, [ have a contract with Fortune 500. I was hired
to go in and to maintain their test evaluation network, the test development
network and managing components of that. This is a DevOps operation, where
they develop software drivers. And so the network monitoring tools that are
separately used there are IT-based. The testing devices that I had to monitor

and manage, were a combination of Cisco, Extreme, Aruba, and Mellanox. It was all

a test development environment developing software that they were going to
monetize to be able to sell to distributors and people who have incorporated their
product into network devices. .”

Michael Wright Read full review [A

Infrastructure Technologist at a tech consulting company with 1-10
employees

©2026 PeerSpot, All Rights Reserved
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“My company relies on security assessments and vulnerabilities in our cloud
environment in Azure, so we scan using CloudSphere.

“We work in MSP and Azure MSP with multiple clients, using two tools: Prisma and
OpsRamp, and also CloudSphere. We use it to integrate our clients' cloud
environments, which then provides us with a report on how secure our client
environment is in Azure, enabling us to improve their resources and enhance
security and vulnerability scanning.

“We have a service principal and use the service principal to dedicate one user for
the integration. Using the service principal, we integrate our multiple projects
from one platform..”

Asad-Ali Read full review [A

Dev Ops Engineer at a manufacturing company with 5,001-10,000
employees
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Setup

The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“The initial setup for CloudSphere was straightforward, but it required more steps.
You need to onboard the customer's infrastructure. You have to create the user
account, then the tenant account, and then you have to integrate the subscription
with CloudSphere. Setting up the solution requires multiple steps, though the
onboarding isn't that complex..”

Syed Salman Jawaid Najmi Read full review [A
Implementation Engineer - DevOps-MSP at ARPATech (Pvt) Ltd

“The product was handed over to us with pre-installed configurations. We just
mounted our server in the rack and enabled the connectivity. The initial setup was
quite easy to manage. We are using a private cloud to optimize our hospital
management system. We have discussed with the vendor the solution's scalability
from private to public cloud for our future needs. All the infrastructure was
installed within 15 days..”

Muhammad Imran Ali Jan Read full review [A

Senior Executive IT Infrastructure at Wateen Telecom (pvt.)
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“We don't install CloudSphere, we have an application running from their
environment, and we just use the URL. Using it is kind of tricky at the start when
you have to integrate the cloud environments. After that, it's easy. Everything is
well labeled with descriptive headlines. The initial integration required some
training from the software team so that all environments could be configured into

»

one..

Syed Hassan Ahmed Read full review [A

Lead MSP and Senior DevOps Engineer at Connection

“The complexity of the set up is subjective. The initial setup is a matter of the end-
user preference, and it's a matter of what the security protocols and what the
policy is for a particular company. For example, if you're in Europe or outside the
United States, you're subjected to data governance that falls under the GDPR
regulations. It's a straightforward protocol for setting up and then providing
access to end-users, making sure that whatever it is they access is on a need-to-
know basis, least privilege as far as that's concerned. So it's site-specific and it's
customer-specific as far as the complexity or the simplicity of it altogether. .”

Michael Wright Read full review [2

Infrastructure Technologist at a tech consulting company with 1-10
employees
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“It's an easy setup process. It’s one of the easiest ones to set up. I’d rate it five out
of five in terms of the ease of deployment.

[t will take hardly two to five days. It depends on the customer and the sources
which are needed. We can have one VMware instance or any number of instances
where we can deploy the appliance. Then we need to activate those appliances and
integrate them with this as a portal already on the cloud. Later, we will need to
take a customer’s inventory or network. Based on that, we need to do some OP
alpha testing or beta testing. If everything is fine, we can also start the scanning
process.

The ease of the process depends on the people. If people understand the setup, it’s
easy. If they don’t know it, they need to follow the SOP and then the guidelines. If
they are technical, it won’t be hard for them to follow the steps.

I've done multiple implementations. I know the ins and outs of the
implementation. .”

Vibhor Gupta Read full review [A

Migration Customer Solution Manager at a tech services company with
10,001+ employees
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Customer Service and Support

“During the rebuilding process, we faced problems with the nodes and opened a
ticket with the vendor. The support person provided us with a solution within two
to three hours. We had a good experience with them..”

Muhammad Imran Ali Jan Read full review [A
Senior Executive IT Infrastructure at Wateen Telecom (pvt.)

“When they deploy a new version, some services become unusable and the
technical team has to do some patching. The technical support is very good
although we generally have to wait a day or two to get a response. .”

Syed Hassan Ahmed Read full review [2
Lead MSP and Senior DevOps Engineer at Connection

“Technical support is very supportive. They have 24/7 support across teams. They
use the agile method and have ticketing. You can clock a ticket based on the issue,
and you will get a response quickly based on priority and severity. Their support
model is perfect..”

Vibhor Gupta Read full review [A

Migration Customer Solution Manager at a tech services company with
10,001+ employees
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“Our experience with CloudSphere technical support was good. We had
requirements to improve some of the technical functionalities, and we also had
multiple issues accessing CloudSphere, so we opened multiple support cases.
Though support took longer to get back to us, they did resolve the issue, so overall,
we found support for CloudSphere good..”

Syed Salman Jawaid Najmi Read full review [2
Implementation Engineer - DevOps-MSP at ARPATech (Pvt) Ltd
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“Their customer support leaves a lot to be desired. The standards are not that
great.

A good example is that Apple has its own proprietary operating system, even
though the phone may be Android-based, but the iOS that runs on the operating
system that runs on Apple is proprietary. At the end of the day, it comes down to
testing.

Back in the '90s, there was the thing called straight-line testing and what it
essentially would be is that a software developer would create an app pursuant to a
set of specifications. There'd be manufacturer specifications and then the
engineering spec. Then with that, you would create the application. It would be
given to testers to test and see if it worked as described in the specification and
then there would be integration testing or compatibility testing done with that
application for any type of conflicts and to see if it breaks anything else that it
would be installed against.

My point is that all of the apps that people have on their cell phones have all been
designed at minimum to a common standard according to what Apple published.
The problem is that a small software company can sit back and write an application
at their desktop remotely and sitting in their house and an up and coming software
developer doesn't have the deep pockets or the expertise to do quality testing
against any of the applications that are going to be installed on the phone. He has
no idea what you're going to put on the phone. Therefore any app you put on the
phone has the potential of being affected by any apps that are installed on the
phone. Or any app you put on the phone has the potential of affecting all of the
apps once it's installed on the phone. This is the reason why phones have the
problems they do.

It's a computer, but you have to have a common ground for it to be able to inter-
operate in the presence of all the other applications that are there. This is where
the hybrid cloud and knowing about how all the different operating systems
function out of the box is important. That's the only reference you have because
that's the only consistency when you go into an environment that you didn't
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install yourself. That's what's missing as far as the support is concerned.

Agile software testing happens to all applications and they throw it over the wall
before it's mature. They throw it over the wall, then there's a series of updates to
come after that. It's not fully baked before they put it out to the public. Whatever
the problems are, they know that they are trying to fix it in the next release, but
they're not doing any regression testing against the product.

It took longer to go to market doing waterfall because it was a thorough testing
path. Because everybody's rushing to market to try and get their app out and make
their money and stuff like this.

Anybody can create anything, throw it out there, and say it's something and
because it hasn't been thoroughly tested, you have no idea until you put it on the
phone whether it's going to break it or not.

That's the problem with hybrid and providing technical support for hybrid
environments is that there's no watermark established for how the product was
six months.

The problem is that everybody is throwing it over the wall and they're letting the
customer field test the product. .”

Michael Wright Read full review [A
Infrastructure Technologist at a tech consulting company with 1-10
employees
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Other Advice

“To others, if a company is looking for a security vulnerability tool or governance
and policy tools that help improve their environment, [ would recommend
CloudSphere because it is very helpful, easy to use, user interactive, and provides
many functions and features. I gave this review a rating of 8.5 out of 10..”

Asad-Ali Read full review [A
Dev Ops Engineer at a manufacturing company with 5,001-10,000
employees

“We have a FortiGate license. The product is very good. The technical support is
also very good. If the solution provides a single console to manage everything, it
would be more convenient and powerful for system administration. Overall, I rate
the tool an eight and a half out of ten..”

Muhammad Imran Ali Jan Read full review [A
Senior Executive IT Infrastructure at Wateen Telecom (pvt.)
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“I’m a customer and end-user.
We are a partner of this product as well.

I’d rate the solution nine out of ten. In terms of discovery, it is good. However, in
terms of other transformations, things like assessment TCO or migration
planning, et cetera, are not there. .”

Vibhor Gupta Read full review [2
Migration Customer Solution Manager at a tech services company with
10,001+ employees

“I'm currently using CloudSphere.

My advice to anyone who wants to use CloudSphere is that it's a very good tool for
managing multi-cloud environments such as AWS, GCP, or Azure. You can have
complete visibility and control over multiple resources using a single-pane
solution such as CloudSphere.

My rating for the solution is seven out of ten..”

Syed Salman Jawaid Najmi Read full review [2
Implementation Engineer - DevOps-MSP at ARPATech (Pvt) Ltd

“CloudSphere is a good solution that works well. It can integrate with multiple
clouds and manage all our customers. They still have a long way to go, but I think it
makes things easier. It's essential to go through their documentation, otherwise
it's quite tricky setting up the integration with the cloud. Once that's
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done, everything is very clear.

CloudSphere serves its purpose of managing multiple customers for multiple
clouds for the MSP program. But there are issues with their upgrades and their
support team is a little slow to get a handoff. Added to that is the slowing down of
the software over time which requires some back-end work. Taking all that into

)

account, I rate this solution seven out of 10. .

Syed Hassan Ahmed Read full review [2
Lead MSP and Senior DevOps Engineer at Connection

“My advice to someone considering this solution is to take a pragmatic approach,
there are set pieces in a hybrid cloud deployment and you have to do a proof of
concept with. You have to go in and do an audit. You've got to create a statement of
work. You've got to identify, who are the administrators or who's impacted by any
downtime once you try to introduce this. You've got to be able to sandbox it.
Duplicate the environment in a lab and then sandbox the improvements that you
want to integrate and then you got to roll out a pilot and try it.

My biggest pet peeve about doing anything with clouds is that once you sign up for
something on the cloud, you don't have any control over what they do with that
information. Because of the convenience, nobody thinks about the consequence of
putting that stuff out there and what they're going to do with it. Unless you're
super technical, you have no concept of what's being done. All you know is that
you are getting what you want and you really don't want to burden yourself with
figuring out on what's being done.

If you knew what's being done, you wouldn't do it.

What people don't know, is that IPV6 is the back door. This is where the security
issue comes in. IPV6 is the back door for Microsoft all of the network operating.
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You have to go in and turn it off manually.

“You have to understand those things too. It's second nature for people who work
on the environment, but we have to be aware of that because when you're
troubleshooting in a hybrid environment, you have to rely on whether it's the
existing documentation; you have to rely on your working knowledge about how
things connect and what have you, and then you have to try and figure out what's
been done. You also have to identify what's on and what's not on; and who's
talking and where.

So the hybrid cloud adds a layer of complexity as opposed to having two separate
environments to log into; the on-premise environment in the cloud environment.

If you're separate, it makes it a lot easier. But when you're integrated, you're
bringing in a whole can of worms at that point.

The next feature I would like to have full disclosure of what's being done with the
data.

I'would rate it a ten out of ten. But it's a catch 22. It requires a thorough
understanding of what the limitations are and what the consequences of utilizing
the system itself or trying to accept those limitations..”

Michael Wright Read full review [A
Infrastructure Technologist at a tech consulting company with 1-10
employees
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Top Industries

by visitors reading reviews

Financial Services Firm
Outsourcing Company
Construction Company

Manufacturing Company

Company Size

by reviewers

Large Enterprise
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About this buyer’s guide

Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and
reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated
with our triple authentication process. This is done to ensure that every review provided is an
unbiased review from a real user.

Get a custom version of this report...
Personalized for you!

Please note that this is a generic report based on reviews and opinions from the collective

PeerSpot community. We offer a customized report of solutions recommended for you based
on:

e Your industry

e Company size

e Which solutions you're already considering

The customized report will include recommendations for you based on what other people like
you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here
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About PeerSpot

PeerSpot is the leading review site for cloud, Al, and business software. We created PeerSpot
to provide a trusted platform to share information about software, applications, and services.
Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.

PeerSpot helps tech professionals by providing:

e Alist of products recommended by real users
e In-depth reviews, including pros and cons
e Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

e Read and post reviews of products
e Access over 30,000 buyer’s guides and comparison reports
e Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

e Get immediate answers to questions
e Validate vendor claims
e Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot

244 5th Avenue, Suite R-230 ¢ New York, NY 10001
reports@peerspot.com

+1 646.328.1944
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