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The NodeZero Platform by Horizon3.ai
Recap

The NodeZero Offensive Security Platform by Horizon3.ai empowers enterprises and other

organizations to adopt an attacker’s perspective, identify exploitable weaknesses,

and continuously validate the effectiveness of their defenses.

NodeZero shows organizations how attackers chain misconfigurations, credentials, and exposures across their on‐

premises, cloud, and hybrid infrastructures into meaningful attack

paths. Every weakness it discovers is validated with evidence, helping teams cut through noise and focus on what

truly matters. Organizations use NodeZero to assess their

environments, remediate issues, and achieve measurable risk reduction.

What are the standout features of NodeZero Platform?

• Autonomous Pentesting at Scale: Pentest tens of thousands of assets in hours.

• Hybrid Cloud Coverage: Expose attack paths across on‐premises, hybrid, and cloud.

• Proof of Exploitation: Validate every finding with hard evidence.

• Fix Validation: Retest quickly to confirm remediation.

• NodeZero Tripwires™: Detect real adversaries reusing discovered attack paths.

What benefits can users expect from NodeZero Platform?

• Measurable Risk Reduction: Focus on what attackers can actually exploit.

• Operational Efficiency: Eliminate noise and reduce manual effort.

• Defense Validation: Prove that EDR/XDR and other controls work.

• Regulatory Confidence: Meet compliance with evidence‐backed results.

• Cost Advantage: Replace limited manual pentests with scalable testing.
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Valuable Features
Excerpts from real customer reviews on PeerSpot:

“The NodeZero Platform by Horizon3.ai has positively impacted my
organization by giving us a better continuous picture of our security posture,
what's exploitable, and what can be used against the organization.”

Brent Hamlin

Infrastructure Manager at a construction company with 501‐1,000 employees

“We chose The NodeZero Platform by Horizon3.ai because, first, of its
superior technical capability for the use cases we were looking for, second,
the cost, which we believe was much more affordable than the other
products, and third, the customer and technical support was very good for
us.”

Hussain Z

Senior Manager | Manager Security Services at RISK ASSOCIATES

“The automated updating of scans has been a huge value-add for us; we're a
small cybersecurity team, so speed to value is the biggest thing to multiply
the force of our small team, saving a lot of man-hours.”

William Mckinley

Cybersecurity Analyst at Sport Clips, Inc.
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“The return on investment from The NodeZero Platform by Horizon3.ai is
almost one hundred percent.”

Rudolf Oyakhire

Head Dig IT Al And Response/ Consultant at a tech services company with 11‐50
employees

“For us, The NodeZero Platform is literally the single best security solution
we have because the way that it works is we're able to scan every part of our
network, both internally and externally, and then get completely actionable
feedback that doesn't matter if it's for an application developer or a network
admin.”

Shaun Hunt

Chief Information Officer at a construction company with 1,001‐5,000 employees

“If someone was looking into this product, I would absolutely recommend
it.”

Fabian Brandt

IT Security Consultant at Systemhaus for you GmbH
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“We experienced a threat that could have severely crippled us, but we were
able to shut it down before it escalated, thanks to internal vulnerability
testing and addressing critical vulnerabilities using their tool.”

Verified user

Information Security Manager at a non‐profit with 51‐200 employees
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What users had to say about valuable features:

“The best features that The NodeZero Platform by Horizon3.ai offers are the
manageability of the product, the overview, and the report.

“What stands out to me about the overview and the report features is the clarity on
what to do as the first step to minimize the attack surface..”

Read full reviewTom Kofoed‐Frederiksen

Partner ‐ Information Technology Architect at a consultancy with 1‐10
employees

“The best features The NodeZero Platform by Horizon3.ai offers are ease of
deployment, intuitive interface, and the extremely useful and phenomenal data
that it provides as an outcome.

The interface of The NodeZero Platform by Horizon3.ai is intuitive for me because
it provides us with actionable data, and it is very easy to use and straightforward,
not requiring much of a learning curve to pick up.

The NodeZero Platform by Horizon3.ai has positively impacted our organization by
definitely increasing our security posture significantly.

Since using The NodeZero Platform by Horizon3.ai, I have noticed specific
improvements such as a decrease in identified vulnerabilities, with fewer critical
and high vulnerabilities over time..”

Read full reviewVerified user

Manager, Cybersecurity Operations at a transportation company with
1,001‐5,000 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12777515-by-tom-kofoed-frederiksen?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12777515-by-tom-kofoed-frederiksen?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11786865-by-reviewer2855973?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11786865-by-reviewer2855973?tid=pdf_prod_36152
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“The best features The NodeZero Platform by Horizon3.ai offers include its ability
to categorize vulnerabilities into critical, high, medium, and other levels, which
gives us priority on which vulnerabilities to attack as fixes first.

“That prioritization has helped my team in practice by allowing us to create Jira
tickets to fix the vulnerabilities based on criticality.

“The NodeZero Platform by Horizon3.ai has positively impacted my organization
by improving our cybersecurity score; we have reduced many of our vulnerabilities
and we are hoping that our cyber insurance will decrease due to the hardening that
we have done.

“Regarding specific numbers or metrics about our improved cybersecurity score,
we probably went from a couple hundred critical vulnerabilities down to maybe
just a dozen or so that we are still working on fixing..”

Read full reviewGlenn Han

Manager, Information Technology at C R & R Recycling Ct

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12634559-by-glenn-han?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12634559-by-glenn-han?tid=pdf_prod_36152
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“The best features The NodeZero Platform by Horizon3.ai offers are the ability to
set up recurring scans that are updated automatically based on current trends in
the environment, which is taken up by Horizon rather than us having to manually
update these scans ourselves if we were to do this on our own.

“The automated updating of scans has been a huge value-add for us; we're a small
cybersecurity team, so speed to value is the biggest thing to multiply the force of
our small team, saving a lot of man-hours.

“I trust the results that The NodeZero Platform by Horizon3.ai provides; there
have been times where it's found a vulnerability that wasn't in our environment,
but that was due to an IP address changing on our side, actually helping me follow
up with our sysadmin team to verify that the vulnerability belonged to an IP
address that we no longer owned, allowing me to remove it from the platform and
assisting with a little bit of housekeeping as well.

“The NodeZero Platform by Horizon3.ai improves remediation time; rather than us
having to manually do these scans, which take a lot of man-hours, having them
run in the background while we complete other work allows us to address other
vulnerabilities that we may have in other aspects of our environment, saving us
time overall..”

Read full reviewWilliam Mckinley

Cybersecurity Analyst at Sport Clips, Inc.

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12364014-by-william-mckinley?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12364014-by-william-mckinley?tid=pdf_prod_36152
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“The best features of The NodeZero Platform by Horizon3.ai are that Horizon3 AI is
simply very good because it is deployable on pretty low-level hardware. We can
deploy it in a VM and integrate it into an infrastructure relatively quickly. Another
really good point is its simplicity. We can run a pentest again and again. One of the
most useful features that Horizon3 AI offers us is the so-called One-Click Verify. If
we have tested something and the customer has a vulnerability, we can verify with
one click, once they have fixed it, whether this fix actually took effect—whether
we have been able to turn off the corresponding attack graphs and all of that.
Another advantage is the presentation and the explanation. We do not just hand
the customer a pentest report, but we also really give the customer an
understanding of the impact on their business. How severe is the whole thing? If I
have a vulnerability with a score of ten point zero, how badly will that hit? Or
perhaps another vulnerability with a score of four point zero is actually twice as
bad. That is basically the advantage for the customer.

“For my day-to-day work, I would say the clear, well-structured reports from The
NodeZero Platform by Horizon3.ai are excellent. As already mentioned, we can
really tell the customer, 'You have a problem there, and this problem has this or
that weight,' and it is not just a matter of throwing raw vulnerabilities at them.
Instead, the customer truly knows how bad the whole thing actually is.

“What is also really good is the huge range of functions that we get for the price
with The NodeZero Platform by Horizon3.ai. If we compare it with competitors, we
get quite a lot for our money. With other competitors, we have to buy one base
license first, and then we have to buy a lot of additional licenses. With The
NodeZero Platform by Horizon3.ai, it is different. We get a large feature set right
away, and at a pretty good price..”

Read full reviewChris Lammering

IT‐Security Consultant  at a tech services company with 51‐200 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12932362-by-chris-lammering?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12932362-by-chris-lammering?tid=pdf_prod_36152
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“The best features of The NodeZero Platform by Horizon3.ai are the attack
configurations. For internal penetration tests, you are able to select what specific
vulnerabilities or exploits you want to check for and deselect those that are more
likely to have negative effects on the devices that are pen-tested. Additionally, for
external pen tests, it is beneficial to have a tool that can regularly and frequently
test your environment to let you know of any recent exploits that are discovered.

Those attack configuration options have helped my team as we frequently
encounter zero days, which are critically and recently discovered vulnerabilities.
The NodeZero Platform by Horizon3.ai implements exploits to find those
vulnerabilities in our environment, so we have tuned attack configurations to
check only for those zero day vulnerabilities to quickly get results back on what we
are affected by.

The NodeZero Platform by Horizon3.ai has allowed us to quickly and easily identify
the exploits in our environment that are greatly increasing our risk. It has
simplified that process and also our remediation process, allowing us to more
easily work with teams to show how it is exploitable and what they need to do to fix
those issues. This has allowed us to significantly improve our finding discovery
and remediation process of vulnerabilities, overall decreasing our risk.

My impression of The NodeZero Platform by Horizon3.ai's feature that allows
security teams to fix and retest vulnerabilities instantly is fantastic. Those features
really simplify our penetration test process and allow us to quickly know if exploits
were fixed or not and what can be done to fix them.

The platform's real attack capabilities have greatly helped us in identifying
vulnerabilities in our on-prem systems by providing the proof on how the
vulnerability was exploited and what could be done to fix it. With penetration
testers, you do not always receive that guaranteed proof, nor is it written in a way
that is easily digestible by all parties. It has been a great leverage for us.

The effectiveness feature of The NodeZero Platform by Horizon3.ai's endpoint
security greatly helps me understand potential security threats, as it tells you what
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attackers are likely to exploit the vulnerabilities found in your environment. This
insight helps prioritize which teams should focus on mitigating first to decrease
their risk..”

Read full reviewVerified user

Lead Security Engineer at a healthcare company with 10,001+ employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12268675-by-reviewer2881101?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12268675-by-reviewer2881101?tid=pdf_prod_36152
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Other Solutions Considered

“We previously used another solution that was similar—that was Pentera in this
case. We simply changed partners because we also wanted to go to market with a
new solution..”

Read full reviewChris Lammering

IT‐Security Consultant  at a tech services company with 51‐200 employees

“I previously used Fortelist, an annual service that they provided to run
penetration tests on my network. The reason I switched is because I wanted to be
able to run penetration tests more frequently, and it simply would not have been
cost-effective to do it more often than one time a year. That is the main reason for
the change..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12932362-by-chris-lammering?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12932362-by-chris-lammering?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
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“There was a time when my company conducted a proof of concept of another
solution before choosing The NodeZero Platform by Horizon3.ai. I cannot
remember the name of that company now, but we did not proceed with that
solution. We decided to stick with The NodeZero Platform by Horizon3.ai..”

Read full reviewRudolf Oyakhire

Head Dig IT Al And Response/ Consultant at a tech services company with
11‐50 employees

“We did evaluate other solutions before deciding on The NodeZero Platform by
Horizon3.ai. These were Pico Security and Pentest Tools, and Horizon ended up
winning because we realized that the approach with the simple deployment and
the pricing are better than with the competitors. Also, Horizon puts a lot of focus
on AI, which simply shows that the solution is future-proof..”

Read full reviewChris Lammering

IT‐Security Consultant  at a tech services company with 51‐200 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11358141-by-rudolf-oyakhire?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11358141-by-rudolf-oyakhire?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12932362-by-chris-lammering?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12932362-by-chris-lammering?tid=pdf_prod_36152
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“I did evaluate other options before going with The NodeZero Platform by
Horizon3.ai, as I was not myself in the process of choosing between The NodeZero
Platform by Horizon3.ai and others, but I know that we chose it because it is cloud-
based, so it is easy to set up. There is no need for a customer to purchase on-prem
servers or anything like that. They just need a little runner on some laptop or
server or virtual machine, so it is easy to maintain. It is not too pricey for the
customers we planned it for. Currently, it supports very well our offensive security
offerings..”

Read full reviewLaura Halonen

Offensive Security Analyst at a tech services company with 201‐500
employees

“I have not used a different solution before choosing The NodeZero Platform by
Horizon3.ai; this was my first autonomous pentest tool.

“There was a time when my company conducted a proof of concept of another
solution before choosing The NodeZero Platform by Horizon3.ai. I cannot
remember the name of that company now, but we did not proceed with that
solution. We decided to stick with The NodeZero Platform by Horizon3.ai..”

Read full reviewRudolf Oyakhire

Head Dig IT Al And Response/ Consultant at a tech services company with
11‐50 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11000210-by-laura-halonen?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11000210-by-laura-halonen?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11358141-by-rudolf-oyakhire?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11358141-by-rudolf-oyakhire?tid=pdf_prod_36152
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ROI
Real user quotes about their ROI:

“Since we use The NodeZero Platform by Horizon3.ai with our customers, I cannot
give any concrete figures yet. The feedback from customers is indeed always
positive in that regard..”

Read full reviewChris Lammering

IT‐Security Consultant  at a tech services company with 51‐200 employees

“I believe The NodeZero Platform by Horizon3.ai has helped reduce my pen testing
costs, but I cannot tell you exactly how much as I am not the person who paid for
those services. However, I believe it was a significant reduction..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12932362-by-chris-lammering?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12932362-by-chris-lammering?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
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“I do not know exactly in terms of the client because I work for the client, but
personally I feel the remediation time is significantly reduced compared to what
we used to do with manual testing. I would estimate approximately thirty to forty
percent reduction..”

Read full reviewNishantKumar

Security Engineer at Herjavec Group

“The return on investment from The NodeZero Platform by Horizon3.ai is almost
one hundred percent. While it is not replacing the role of critical pentests
conducted by pentesters, the fact that you can use the platform to run as many
pentests as you want depending on your license and asset count means you can
test your infrastructure as often as you want and anytime you want. This makes
full value of your money possible. You get full value of your money for the
investment..”

Read full reviewRudolf Oyakhire

Head Dig IT Al And Response/ Consultant at a tech services company with
11‐50 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11358141-by-rudolf-oyakhire?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11358141-by-rudolf-oyakhire?tid=pdf_prod_36152
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“Although I do not have specific metrics indicating return on investment such as
fewer employees or direct savings, the main metric is that we save time because
The NodeZero Platform by Horizon3.ai is scanning continuously and allows us to
track remediations within the platform. Time to resolution and verification is what
I focus on most, as we can quickly verify the resolution of vulnerabilities through
the one-click verify feature in The NodeZero Platform by Horizon3.ai..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees

“We would probably need another employee, so ROI could be upwards of $70,000 a
year based on how much it would cost to hire an analyst.

“The NodeZero Platform by Horizon3.ai has helped reduce our pen testing costs;
we had another vendor that we were utilizing before we went with The NodeZero
Platform by Horizon3.ai, and it resulted in about a 20% savings..”

Read full reviewWilliam Mckinley

Cybersecurity Analyst at Sport Clips, Inc.

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319376-by-brent-hamlin?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319376-by-brent-hamlin?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12364014-by-william-mckinley?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-12364014-by-william-mckinley?tid=pdf_prod_36152


The NodeZero Platform by Horizon3.ai ▪ Use Case

©2026 PeerSpot, All Rights Reserved 20

Use Case

“My main use case for The NodeZero Platform by Horizon3.ai is autonomous and
continuous penetration testing.

A specific example of how I use The NodeZero Platform by Horizon3.ai for
autonomous and continuous penetration testing is testing web applications for
vulnerabilities as new releases come out. I run these tests weekly or depending
upon when it is necessary for different applications..”

Read full reviewVerified user

Manager, Cybersecurity Operations at a transportation company with
1,001‐5,000 employees

“My main use case for The NodeZero Platform by Horizon3.ai is pen testing.

“A quick specific example of how I use The NodeZero Platform by Horizon3.ai for
pen testing is pen testing the external IP of store locations.

“I primarily use The NodeZero Platform by Horizon3.ai for a spot check and on-
the-fly instances; otherwise, we utilize it for recurring scans that happen
weekly..”

Read full reviewWilliam Mckinley

Cybersecurity Analyst at Sport Clips, Inc.

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11786865-by-reviewer2855973?tid=pdf_prod_36152
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“My main use case for The NodeZero Platform by Horizon3.ai is to run automated
penetration tests and remediate findings.

We run our penetration test on a scheduled basis, specifically every two months
against our data centers, and then we take the results, create incidents in
ServiceNow for teams to remediate the findings. When they believe they have
remediated the findings, we retest The NodeZero Platform by Horizon3.ai to verify.
If the findings are discovered to be mitigated, we close the incidents. If the
findings are not mitigated, then we leave the incidents open and coordinate future
remediations with the teams..”

Read full reviewVerified user

Lead Security Engineer at a healthcare company with 10,001+ employees
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“My main use case for The NodeZero Platform by Horizon3.ai is to demonstrate the
product for customers.

“For my customer demonstrations, we use a paid dummy company with AI and
conduct penetration testing on that company to show that we perform a real-time
scan of the company's data and infrastructure using Horizon3.ai.

“Customers typically react with amazement when they see the real-time scan in
action, and their questions vary considerably as they are impressed by the quality,
quantity, and speed of the test..”

Read full reviewTom Kofoed‐Frederiksen

Partner ‐ Information Technology Architect at a consultancy with 1‐10
employees

“My main use case for The NodeZero Platform by Horizon3.ai is penetration
testing for cybersecurity.

“A specific example of how I have used The NodeZero Platform by Horizon3.ai for
penetration testing is that we ran a full system test to find all our vulnerabilities,
first starting within our network and now we are running web vulnerabilities.

“Running these tests does take quite a while to complete for the first time since we
are conducting every single test, and it actually took several weeks..”

Read full reviewGlenn Han

Manager, Information Technology at C R & R Recycling Ct
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“We use The NodeZero Platform by Horizon3.ai to perform pentests for our
customers, and we have built services around it so that customers can book a one-
off pentest or continuous pentesting with us. We call that Pitas or label it Security
Validation as a Service, and that way customers get quarterly feedback with a 'to-
fix' list from us with recommended actions. We can also run pentests on a monthly
basis. We have built many services around The NodeZero Platform by Horizon3.ai
and actively use it as a component for our pentesting services.

“We had a customer who got a new network and had a huge infrastructure
overhaul, and just wanted to know how effective everything we had done actually
was. We placed The NodeZero Platform by Horizon3.ai as a so-called runner, then
carried out a pentest, and also played through various scenarios, such as grey-box
testing—for example, how far can I get if I have credentials of an admin, or how far
can I get if I have credentials of a normal user. We also did black-box testing,
where we simply plugged ourselves in, got an IP address, and then saw how far we
could get. We have also used it in customer projects to see how good the Active
Directory password strength is—that is, how good the password policies are
configured in an infrastructure. We did that with the ADPA, the Active Directory
Password Assessment. We have already used it in various scenarios and in
different variants. The overall experience is always positive, and the feedback is
always positive.

“We always offer it in different flavors for the customer. We also really listen to
the customer and ask them what they really want. Do they want an internal
pentest, do they want an external pentest? Maybe they also want a phishing
assessment. It is really based on how the customer would like to have it for
themselves at that moment..”

Read full reviewChris Lammering

IT‐Security Consultant  at a tech services company with 51‐200 employees
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Setup
The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“My experience with the pricing, setup cost, and licensing of The NodeZero
Platform by Horizon3.ai has been great. The sales process with Calvin and the team
was excellent, leaving me very satisfied with the implementation and support
from the NodeZero sales team..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees

“So far, everything with The NodeZero Platform by Horizon3.ai has actually been
positive. The dashboards and all the overviews we have are really just very good
and very detailed. We always get a contact person at our side who guides us
through everything. We have had a lot of tech demos and also many discussions
with Horizon, so that we were then able to use the cloud platform relatively
quickly..”

Read full reviewChris Lammering

IT‐Security Consultant  at a tech services company with 51‐200 employees
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“My advice to others looking into using The NodeZero Platform by Horizon3.ai is to
recommend doing an onboarding if there is not one already included in the pricing
for purchasing the platform because it takes a little bit to get things up and
running, but once you do, it's extremely smooth sailing and self-sufficient for the
most part; however, the initial setup can be a little difficult to do on your own..”

Read full reviewWilliam Mckinley

Cybersecurity Analyst at Sport Clips, Inc.

“My experience with the deployment of The NodeZero Platform by Horizon3.ai is
that deployment is as easy as it gets. Within ten minutes, you should be done
deploying the NodeZero OVA. After your environment check is done and
everything looks good, under five minutes you should have already started a
pentest. The deployment is as smooth and easy as it gets..”

Read full reviewRudolf Oyakhire

Head Dig IT Al And Response/ Consultant at a tech services company with
11‐50 employees
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“Interestingly enough, I have used that quite a bit in the past. The last time I ran
my pen test, I for whatever reason was not able to quickly retest as conveniently as
before. I am not really sure why that is, and I probably should just talk with
Horizon3.ai about that.

“Certainly, time has been saved with The NodeZero Platform by Horizon3.ai, and I
would imagine money has been saved from the previous way of doing my pen tests,
which were a yearly pen test that were quite expensive to do. There has been no
change in employment or employees, but as far as the licensing costs, I think that
was a big win for me..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School
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“The initial deployment of The NodeZero Platform by Horizon3.ai was easy when I
first deployed it.

“It took me maybe thirty minutes to deploy The NodeZero Platform by Horizon3.ai
for the first time, and it was not hard at all.

“One person can manage The NodeZero Platform by Horizon3.ai, so you do not
need a team for this.

“Regarding maintenance on my end with The NodeZero Platform by Horizon3.ai,
there was no requirement, though I did have to clean up tests that either we
stopped or were duplicates, so you did have to go in once in a while and clean up,
but nothing major..”

Read full reviewKarrie Westmoreland

Senior Security Engineer at a consultancy with 11‐50 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11059898-by-karrie-westmoreland?tid=pdf_prod_36152
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Customer Service and Support

“We have had no issues with their customer support; it seemed pretty solid.

I would rate the customer support of The NodeZero Platform by Horizon3.ai as an
eight..”

Read full reviewVerified user

Cybersecurity Engineer 1 at a non‐profit with 51‐200 employees

“My experience with The NodeZero Platform by Horizon3.ai's customer support
has been very good. We almost always get an answer relatively quickly, and we also
quickly have someone on the phone if something breaks or if we have a question. I
really cannot say anything negative about that..”

Read full reviewChris Lammering

IT‐Security Consultant  at a tech services company with 51‐200 employees
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“The customer support for The NodeZero Platform by Horizon3.ai is great. They
have a quick chat feature that makes their support easily accessible, as well as an
AI chatbot for simple questions and a case submission system for when neither of
those options is available or if they cannot answer your questions..”

Read full reviewVerified user

Lead Security Engineer at a healthcare company with 10,001+ employees

“So far, customer support for The NodeZero Platform by Horizon3.ai has been
great; we appreciate the team for always answering our questions promptly and
bringing in resources as necessary. I would rate customer support for The
NodeZero Platform by Horizon3.ai a 10; the team has been great in responding
quickly and thoroughly explaining any questions we may have..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees
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“Customer support for The NodeZero Platform by Horizon3.ai has been
phenomenal; they've been extremely fast to respond to any tickets that I've
entered and have been able to provide solutions extremely fast.

“I would rate the customer support a 10..”

Read full reviewWilliam Mckinley

Cybersecurity Analyst at Sport Clips, Inc.

“The customer service and technical support of The NodeZero Platform by
Horizon3.ai is a very good feature. They have online chat support and they are very
quick to respond. If the chatbot cannot give you the right answer that you need,
you can talk to a human who is always available to assist with whatever critical
questions you may have for the tool. The chat support on the platform is very fast.
Also, the support through the support channel via email is very quick to answer
and very responsive, providing critical answers and critical solutions as quickly as
possible..”

Read full reviewRudolf Oyakhire

Head Dig IT Al And Response/ Consultant at a tech services company with
11‐50 employees
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Other Advice

“My advice for others looking into using The NodeZero Platform by Horizon3.ai is
to develop a good plan for your IP addresses and infrastructure and place The
NodeZero Platform by Horizon3.ai in the correct subnet at the beginning to get the
most information from the machines. I would rate this product a 10 out of 10..”

Read full reviewTom Kofoed‐Frederiksen

Partner ‐ Information Technology Architect at a consultancy with 1‐10
employees

“The advice I would give to others looking into using The NodeZero Platform by
Horizon3.ai is to assess their environments to run penetration tests and get an
idea of the amount of IPs or assets they have, thereby knowing how many licenses
they should acquire for The NodeZero Platform by Horizon3.ai. I would rate this
product an eight out of ten..”

Read full reviewVerified user

Lead Security Engineer at a healthcare company with 10,001+ employees

“The NodeZero Platform by Horizon3.ai's AI capabilities demonstrate very good
governance and security, which I like very much as it has been helpful to my team
and it really allows us to tackle the critical vulnerabilities first.

“The NodeZero Platform by Horizon3.ai has impressed me so far with the accuracy
and reliability of its output; it has been very accurate.

“My advice to others looking into using The NodeZero Platform by Horizon3.ai is
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that it is worth it, and I recommend making sure that when it is done running to go
back to the cyber insurance company and let them know the updates made on the
cybersecurity front.

“I rate The NodeZero Platform by Horizon3.ai an eight overall..”

Read full reviewGlenn Han

Manager, Information Technology at C R & R Recycling Ct
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“I would actually give The NodeZero Platform by Horizon3.ai a ten out of ten.

“I am giving it a ten because we have come from other vendors that do something
similar, and we simply noticed that the collaboration with The NodeZero Platform
by Horizon3.ai or Horizon3 AI is really very good. We are in regular contact.
Especially as a partner or as a customer, we really have the feeling that we are
heard by the partner. That is really worth a lot. If we have real technical problems,
we always get support immediately. We just write to our contact at Horizon about a
problem, and we get feedback right away. I have experienced it differently before,
so this positive experience has really stuck with me.

“The NodeZero Platform by Horizon3.ai can only be used as a cloud Software as a
Service solution. That is really very good, also from an architectural perspective,
because we are mostly with our customers in Germany and in the EU. It is very
good that a tenant is only in Europe, so that we have data sovereignty in terms of
GDPR. That is definitely a very big advantage for our German customers, for
example, that the data is stored in Frankfurt. The general way data is handled is
very interesting. They have really thought everything through down to the
smallest detail, so that a pentest report or the data that exists for a pentest is very
confidential, and we really have to ensure that the data is also removed again
relatively quickly and cleanly afterwards.

“We actually use the tool provided by The NodeZero Platform by Horizon3.ai.

“I would say about The NodeZero Platform by Horizon3.ai: take a look at the
solution and look at it for yourselves, and then you will be just as excited as we are.
I am rating this product a ten because the collaboration with Horizon3 AI is really
very good, and we have received excellent support throughout our partnership..”

Read full reviewChris Lammering

IT‐Security Consultant  at a tech services company with 51‐200 employees
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“My advice to others looking into using The NodeZero Platform by Horizon3.ai is to
use it to its full potential, as it is very easy to use and has very powerful features;
just make sure you're using them all.

Regarding The NodeZero Platform by Horizon3.ai's AI capabilities, I have no
preference about its governance and security. I think its accuracy and reliability of
output are very good.

The NodeZero Platform by Horizon3.ai is deployed in my organization on a public
cloud, as it is a Software as a Service solution. I use AWS as my cloud provider. I did
not purchase The NodeZero Platform by Horizon3.ai through the AWS
Marketplace.

My impression of the solution's feature that allows security teams to fix and retest
vulnerabilities instantly is that it is phenomenal.

The platform's real attack capabilities have helped in identifying actual exploitable
vulnerabilities in my on-premises systems compared to a vulnerability
management solution, which only gives me theoretically exploitable
vulnerabilities.

The NodeZero Platform by Horizon3.ai's endpoint security effectiveness feature
impacts my understanding of potential security threats by showing what can
actually be exploited.

I would assess The NodeZero Platform by Horizon3.ai's impact on my
organization's remediation time as very high.

The NodeZero Platform by Horizon3.ai has not necessarily reduced my penetration
testing costs, but it could; however, it has certainly increased our security posture,
which could essentially allow me to reduce my penetration testing costs.

I would rate this review a 10..”

Read full review

Verified user

Manager, Cybersecurity Operations at a transportation company with
1,001‐5,000 employees
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“On a scale of 1 to 10, I would rate The NodeZero Platform by Horizon3.ai probably
an eight, sometimes a nine.

“I choose an eight because the UI for setting up a new runner, as I discussed
previously, just making that a little smoother would definitely get it up to a nine,
and although there have been a few times where I've needed support's
intervention, support has been extremely speedy in both their response and also
resolution of issues, so I'm not going to dock more points for that; they've been
great.

“Regarding The NodeZero Platform by Horizon3.ai's AI capabilities, I haven't used
those too much in particular, other than what's automatically integrated into the
platform, which automatically detects potential vulnerabilities in whatever
particular environment I'm pitting it against, making it super helpful since it's
analyzing things at a much faster rate than a human could.

“The NodeZero Platform by Horizon3.ai's endpoint security effectiveness feature
gives a nice breakdown of what threat it's displaying, allowing me to do further
research into it; we've had a couple of issues that have sprung up related to IP
cameras, discovering again that we don't have those cameras in our environment
due to an IP address that no longer belonged to us.

“The NodeZero Platform by Horizon3.ai's real attack capabilities have mainly
shown that we're 100% clean, which is great to hear, primarily used to show that
we have a clean report to our C-suite, essentially demonstrating that all the
cybersecurity measures we have in place are appropriately protecting us from
threats that are active in the landscape.

“I have not utilized the solution's feature that allows security teams to fix and
retest vulnerabilities instantly yet.

“I rate The NodeZero Platform by Horizon3.ai an overall score of eight out of ten..”

Read full reviewWilliam Mckinley

Cybersecurity Analyst at Sport Clips, Inc.
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Top Industries
by visitors reading reviews
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Company Size
by reviewers by visitors reading reviews

Large Enterprise Midsize Enterprise Small Business
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About this buyer’s guide
Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and

reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated

with our triple authentication process. This is done to ensure that every review provided is an

unbiased review from a real user.

Get a custom version of this report...
Personalized for you!
Please note that this is a generic report based on reviews and opinions from the collective

PeerSpot community. We offer a customized report of solutions recommended for you based

on:

• Your industry

• Company size

• Which solutions you’re already considering

The customized report will include recommendations for you based on what other people like

you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here

https://www.peerspot.com/categories/ai-powered-penetration-testing/shortlist?tid=pdf_prod_36152
https://www.peerspot.com/categories/ai-powered-penetration-testing/shortlist?tid=pdf_prod_36152
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About PeerSpot
PeerSpot is the leading review site for cloud, AI, and business software. We created PeerSpot

to provide a trusted platform to share information about software, applications, and services.

Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.

PeerSpot helps tech professionals by providing:

• A list of products recommended by real users

• In‐depth reviews, including pros and cons

• Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

• Read and post reviews of products

• Access over 30,000 buyer’s guides and comparison reports

• Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

• Get immediate answers to questions

• Validate vendor claims

• Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot
244 5th Avenue, Suite R‐230 • New York, NY 10001

reports@peerspot.com

+1 646.328.1944
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