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Check Point WAF (formerly
CloudGuard WAF) Recap

Check Point WAF offers a robust security framework with AI‐driven threat detection and

seamless integration, protecting applications and APIs in multi‐cloud environments.

Effective in preemptively blocking threats through AI and machine learning, Check Point WAF

reduces false positives and operational workload. Its integration capabilities and threat

intelligence provide comprehensive protection against zero‐day attacks, while centralized

management facilitates cost‐effective and insightful threat reporting.

What are the main features of Check Point WAF?

• AI and Machine Learning: Preemptively blocks threats without signature reliance.

• Centralized Management: Simplifies oversight and reduces costs.

• Threat Intelligence: Enhances security posture against zero‐day attacks.

• Ease of Deployment: Quick setup with user‐friendly interface.

• Comprehensive Protection: Guards against SQL injection and DDoS attacks.

What benefits should be considered by users?

• Reduced False Positives: Minimizes operational interruptions.

• Cost‐effectiveness: Reduces management overhead.

• Insightful Reporting: Enables swift response to threats.

• Seamless Integration: Enhances security processes with existing tools.

Check Point WAF is employed in industries securing web applications and APIs, especially in

multi‐cloud environments. It effectively protects backend services, prevents unauthorized

access, and monitors traffic, making it suitable for businesses with diverse infrastructures. It

ensures compliance with security standards and adapts to fluctuating traffic patterns.
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Valuable Features
Excerpts from real customer reviews on PeerSpot:

“In short, Check Point CloudGuard WAF is a powerful tool.”

Krishnakumar Mahadevan

CISO at Spink Solutions Private Limited

“I would definitely recommend this solution because I do not want to
implement one more traffic function as I can eliminate the firewall and use
Check Point WAF (formerly CloudGuard WAF) alone, thus eliminating Layer 3
traffic directly connecting to my Web Application Firewall.”

Mohan Janarthanan

Associate Vice President at Novac Technology Solutions

“Check Point WAF (formerly CloudGuard WAF) is especially valuable because
of its cloud-native architecture and AI autonomous protection capabilities.”

SreejeshSoman

Technical Consultant at Vertex Techno Solutions (B) Pvt Ltd
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“The biggest benefit from Check Point CloudGuard WAF that I saw is that it
comes with one solution that completely outperforms its competitors.”

RickyMakkar

Senior Network Security Consultant at NTT DATA

“Check Point CloudGuard WAF provides great visibility and flexibility to use
multiple FQDNs in a single load balancer.”

Mohan Janarthanan

Associate Vice President at Novac Technology Solutions

“The best features Check Point WAF (formerly CloudGuard WAF) offers in
my experience are deployment, reliability, and scalability, and it has
positively impacted my organization as a money saver and time saver by
providing proper responses within 10 to 20 seconds, resolving queries
quickly with excellent accuracy and reliability from its AI capabilities.”

MANOJCHOUDHARY

MANAGER IT at Axis Bank

“Since implementing Check Point WAF (formerly CloudGuard WAF), it has
helped us to get more business, and along with that, we are able to prevent
threats to our organization using Check Point WAF (formerly CloudGuard
WAF).”

KAUSHILAMBATKAR

Security Architect at Synechron
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What users had to say about valuable features:

“I have found features like Cisco ASA and Firepower most valuable. Secure Firewall
is a secure firewall with features like WAF and web applications. We have web
filtering applications, secure features, and application controls among other
features. I am not using Cisco SecureX with Secure Firewall..”

Read full reviewVerified user

System And Network Administrator at a tech services company with 51‐200
employees

“The features I rely on the most are web application protection policies, real-time
threat detection, and traffic visibility through logging and monitoring. The ability
to customize rules for specific applications and APIs is useful because it helps
reduce false positives while keeping protection active.

“Check Point WAF (formerly CloudGuard WAF) has improved my overall visibility
and reduced the amount of suspicious traffic reaching our applications. It has also
made security operations more manageable because I can monitor events, fine-
tune policies, and respond to threats without making frequent changes to the
application itself..”

Read full reviewVerified user

Developer at a healthcare company with 1,001‐5,000 employees

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12279172-by-reviewer2108088?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12279172-by-reviewer2108088?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12854866-by-reviewer2890770?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12854866-by-reviewer2890770?tid=pdf_prod_36934
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“The best features Check Point WAF (formerly CloudGuard WAF) offers in my
experience are deployment, reliability, and scalability. Check Point has all the good
features for an organization.

Regarding the stability and deployment features that stand out to me, they are
excellent. The client feels relief with the organization, and Check Point WAF
(formerly CloudGuard WAF) saves time, making it possible to do business
effectively.

Check Point WAF (formerly CloudGuard WAF) has positively impacted my
organization in that it is a time saver. We are using other software that takes
considerable time to resolve all the queries and problems, but Check Point WAF
(formerly CloudGuard WAF) provides proper responses within 10 to 20 seconds,
resolving queries quickly.

In terms of the accuracy and reliability of the output from Check Point WAF
(formerly CloudGuard WAF)'s AI capabilities, it is excellent..”

Read full reviewMANOJCHOUDHARY

MANAGER IT at Axis Bank

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12899269-by-manojchoudhary?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12899269-by-manojchoudhary?tid=pdf_prod_36934
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“What I appreciate about Check Point WAF (formerly CloudGuard WAF) is that it
has an auto-enabled CDN within it, which helps us because even if there are
floodgates created by an attacker, the CDN gets enabled automatically, and the UI
is well organized, so even if a graduate comes in and tries to explore it, they are
able to do so.

“Moreover, network segmentation can be done very easily using WAF.

“The key benefits I have seen from using Check Point WAF (formerly CloudGuard
WAF) is that it can be centrally managed, so if we have ten firewalls, they can be
centrally managed through one center and one platform, which is one of the key
features I appreciated.

“Check Point WAF (formerly CloudGuard WAF) has improved my ability to
discover, monitor, and protect APIs so that our security risk, which was ambient
earlier, is now green, and the security posture assessment by third-party
evaluators shows we are green..”

Read full reviewKAUSHILAMBATKAR

Security Architect at Synechron

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12711478-by-kaushilambatkar?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12711478-by-kaushilambatkar?tid=pdf_prod_36934
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“The best feature of Check Point WAF (formerly CloudGuard WAF) in my
experience is the dual-layer contextual AI engine, and no streaming rules are
required for this.

“Regarding that feature, layer one uses supervised machine learning to instantly
scan incoming traffic, and layer two uses unsupervised machine learning to study
my specific environment and learn what normal user traffic looks like.

“Check Point WAF (formerly CloudGuard WAF) includes preemptive zero-day
protection, which relies on behavioral analysis rather than signature matching,
and also includes built-in API security.

“Regarding Check Point WAF (formerly CloudGuard WAF)'s AI capabilities, its
governance and security are incorporated in the dual-layer security model, making
it better than others. Generative AI is also a feature of Check Point WAF (formerly
CloudGuard WAF). Automated API governance, visibility, and regulatory
compliance are integral to Check Point WAF (formerly CloudGuard WAF)'s AI
capabilities, and the dual-layer security model works in two parts: the gatekeeper
layer and the content layer.

“Concerning Check Point WAF (formerly CloudGuard WAF)'s AI capabilities, its
accuracy and reliability of output are notable as it is a dual-layer security AI
feature. I believe it works on 80 to 90% accuracy, while the reliability also depends
on the security, such as automation AI and the dual-layer security AI features..”

Read full reviewSachin Verma

Sr. Neetwork and security Engineer at a outsourcing company with 201‐500
employees

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12888099-by-sachin-verma?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12888099-by-sachin-verma?tid=pdf_prod_36934
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“The best feature Check Point WAF (formerly CloudGuard WAF) offers is API
security.

“The features that stand out to me within Check Point WAF (formerly CloudGuard
WAF) include the contextual AI threat engine, which I find to be a very useful tool,
as well as automated API discovery. Additionally, I appreciate the unified multi-
cloud management that allows for the management of policies, logs, and analytics
across hybrid and multi-cloud environments through a single control plane.

“Check Point WAF (formerly CloudGuard WAF) has positively impacted my
organization by reducing rule maintenance, leading to less or near-zero false
positives, and enabling frictionless DevSecOps alignment. Regarding Check Point
WAF (formerly CloudGuard WAF) AI capabilities, it possesses local logging control,
PII reduction, log suppression, tenant isolation, and deterministic threat scoring.
The granular rule-based access list and auditability are also crucial, as they allow
for enforcing strict rule-based access control and maintaining immutable audit
logs for all admin actions and support access requests.

“Check Point WAF (formerly CloudGuard WAF) AI-driven threat detection and
prevention capabilities have helped my organization by providing more precise
detection and response. Check Point WAF (formerly CloudGuard WAF) has
improved my ability to discover, monitor, and protect APIs by automatically
mapping undocumented API endpoints, ingesting OpenAPI specifications, and
enforcing strict schema validation to prevent parameter tampering and logic
abuse. This is achieved through automated API discovery and protection. In terms
of AI, it evaluates requests against learned behavioral baselines rather than static
RegEx signatures, effectively stopping zero-day exploits while drastically
minimizing false positives..”

Read full reviewEslam Osama

security consultant at a tech vendor with 10,001+ employees

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12579840-by-eslam-osama?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12579840-by-eslam-osama?tid=pdf_prod_36934
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Other Solutions Considered

“I did not use a different solution before Check Point WAF (formerly CloudGuard
WAF), as it depends on the organization, its requirements, and the budget..”

Read full reviewSachin Verma

Sr. Neetwork and security Engineer at a outsourcing company with 201‐500
employees

“Before implementing Check Point WAF (formerly CloudGuard WAF), we did not
have any security or application protection challenges because Check Point is good
compared to other products..”

Read full reviewMANOJCHOUDHARY

MANAGER IT at Axis Bank

“Before Check Point WAF (formerly CloudGuard WAF), I used a more basic web
application security solution. I switched mainly because I needed better visibility,
more flexible application and API-specific policies, and stronger centralized threat
detection and monitoring..”

Read full reviewVerified user

Developer at a healthcare company with 1,001‐5,000 employees

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12888099-by-sachin-verma?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12888099-by-sachin-verma?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12899269-by-manojchoudhary?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12899269-by-manojchoudhary?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12854866-by-reviewer2890770?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12854866-by-reviewer2890770?tid=pdf_prod_36934
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“The main reasons I selected Check Point WAF (formerly CloudGuard WAF) over
other solutions were that it is a smarter firewall than others, and it was more cost-
effective compared to Palo Alto, as they provided a lengthy quotation, and ASA is a
legendary solution, but no one uses ASA nowadays..”

Read full reviewKAUSHILAMBATKAR

Security Architect at Synechron

“I evaluated a few other enterprise WAF options, mainly AWS WAF and Microsoft
Azure WAF. I compared them on threat detection, application and API policy
customization, visibility, ease of management, and how they would fit into my
existing cloud environment..”

Read full reviewVerified user

Developer at a healthcare company with 1,001‐5,000 employees

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12711478-by-kaushilambatkar?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12711478-by-kaushilambatkar?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12854866-by-reviewer2890770?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12854866-by-reviewer2890770?tid=pdf_prod_36934
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“I am currently using some Cisco products. I am currently using some switches of
Cisco. I am working on the ASA series. I stopped working with Cisco Firewall more
than one to two years ago. I am currently dealing mostly with other Cisco products.
I am not dealing with Cisco Secure Access or Cisco Duo. I am working with different
product vendors such as Check Point and Fortinet. I am working with Check Point
Web Application Firewalls and using bundles with them. I am using some features
such as WAF and UTP bundles with application controls, web filtering, email
filtering, and DNS filtering and controls that are implemented with UTP enterprise
bundles and other WAF applications. I have been dealing with Check Point for
three to four years on different products. I am using other platforms and testing
some things for the networks. I am also using some other products with them..”

Read full reviewVerified user

System And Network Administrator at a tech services company with 51‐200
employees

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12279172-by-reviewer2108088?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12279172-by-reviewer2108088?tid=pdf_prod_36934
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ROI
Real user quotes about their ROI:

“I have seen a return on investment as I maintain a relationship with Check Point
WAF (formerly CloudGuard WAF), which saves time. However, I cannot say it saves
money because Check Point WAF (formerly CloudGuard WAF)'s price is high..”

Read full reviewSachin Verma

Sr. Neetwork and security Engineer at a outsourcing company with 201‐500
employees

“Since implementing Check Point WAF (formerly CloudGuard WAF), it has helped
us to get more business, and along with that, we are able to prevent threats to our
organization using Check Point WAF (formerly CloudGuard WAF)..”

Read full reviewKAUSHILAMBATKAR

Security Architect at Synechron

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12888099-by-sachin-verma?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12888099-by-sachin-verma?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12711478-by-kaushilambatkar?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12711478-by-kaushilambatkar?tid=pdf_prod_36934
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“In terms of pricing, Check Point WAF (formerly CloudGuard WAF) is not
expensive; it is worth the investment. If there is no downtime or bottlenecks while
accessing your application from the internet, that itself is the return on
investment..”

Read full reviewBala_Krishna

Director at esupport Solutions Pvt ltd

“Return on Investment is a key factor for me in deciding to buy a solution on a
major scale, so it is very important for me to consider it. I would say the ROI is
about 15 to 20 percent..”

Read full reviewMohan Janarthanan

Associate Vice President at Novac Technology Solutions

“I have seen ROI mainly through reduced manual security investigation and faster
response to suspicious traffic, rather than direct headcount savings. The
centralized visibility and automation blocking have saved my team time in day-to-
day monitoring and incident handling, although I do not have a formal dollar
figure..”

Read full reviewVerified user

Developer at a healthcare company with 1,001‐5,000 employees

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-11670268-by-bala_krishna?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-11670268-by-bala_krishna?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-11558649-by-mohan-janarthanan?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-11558649-by-mohan-janarthanan?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12854866-by-reviewer2890770?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12854866-by-reviewer2890770?tid=pdf_prod_36934
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“From my experience and client experience, Check Point WAF (formerly
CloudGuard WAF) is a good product for cost of ownership and return on
investment.

“Check Point WAF (formerly CloudGuard WAF) offers a subscription-based, pay-
as-you-use model with monthly or yearly subscription options. This subscription
model helps customers manage their costs as an operational expenditure rather
than a capital expenditure..”

Read full reviewSreejeshSoman

Technical Consultant at Vertex Techno Solutions (B) Pvt Ltd

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-11859130-by-sreejeshsoman?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-11859130-by-sreejeshsoman?tid=pdf_prod_36934
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Use Case

“I have found features like Cisco ASA and Firepower most valuable. Secure Firewall
is a secure firewall with features like WAF and web applications. We have web
filtering applications, secure features, and application controls among other
features..”

Read full reviewVerified user

System And Network Administrator at a tech services company with 51‐200
employees

“My main use case for Check Point WAF (formerly CloudGuard WAF) is protecting
web applications and API integration. I use Check Point WAF (formerly CloudGuard
WAF) in my environment by protecting a public-facing e-commerce website,
customer portal, and backend APIs, such as securing a customer portal..”

Read full reviewSachin Verma

Sr. Neetwork and security Engineer at a outsourcing company with 201‐500
employees

https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12279172-by-reviewer2108088?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12279172-by-reviewer2108088?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12888099-by-sachin-verma?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12888099-by-sachin-verma?tid=pdf_prod_36934
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“My main use case for Check Point WAF (formerly CloudGuard WAF) is agentic AI,
data collaboration, and organization migrations, providing solutions to clients.

I can give a quick specific example of how I have used Check Point WAF (formerly
CloudGuard WAF) in an organization migration by creating dashboards to give
proper responses to our clients for our IT teams and resources..”

Read full reviewMANOJCHOUDHARY

MANAGER IT at Axis Bank

“My main use case is protecting internet-facing web applications and APIs from
threats such as SQL injections, XSS, and malicious requests. For example, I use it in
front of customer-facing applications to inspect incoming traffic and block
suspicious requests before they reach the application servers.

“I also use it for visibility and control over application traffic, not just blocking
attacks. The logging and security policies help my team investigate suspicious
requests and fine-tune protection rules when new applications or APIs are
introduced..”

Read full reviewVerified user

Developer at a healthcare company with 1,001‐5,000 employees
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“I have been working with Check Point WAF (formerly CloudGuard WAF) for 14
years.

“Check Point WAF (formerly CloudGuard WAF) is particularly useful for protecting
my network from external attacks, such as DDoS attacks and broken
authentication.

“Regarding which product of Check Point I would like feedback about, I chose
Check Point WAF (formerly CloudGuard WAF) solution..”

Read full reviewKAUSHILAMBATKAR

Security Architect at Synechron
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“My main use case for Check Point WAF (formerly CloudGuard WAF) is web
application API protection in cloud-native, hybrid, and multi-cloud environments,
where it provides automated AI-driven threat prevention, comprehensive API
security, zero-day and OWASP Top 10 protection, as well as bot protection and
DDoS mitigation.

“As a scenario, I can describe a broken object level authorization attack where an
enterprise is running a containerized microservice application deployed via
Terraform or Docker. The front end communicates with the back-end service
through a REST API, and user authentication is handled by a central identity and
access management provider such as OAuth2. The attack vector involved an
attacker logging in with valid, low-privilege user credentials, which led them to
probe the application's back-end endpoint. After requesting their own authorized
record, they deployed a script to iterate through other IDs to scrape sensitive data
from other tenants. Since the API calls are perfectly formatted and authenticated,
a legacy signature-based WAF would typically allow this traffic through. However,
the mitigation flow includes automatic schema enforcement, behavioral baseline,
IAM context awareness, and surgical blocking. By applying these techniques, we
can shift from static rule maintenance to dynamic, context-aware analysis, which
is where Check Point WAF (formerly CloudGuard WAF) applies..”

Read full reviewEslam Osama

security consultant at a tech vendor with 10,001+ employees
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Setup
The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

I find installation challenging, complex, and not easy, as it requires skilled
professionals to configure the rules and threats, including AI configurations. The
biggest challenge when deploying it is its architectural constraints, including
limited synchronization during configuration, and there are many challenges
involved in integration.

Read full reviewEjaz Ahmad

Head Of IT at ArcelorMittal

“Deployment of Check Point WAF (formerly CloudGuard WAF) is not easy for any
device; all devices are complicated. Management is good, and Check Point WAF
(formerly CloudGuard WAF) can improve its user interface further..”

Read full reviewSachin Verma

Sr. Neetwork and security Engineer at a outsourcing company with 201‐500
employees
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“Before implementing Check Point WAF (formerly CloudGuard WAF), I was trying
to solve network security challenges, particularly all the challenges that exist for
network security..”

Read full reviewKAUSHILAMBATKAR

Security Architect at Synechron

“I think the implementation is easy. GUI-based implementation for firewalls is
straightforward. Although the command line is a very simple process, next-
generation firewalls now come with GUI-based interfaces..”

Read full reviewVerified user

System And Network Administrator at a tech services company with 51‐200
employees

“The deployment and initial setup are really straightforward; they provide enough
documentation, videos, and deployment documents that are really helpful to
complete it faster..”

Read full reviewNagendra‐Nekkala

Service Delivery Lead (General Manager)–IT Operations at WAISL Limited
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“The initial deployment was fairly straightforward once the application, traffic
flow, and security policies were defined. Ongoing management is manageable,
although tuning rules for new applications and investigating certain blocked
requests can require additional time from the security team..”

Read full reviewVerified user

Developer at a healthcare company with 1,001‐5,000 employees
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Customer Service and Support

I find Check Point WAF (formerly CloudGuard WAF) support helpful, but it is not
proficient. It is often reliant on the site engineer's involvement, and it does not
match the support offered by leaders like Fortinet, who deploy their own trained
personnel ready to help anytime.

Read full reviewEjaz Ahmad

Head Of IT at ArcelorMittal

“Customer support for Check Point WAF (formerly CloudGuard WAF) is very nice
as they provide quick responses. I will give a rating of 10 for the customer
support..”

Read full reviewMANOJCHOUDHARY

MANAGER IT at Axis Bank

“Customer support has been good for issues around configuration or
troubleshooting. The support team has generally been responsive and helpful,
although some complex cases can take additional time to resolve when deeper
investigation is needed..”

Read full reviewVerified user

Developer at a healthcare company with 1,001‐5,000 employees
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“I am satisfied with Check Point WAF (formerly CloudGuard WAF) customer
support. They have a dedicated Tactics and Operations Center (TAC) team with
service level agreements in place. We typically receive business hours or 24/7
support depending on our license level..”

Read full reviewSreejeshSoman

Technical Consultant at Vertex Techno Solutions (B) Pvt Ltd

“My impression of technical support for Check Point WAF (formerly CloudGuard
WAF) is that it is adequate. The technical support team is really good.

“If I were to rate support from zero to ten points, I would give them a ten, as they
are the best..”

Read full reviewBala_Krishna

Director at esupport Solutions Pvt ltd
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“When I raise any TAC ticket for Check Point WAF (formerly CloudGuard WAF), I
am satisfied with their points and their support, as I am receiving immediate
responses from the TAC. I can easily rate their support for Check Point WAF
(formerly CloudGuard WAF) an eight out of ten.

“An incident occurred regarding the Global Accelerator movement from
CloudFront to Global Accelerator, and for that, it took one week to respond, which
was delayed by five days..”

Read full reviewBabu K

Senior Technical Engineer at a outsourcing company with 1,001‐5,000
employees
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Other Advice

“My advice to others looking into using Check Point WAF (formerly CloudGuard
WAF) is that if an organization has a good budget, they can surely go with Check
Point WAF (formerly CloudGuard WAF); otherwise, if the budget is low, they can
explore other options, although security-wise, it is a good WAF. I would rate this
product a 7 out of 10..”

Read full reviewSachin Verma

Sr. Neetwork and security Engineer at a outsourcing company with 201‐500
employees

“My advice to others looking into using Check Point WAF (formerly CloudGuard
WAF) is that it is good software for organizations, and I will give positive advice to
others looking for Check Point web software.

I have no additional thoughts about Check Point WAF (formerly CloudGuard WAF)
before we wrap up. It is very good software and I am currently using it. I will give
this product an overall rating of 10..”

Read full reviewMANOJCHOUDHARY

MANAGER IT at Axis Bank

“Nothing would make Check Point WAF (formerly CloudGuard WAF) closer to a 10
for me since a 10 would mean preventing against all attacks, which is why it cannot
receive that rating; nothing can prevent every attack.
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“I would advise others looking into using Check Point WAF (formerly CloudGuard
WAF) to take an evaluation license and try it first to understand how it works, and
then try it again to form a final opinion about whether they are going to purchase
it. This way, they can see if it fits within their current setup. I would rate this
product an 8 out of 10..”

Read full reviewEslam Osama

security consultant at a tech vendor with 10,001+ employees

“I would recommend clearly defining your application and API security
requirements before implementation and spending some time tuning the policies
for your specific traffic. Check Point WAF (formerly CloudGuard WAF) is a good fit
if you need strong protection with centralized visibility, but make sure the team is
comfortable with the configuration and ongoing rule tuning.

“My experience with Check Point WAF (formerly CloudGuard WAF) has been
positive overall. The combination of protection, visibility, and application-specific
policy control has been useful for my environment. The main areas I would see
improved are a simpler configuration, troubleshooting, and more detailed
documentation. I would rate this solution an 8 out of 10..”

Read full reviewVerified user

Developer at a healthcare company with 1,001‐5,000 employees

“I did not have new features or functionalities that I have used recently in Secure
Firewall. Check Point WAF is used in my company and my customers are using it. I
have seen measurable business and security outcomes since implementation of
Check Point WAF (formerly CloudGuard WAF). All vendors design firewalls with
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application filtering. As per current incident reporting, we implement and update
our feature updates and security databases. These databases are updated regularly.
Check Point WAF (formerly CloudGuard WAF) works fine for every product like
Cisco, Check Point, Fortinet, and Palo Alto. I am currently not using Check Point
WAF as a primary solution, just for a specific purpose. Check Point WAF (formerly
CloudGuard WAF) is working fine and reports, detects, and stops attacks such as
IPS and detection. I would rate Check Point WAF (formerly CloudGuard WAF) a
nine out of ten. The existing features are working fine, but new day-to-day attacks
and issues arise in the environment globally, dealing with attacks such as phishing
and DDoS attacks daily. Check Point WAF (formerly CloudGuard WAF) could
improve by addressing the new day-to-day attacks and issues that arise in the
environment and globally dealing with attacks. I have been satisfied with pricing,
technical support, and performance. I am a customer of Check Point. I have been
working in this field for several years. My overall review rating for this product is
ten..”

Read full reviewVerified user

System And Network Administrator at a tech services company with 51‐200
employees

“For assessing Check Point WAF (formerly CloudGuard WAF) for preemptively
blocking zero-day attacks and detecting hidden anomalies, we particularly use
CrowdStrike for that function, as we detect using CrowdStrike, and there is not
much on Check Point WAF (formerly CloudGuard WAF)'s side.

“For ZTNA, I can maintain a ZTNA using certain MFAs or enabling certain network
controls, so on the ZTNA side, it performs well.

“Regarding integration, how Check Point WAF (formerly CloudGuard WAF) and
firewalls integrate with my existing systems, I find the integration with third
parties straightforward as I have not encountered challenges, complexities, or
needed to work on or enable anything there.
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“I do not find any challenges with the ongoing management of Check Point WAF
(formerly CloudGuard WAF), so maintenance is very smooth, and I do not face any
issues with that.

“I purchased Check Point WAF (formerly CloudGuard WAF) through a vendor, not
directly through Check Point Technologies.

“Given my experience with Check Point WAF (formerly CloudGuard WAF) and
other technologies, I recommend Check Point WAF (formerly CloudGuard WAF). I
would recommend it primarily for its scalability, which is very easy to scale, and
the integration capability, as we can integrate it easily with systems like Splunk or
any other SIEM devices. My overall review rating for Check Point WAF (formerly
CloudGuard WAF) is 8.5 out of 10..”

Read full reviewKAUSHILAMBATKAR

Security Architect at Synechron

/categories/security-information-and-event-management-siem
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12711478-by-kaushilambatkar?tid=pdf_prod_36934
https://www.peerspot.com/product_reviews/check-point-waf-formerly-cloudguard-waf-review-12711478-by-kaushilambatkar?tid=pdf_prod_36934


Check Point WAF (formerly CloudGuard WAF) ▪ Trends

©2026 PeerSpot, All Rights Reserved 32

Top Industries
by visitors reading reviews

Outsourcing Company 15%

Computer Software Company 15%

Financial Services Firm 10%

Construction Company 8%

Company Size
by reviewers by visitors reading reviews

Large Enterprise Midsize Enterprise Small Business
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About PeerSpot
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