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Veracode Recap

Veracode is a leading provider of application security solutions, offering tools to identify,

mitigate, and prevent vulnerabilities across the software development lifecycle. Its cloud‐

based platform integrates security into DevOps workflows, helping organizations ensure that

their code remains secure and compliant with industry standards.

Veracode supports multiple application security testing types, including static analysis (SAST),

dynamic analysis (DAST), software composition analysis (SCA), and manual penetration

testing. These tools are designed to help developers detect vulnerabilities early in

development while maintaining speed in deployment. Veracode also emphasizes scalability,

offering features for enterprises that manage a large number of applications across different

teams. Its robust reporting and analytics capabilities allow organizations to continuously

monitor their security posture and track progress toward remediation.

What are the key features of Veracode?

• Static Analysis (SAST) ‐ Scans source code for vulnerabilities before deployment.

• Dynamic Analysis (DAST) ‐ Examines applications in a running state to detect flaws in

real‐time.

• Software Composition Analysis (SCA) ‐ Identifies risks in open‐source libraries and third‐

party components.

• Manual Penetration Testing ‐ Offers expert analysis for more complex vulnerabilities.

• Integrations with DevOps tools ‐ Seamlessly integrates with CI/CD pipelines for

automated security checks.

What benefits should users consider in Veracode reviews?

• Early detection of vulnerabilities ‐ Helps developers fix security issues early in the

development process.

• Scalability ‐ Supports organizations with large‐scale application portfolios.

• Compliance support ‐ Ensures applications meet various security standards and

regulations.

• Developer training ‐ Provides tools for educating developers on secure coding practices.

• Comprehensive reporting ‐ Offers detailed reports that track remediation and risk

trends.

Veracode is widely adopted in industries like finance, healthcare, and government, where

compliance and security are critical. It helps these organizations maintain strict security

standards while enabling rapid development through its integration with Agile and DevOps

methodologies.

Veracode helps businesses secure their applications efficiently, ensuring they can deliver safe
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and compliant software at scale.
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Valuable Features
Excerpts from real customer reviews on PeerSpot:

“One benefit is that we have automated the scanning process.”

Yash Shende

Software Development Engineer II at Rocket Software

“Veracode saves us a lot in terms of security, ensuring that external users or
others cannot easily hack our system, which is the main motive for using
Veracode.”

Verified user

Senior Infrastructure Specialist at a media company with 10,001+ employees

“Veracode Fix has affected our time to remediate security flaws in cases
where we've been able to use it correctly because the proposals were on
point, and it's been great.”

Verified user

Head of Security Architecture at a healthcare company with 5,001‐10,000
employees
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“Veracode has positively impacted my organization by helping secure our
critical applications, and it has impacted very well.”

Verified user

Lead Application Security Engineer at a university with 501‐1,000 employees

“All three of Veracode's offerings are valuable: SCA, SAST, and DAST. It
helps identify security loopholes right in the development phase, allowing
developers to get feedback around what kind of vulnerabilities exist as soon
as they check in the code or even before that in their IDE.”

SrikanthRaghavan

Principal Architect at a consultancy with 11‐50 employees

“The best features in Veracode include static analysis and the early detection
of vulnerable libraries; it integrates with tools such as Jenkins.”

Himadri Subudhi

Works

“Veracode has positively impacted our organization by giving us a good
chance to focus on development as we don't need to focus as much on
compliance-related matters after we have ensured this level of security on
the security posture management for our application.”

Verified user

DevSecOps Engineer at a tech services company with 11‐50 employees
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What users had to say about valuable features:

“We do not have many Veracode features yet. We are going to discuss expanding
the subscription next year. Currently, Static Analysis is really good at scanning our
code for vulnerabilities. Software Composition Analysis is also required for the
upcoming rights from the EU Cyber Resilience Act, which is quite useful, and I am
using them both. Both features are really important for us since we're using only
Veracode..”

Read full reviewAndrei Kriukov

Application Security Specialist at Herrenknecht

“Veracode is a modular cloud-based solution for application security with features
such as SAST, DAST, SCA, IAST, and pen testing. It helps organizations reduce the
risk of a security breach through analysis, developer enablement, and AppSec
governance. The tool integrates into cloud platforms to scan metadata, identify
vulnerabilities based on OWASP Top 10 rules, and set up policies according to client
requirements. It's also time-efficient, scalable, cost-friendly, and enhances
customer trust..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 1,001‐5,000
employees

https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9505902-by-reviewer2753535?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9505902-by-reviewer2753535?tid=pdf_prod_18823
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“Veracode's best features include the ability to perform multiple types of scans
such as SAST and DAST scans, and we can scan third-party Jars as well. If we are
using certain Jars that are expired and have no long-term support, we can mitigate
that and change the versions. In the DAST scan, we can test in real-time how
hackers would attack our system and identify security flaws while going through
the results.

“Veracode has improved our organization by allowing us to identify vulnerabilities
and mitigate them as soon as possible without getting exposed to the outside
world. Hackers cannot hack anything, so we can protect our entire system using
this solution..”

Read full reviewVerified user

Senior Infrastructure Specialist at a media company with 10,001+
employees

https://www.peerspot.com/product_reviews/veracode-review-10102923-by-reviewer2780568?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-10102923-by-reviewer2780568?tid=pdf_prod_18823
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“In my opinion, SCA is more powerful than SAST in Veracode, as it has a very good
interface showing all the SCA dependencies and the possible fixes, along with a
very good sitemap feature and superior DAST capabilities.

“Regarding the features, I would say the reporting is very good compared to its
peer tools, such as Fortify or Semgrep, although the integrations are not as strong
due to the limited API features. Usability of the web UI is very good.

“Veracode has positively impacted my organization by helping secure our critical
applications, and it has impacted very well. The sitemap feature allowed us to find
some shadow IT, which is a significant benefit..”

Read full reviewVerified user

Lead Application Security Engineer at a university with 501‐1,000
employees

https://www.peerspot.com/product_reviews/veracode-review-10020708-by-reviewer2776002?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-10020708-by-reviewer2776002?tid=pdf_prod_18823
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“The best features Veracode offers in my experience include product discovery,
specifically library discoveries as well as remediation timelines, pull requests, and
others. I also explored sandboxes.

“The Remediation Timelines feature helps us in our workflow by ensuring we abide
by certain compliance regulations, and it helped us prioritize high or critical
vulnerabilities beforehand so that we pass the compliance checks.

“For Library Discovery with Veracode, it was effective in terms of finding transitive
dependencies, which allowed us to identify what libraries we need to update and
recognize both direct and indirect vulnerabilities.

“Veracode has positively impacted our organization by giving us a good chance to
focus on development as we don't need to focus as much on compliance-related
matters after we have ensured this level of security on the security posture
management for our application. Veracode helped us focus on development by
reducing our manual work, and the suggestions for fixes were valuable..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 11‐50 employees

https://www.peerspot.com/product_reviews/veracode-review-9965943-by-reviewer2774562?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9965943-by-reviewer2774562?tid=pdf_prod_18823
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“One benefit is that we have automated the scanning process. There is a first layer
of security where every month Veracode scans run and share a report on whether
there are any high severity vulnerabilities in our application. This is beneficial as it
provides a base-level security layer that helps us identify entry-level issues early
on using Veracode. This tool is able to track basic issues.

Veracode seems to be a basic security testing tool because we have observed that
Veracode was not able to find some actually severe vulnerabilities in our
application. When we later conducted penetration testing with a dedicated pen
testing team, we found many security issues that I feel should have already been
identified through Veracode if it were doing its dynamic testing properly. These
vulnerabilities were relatively simple for Veracode to find in our application, but
they were not found by Veracode and instead were found by the other team. Even
another product called ZAP, the ZAP tool from OWASP, which we have used,
identified issues that Veracode could not identify.

Honestly speaking, Veracode is just our compliance scan that we have to do but
don't want to do, as it is part of our compliance testing. Regarding any particular
feature, I will say the Veracode UI is the only noteworthy aspect. It is not that easy
to use, but if you spend some time, you will be okay with it, though it is not that
good. I honestly do not feel its UI is comfortable or its reporting is clear because it
is not really understandable what exact issue we have. They should make it
simpler. In my opinion, Veracode lacks significantly in most parts, including its UI,
its reporting, ease of use, and the features that it provides. I do not have any
favorite feature and just use it for the sake of our compliance..”

Read full reviewYash Shende

Software Development Engineer II at Rocket Software

https://www.peerspot.com/product_reviews/veracode-review-10409337-by-yash-shende?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-10409337-by-yash-shende?tid=pdf_prod_18823
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Other Solutions Considered

“When I joined the company, I was given Veracode. The decisions were made
before I joined the organization. They had just bought it and needed a specialist for
this, and I was the specialist..”

Read full reviewAndrei Kriukov

Application Security Specialist at Herrenknecht

“I wouldn't be inclined to take a 10-minute callback to discuss my experience with
Veracode because I don't prefer it, so I don't think it would be a very good review.
I'm looking to replace it..”

Read full reviewVerified user

Manager at a government with 10,001+ employees

https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9191970-by-reviewer2724171?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9191970-by-reviewer2724171?tid=pdf_prod_18823
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“In my previous company, I used SonarQube, which we implemented into our
pipelines and was comparatively easy. However, in this company, they do not use
SonarQube; they use Veracode. I did not switch solutions; I just switched
companies, which is why I am now using Veracode..”

Read full reviewYash Shende

Software Development Engineer II at Rocket Software

“Previously, we did a comparison between Veracode, Synopsys (which is Black
Duck), and Snyk. We did our own internal review. Veracode needs to shift to a more
modern approach because it still feels traditional in its way of doing code scanning
compared with others, such as Snyk. They still use a base app, although they have
a web version as well, but the integration part could be more seamless. I'm
comparing it side-by-side with Snyk, as I'm also a heavy user of Snyk. Those
aspects can be improved..”

Read full reviewVerified user

Information Security Strategy at a insurance company with 10,001+
employees

https://www.peerspot.com/product_reviews/veracode-review-10409337-by-yash-shende?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-10409337-by-yash-shende?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9066576-by-reviewer2731785?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9066576-by-reviewer2731785?tid=pdf_prod_18823
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“We did not use a different solution before Veracode. Veracode is our first solution.

I did not work directly with competing solutions similar to Veracode, but I attended
several meetings with different companies to explore similar tools. They did not
provide anything better than Veracode, and since I had already implemented
Veracode in our CI/CD, there was no need to change the solution. I only saw
Checkmarx as a competing solution. Though I did not try it myself, from what they
showed me, it appeared quite similar but was not better than Veracode..”

Read full reviewAndrei Kriukov

Application Security Specialist at Herrenknecht

“For quality and SAST-based purposes, we can use SonarQube and ShiftLeft.
ShiftLeft only provides SAST and SCA based scans. For DAST, we work with
Acunetix or Burp Suite. We compared ShiftLeft, Veracode, and GitHub Advanced
Security. While Veracode has five features, ShiftLeft provides SAST and SCA, and
GitHub only handles secret scanning. Veracode was ultimately the best choice..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 1,001‐5,000
employees

https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9505902-by-reviewer2753535?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9505902-by-reviewer2753535?tid=pdf_prod_18823
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ROI
Real user quotes about their ROI:

“I think there is no direct metric regarding return on investment, unless
considering the impact on our defensive posture. It helped more than any
measurable metric relating to fewer employees or money saved..”

Read full reviewVerified user

Lead Application Security Engineer at a university with 501‐1,000
employees

“We did see a return on investment with Veracode, as we segregated our
remediation efforts, which reduced our time to delivery as well as the number of
engineers needed to help us in delivering a secure solution..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 11‐50 employees

https://www.peerspot.com/product_reviews/veracode-review-10020708-by-reviewer2776002?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-10020708-by-reviewer2776002?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9965943-by-reviewer2774562?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9965943-by-reviewer2774562?tid=pdf_prod_18823
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“The ROI is in terms of time savings and security. If an attack happens because of a
vulnerability, it costs a company and impacts its reputation. No one should be
compromising on security..”

Read full reviewMukeshSaha

Associate Principal, Software Engineering at LTI ‐ Larsen & Toubro Infotech

“Since the Cyber Resilience Act is in motion, we need to provide static analysis and
dynamic analysis, which we do not have right now. We must do it, and Veracode is
a great tool for this purpose. We cannot sell our products without complying with
this act, so Veracode is helping us achieve this..”

Read full reviewAndrei Kriukov

Application Security Specialist at Herrenknecht

https://www.peerspot.com/product_reviews/veracode-review-6650448-by-mukeshsaha?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-6650448-by-mukeshsaha?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
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“Especially in banking, security is a must-have. If we have weaknesses in security,
it will cost a lot. For example, hacking or people trying to access their networks.
The scanners of Veracode bring status of the weaknesses in the current
infrastructure. 

It scans and provides reports regarding the servers, the network, and the
applications running on those servers. It's a very valuable kind of solution. Trying
to do it manually would be costly and increase the risk of mistakes if we try to
identify all those bugs in the architecture. Using an automated tool brings cost
reduction and more security..”

Read full reviewAlejandroMosso

Senior Solutions Architect at IDS Comercial

“For us, it wasn't the most expensive solution proposed. Part of our decision to get
Veracode was that when we evaluated against other products, Veracode was
cheaper. What they need to measure is that you need a tool that is efficient and
works for your products and how you develop, which has a nice level of detection
and a low level of false positives. We make an evaluation and only choose tools that
offer a good balance between providing good detections and a low amount of false
positives. What was happening with SonarQube was that we had lots of false
positives, making teams not care about the vulnerabilities because most were false
positives. Regarding price, the evaluation should focus on how efficiently they will
recover their investment, considering the time saved through the use of Veracode
Fix, for example, and the ability to fix code at dev time compared to the problems
faced when fixing after the product is already deployed..”

Read full reviewVerified user

Head of Security Architecture at a healthcare company with 5,001‐10,000
employees

https://www.peerspot.com/product_reviews/veracode-review-8465867-by-alejandromosso?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-8465867-by-alejandromosso?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-8714175-by-reviewer2703864?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-8714175-by-reviewer2703864?tid=pdf_prod_18823
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Use Case

“My main use case for Veracode is related to code scanning as well as third-party
library scanning. In addition to my main use case with Veracode, I also used it for
penetration testing..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 11‐50 employees

“My usual use case for Veracode involves integrating automatic scans for each of
our pipelines, which starts every month automatically without my intervention. I
review the results, and if there are any changes, such as new issues, flaws, or
outdated components, I address this task with our developers..”

Read full reviewAndrei Kriukov

Application Security Specialist at Herrenknecht

https://www.peerspot.com/product_reviews/veracode-review-9965943-by-reviewer2774562?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9965943-by-reviewer2774562?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9392000-by-andrei-kriukov?tid=pdf_prod_18823
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“My main task involved integrating a security tool into a cloud platform. Once the
integration was complete, we ran the pipeline. After completion, the overall
metadata was fed into the security tool. The tool then scanned the data from the
cloud platform and transferred it to the Veracode platform. Once Veracode
processed the information, it scanned the overall metadata to identify
vulnerabilities based on OWASP or application security top ten rules. The tool
categorized the vulnerabilities as critical, high, or medium based on these rules.
This was the workflow we implemented in the industry..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 1,001‐5,000
employees

“The challenge was not about implementing Veracode, but rather about the way
we scan and the product that we have right now is based on different components,
and Veracode was not able to support it. Ultimately, we are moving out of
Veracode.

We are looking at Black Duck and Polaris..”

Read full reviewVivekT

Sr. Manager at Diconium

https://www.peerspot.com/product_reviews/veracode-review-9505902-by-reviewer2753535?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-9505902-by-reviewer2753535?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-11467540-by-vivekt?tid=pdf_prod_18823
https://www.peerspot.com/product_reviews/veracode-review-11467540-by-vivekt?tid=pdf_prod_18823
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“My main use case for Veracode involves SAST scanning and SCA scanning of
applications. In my workflow, I specifically use Veracode for SAST and SCA
scanning by generating binaries of our many applications and uploading them
onto Veracode, which then provides the scans. Additionally, I have integration
with our Bamboo pipeline that generates these binaries and runs the scans..”

Read full reviewVerified user

Lead Application Security Engineer at a university with 501‐1,000
employees

“I have been using Veracode for the last two years, which is one of the security
scans that is part of our organization and is mandatory for all products to be
scanned by this tool.

We use Veracode for DAST scans, which involves dynamic scanning of our web
application. Veracode only supports web application scanning for security
vulnerabilities, and it performs black box testing on our application for security
issues and cybersecurity testing methodology.

Our product is in the backup and recovery space and has a web interface for it.
Since it is a relatively new product that we have, we perform Veracode scans every
month to ensure that whatever we are developing is in compliance with Veracode
standards. To identify any early vulnerabilities we introduce in our development
process, we conduct monthly scans. Initially, I used to perform scans manually by
logging into Veracode and following the step-by-step procedure to execute a scan,
but now we have automated it somewhat. Although Veracode does not provide a
tool for automating scans, we have found a workaround using Selenium to
automate it ourselves. We are using Veracode to identify early security issues in
our development..”

Read full reviewYash Shende

Software Development Engineer II at Rocket Software
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Setup
The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“We were using the cloud version. We are using multiple clouds, not for Veracode
specifically, but in general, we are using multiple clouds. We had some issues with
the code..”

Read full reviewVivekT

Sr. Manager at Diconium

“The initial deployment wasn't easy. During the internal training, I found it quite
challenging. However, after about fifteen to twenty days of use, or nearly a month,
it became user-friendly..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 1,001‐5,000
employees
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“When it comes to the initial setup, it's both straightforward and complex. While
the product is mature, it requires integrators. For example, I'm using GitHub Flow,
but the GitHub app to plug in is not sufficiently mature..”

Read full reviewSrikanthRaghavan

Principal Architect at a consultancy with 11‐50 employees

“Without the documentation, the deployment and initial setup is complex. I tell
my developers who are interested in Veracode that with this documentation,
everything is possible because it is really thorough and helpful. At first, it was
somewhat complicated, but with the documentation and time, it became a really
good experience. After that, it became very easy and quick..”

Read full reviewAndrei Kriukov

Application Security Specialist at Herrenknecht
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“Setting up Veracode is very easy. We are using it as a platform as a service, and we
just need to integrate some creator access IDs and a few security passwords with
our existing CI pipeline.

“It takes about a week to set up Veracode..”

Read full reviewVerified user

Senior Infrastructure Specialist at a media company with 10,001+
employees

“It is somewhat complex compared to Fortify. As a Fortify user for almost five
years, I find Veracode complex, but others in my team who have used it for eight to
nine years don't find such issues. When we were doing manual scans before CI/CD
integration, it was easier.

It took approximately four to five months to onboard the solution because it was
new to developers as well. There was a certain process to be followed to get access
and integrate it into the CI/CD tools. We had to explain the report format to them,
showing where they could find vulnerabilities and how they could fix the code,
including finding safer versions of libraries and dependencies. This took almost
half of 2023, and now in 2025, they do not need our help except for technical
problems when there are numerous scans in the pipeline..”

Read full reviewDristi Kurre

Lead Information Security Analyst at a financial services firm with 10,001+
employees
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Customer Service and Support

“I wouldn't call it, because that is a different thing and represents the individual
strategy of each company. So, I do not want to comment on that particular
aspect..”

Read full reviewVivekT

Sr. Manager at Diconium

“The customer support with Veracode is good, as I have interacted with their
support team. I would rate the customer support of Veracode an eight on a scale of
one to ten..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 11‐50 employees

“When comparing Veracode with other products such as SonarQube, I find that
Veracode has much more support because they offer numerous customer support
options. Whenever there are doubts, we can log a session with them, and they are
always happy to help..”

Read full reviewVerified user

Senior Infrastructure Specialist at a media company with 10,001+
employees
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“I have communicated with the technical support of Veracode a couple of times,
and this was a really great experience because these professionals know their
material. They understood us immediately and helped us with our problems within
half an hour. It was incredible. I would rate them a ten out of ten..”

Read full reviewAndrei Kriukov

Application Security Specialist at Herrenknecht

“I would rate Veracode's customer service or technical support as not great,
probably a four out of ten. Anytime we use the advisory to speak with an advisor,
they are either too technical or have no understanding. We have a weekly meeting
with Veracode because we have our own business relationship manager. He
attends the calls without a technical person or lead architect to facilitate
questions. When 40 people are on a call asking questions about turning off the API
or fixing issues, the response is often that they cannot answer. The service is
either a hit or miss, which is why I rank it low..”

Read full reviewVerified user

Manager at a government with 10,001+ employees
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“The technical support team provides immediate responses. We can resolve
multiple issues during the calls. They provide good technical support, and I would
rate their support as seven out of ten.

In response to our inquiry, they provide an update within 24 hours. They share
detailed information via email, including screenshots or further clarification about
the issue. If we are experiencing a significant backlog in processing technical
issues, we arrange a call with our senior technical team. They will provide guidance
and help resolve the issue during the call..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 1,001‐5,000
employees
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Other Advice

“I would advise others looking into using Veracode to go for code scanning as well
as library scans, and I would recommend adopting it. I would rate this review an
eight out of ten..”

Read full reviewVerified user

DevSecOps Engineer at a tech services company with 11‐50 employees

“Finding shadow IT has impacted my team and organization by alerting the
relevant teams who then took action to ensure that there is no shadow IT anymore
in that region of applications.

“My advice for others looking into using Veracode is to look at your applications
and evaluate Veracode's capabilities beforehand. If it can handle your applications
and if it is a good fit, then I recommend going for Veracode.

“I chose a rating of eight because I did not give a higher score due to some
limitations and issues, such as the automations and integrations I previously
mentioned, but I did not give a lower score because it is not a bad platform and is
fairly mature..”

Read full reviewVerified user

Lead Application Security Engineer at a university with 501‐1,000
employees

“My impressions of Veracode's policy reporting for compliance with industry
standards and regulations are hit or miss. While it has industry standards built in,
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our organization has different policies that are more structured. Each policy must
be set up individually, requiring comprehensive legwork.

For example, if there's a policy for a deprecated protocol in an internal-only
system, Veracode still reports it as an issue. This creates unnecessary work for
internal systems that aren't public-facing and have lower risk. Configuring the
tool to align with policies for sensitive, public-facing systems based on law and
NIST requirements requires reviewing each line individually, which becomes a
two-year project.

My impressions of Veracode's ability to prevent vulnerable code from going into
production is that the static code analyzer portion is adequate.

On a scale of 1-10, this solution rates a 5..”

Read full reviewVerified user

Manager at a government with 10,001+ employees
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“I am working with the latest version of the features. Since starting with Veracode,
I would rate the benefits as six or seven out of ten. It could be better if we had more
high severity issues, but fortunately, we do not. It is a good sign that developers
who are not in cybersecurity understand its value.

Regarding the solution's policy reporting for ensuring compliance with industry
standards and regulations, I am using standard policies. I rated it five out of ten
because we have not used it properly yet.

Veracode provides visibility into application status at development phases. We
tried IDE scans for the developer stage of products, but it was not fully compatible
with our IDE. It works in CI/CD as mentioned.

We do not currently have the Veracode Fix feature that produces AI-generated
fixes. The fact that Veracode does not scan source code, only binary code, does not
concern us as we have other tools for that purpose.

I would rate Veracode an eight out of ten..”

Read full reviewAndrei Kriukov

Application Security Specialist at Herrenknecht

“Veracode seems to be a basic security testing tool because we have observed that
it was not able to find some actually severe vulnerabilities in our application.
When we later conducted penetration testing with a dedicated pen testing team,
we found many security issues that I feel should have already been identified
through Veracode if it were doing its dynamic testing properly. These
vulnerabilities were relatively simple for Veracode to find in our application, but
they were not found by Veracode and instead were found by the other team. Even
another product called ZAP, the ZAP tool from OWASP, which we have used,
identified issues that Veracode could not identify.
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Veracode is just our compliance scan that we have to do but do not want to do, as it
is part of our compliance testing. Regarding any particular feature, I will say the
Veracode UI is the only noteworthy aspect. It is not that easy to use, but if you
spend some time, you will be okay with it, though it is not that good. I honestly do
not feel its UI is comfortable or its reporting is clear because it is not really
understandable what exact issue we have. They should make it simpler. In my
opinion, Veracode lacks significantly in most parts, including its UI, its reporting,
ease of use, and the features that it provides. I do not have any favorite feature and
just use it for the sake of our compliance.

I do not feel Veracode has improved any efficiency in our project. It is just another
release check that we have to perform. It did not add any improvement to our
efficiency or security life cycle; it is just there. My overall review rating for this
product is 6 out of 10..”

Read full reviewYash Shende

Software Development Engineer II at Rocket Software
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“Currently, we are using Veracode for on-premises services. If we have any doubts,
we can schedule a meeting with them to explain all the services they offer,
including types of scans and security details, which is how we got to know about
Veracode.

“Most of the developers in my organization, around fifty to eighty, are using
Veracode because it is their code that they are building.

“We are a customer of Veracode.

“Veracode does not require any maintenance from our end. It is a platform as a
service where we just put our code and do the scanning, with everything being
taken care of by Veracode itself.

“Regarding pricing, Veracode is cost-efficient and not that expensive.

“Veracode saves us a lot in terms of security, ensuring that external users or others
cannot easily hack our system, which is the main motive for using Veracode. It has
saved everything for our organization.

“I would rate the technical support of Veracode a ten out of ten.

“I would definitely recommend Veracode to other users because it always helps in
identifying security issues with our code and applications. It is the best tool that I
can recommend, and I would rate it a ten out of ten..”

Read full reviewVerified user

Senior Infrastructure Specialist at a media company with 10,001+
employees
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Top Industries
by visitors reading reviews

Financial Services Firm 14%

Manufacturing Company 13%

Outsourcing Company 9%

Computer Software Company 7%

Company Size
by reviewers by visitors reading reviews

Large Enterprise Midsize Enterprise Small Business
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About PeerSpot
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