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Recorded Future = Product Recap

Recorded Future Recap

Recorded Future is a powerful and effective cyber threat intelligence (CTI) platform that aims
to empower administrators to protect their organizations from threats, both known and
unknown. The machine learning engine that Recorded Future utilizes can process the same
amount of data that 9,000 analysts working five days a week, eight hours a day for an entire
year can process. It simplifies threat detection and remediation so that organizations can
focus on other tasks.

Recorded Future Benefits

Some of the ways that organizations can benefit by choosing to deploy Recorded Future
include:

e Quick threat identification and resolution. The suite of threat detection and resolution
features that Recorded Future provides enables users to find and react to threats faster
than users who employ their competitors. Organizations can identify 22 times more
threats 10 times faster than they would have been able to with any other solution. They
can also resolve these threats 63% faster than they were able to before.

e Access far-reaching deep insights. Recorded Future gives users the ability to expand
their vision beyond that which is immediately visible to them. They can set Recorded
Future to detect issues that originate outside of the immediate vicinity of their network.
Organizations can utilize machine learning to analyze for links between themselves and
the dark web. This provides users insights as to what their vulnerabilities are and gives
them insights that they can use to remediate any issues that have arisen or will arise.

e Customization. Organizations can integrate Recorded Future with a wide variety of
other security tools. If the organization feels that Recorded Future is lacking the
capability that they need, then it can expand its toolbox by combining it with other
solutions. Additionally, users can easily create dashboards and modify them to best meet
their objectives as their needs change.

Recorded Future Features
Some of the many features Recorded Future offers include:

e Vulnerability scanning tools. Recorded Future is built with the ability to scan for,
identify, and score potential vulnerabilities in real time. It searches a wide variety of
sources for information on the risks that an organization faces. This information is
analyzed and scored for severity in real time. These tools enable users to prioritize the
most severe threats over those issues that will only be nuisances.

e Threat authentication. Users can set security protocols that Recorded Future leverages
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to reduce false positives. It has tools that compare the detected threats against the
organization’s protocols. This allows the system to notify administrators whether they are
looking at an actual threat or simply a mistake that the system initially misidentified.

e Attack surface intelligence. Organizations gain the ability to see the points of
vulnerability that would normally be invisible to them and would only be visible to
outside attackers. This tool fully exposes the environment that surrounds their network.
Everything from historical data going as far back as 10 years to real-time information is
gathered so that administrators can create the best possible security strategy for their
organization.

Reviews from Real Users

Recorded future is a solution that stands out when compared to its top competitors. Two
major advantages it offers are the threat research tools that it provides and the threat
monitoring capabilities that it enables users to leverage.

A security operations lead at a comms service provider writes, “Recorded Future covers a lot
of different use cases. For example, we are using it for threat intelligence research. We do use
the tool to make active research on what is found around the threat. We look at patterns, for
example, and see what can be elaborated on from that.”

They also write, “We can also use it for active monitoring in the customer interface. We can
monitor the business side of a campaign. We can monitor for specific threats or market
activity on the dashboard. We can develop queries to run in a continuous mode in order to
get the best reviews.”

©2026 PeerSpot, All Rights Reserved 5
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I Valuable Features

Excerpts from real customer reviews on PeerSpot:

“The features and capabilities of Recorded Future that I have found the most
valuable are its Al-driven capabilities that make a significant impact.”

()] Viral Shaa

(

\ b 4

e

“Recorded Future has positively impacted our organization as we are able to
cover a lot of sources with only this intelligence provider, not having to have
specific tools for clear web or social media monitoring.”

_ ) Derek Lewis
L ’a

“After implementing Recorded Future, I can point out two positive impacts:
first, the tool helps our SOC team save 30 to 40 percent of effort due to the
reduction of manual threat detection and false positives, and second, the
quality of our threat hunting has improved considerably, leading to a better
understanding of the threat landscape.”

@ SangramGupta
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“Thave seen areturn on investment as I explained earlier, it reduces the
investigation time from days to minutes, and that is the biggest ROI; on a
team of ten people that use it, one request can take you from three days to
minutes.”

@ Manuel Carrillo

“Recorded Future has positively impacted my organization by allowing our
analysts to work less on doing IOC enrichments.”

Validated user

“Recorded Future allows me to maintain very accurate alerts.”

Lior Fisherman

“The solution is diverse and provides me with a lot of different mechanisms
for evaluation.”

‘ Dr. Merrick Watchorn

©2026 PeerSpot, All Rights Reserved 7
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What users had to say about valuable features:

The integration of Recorded Future with my SIEM, specifically Splunk SIEM, has
been extremely valuable. Having a layer of intelligence within my SIEM that
reflects in Recorded Future, and being able to enrich the data at my SIEM, offers
various angles that I wouldn't be able to see without it. Recorded Future allows me

to maintain very accurate alerts.

Lior Fisherman Read full review [A
Head Of Cyber Threat Intelligence at Discount Bank

“The best features Recorded Future offers are their unlimited IOC enrichment,
their sandbox, their brand protection, and their dark web monitoring, which is
really good.

“Recorded Future has positively impacted my organization by allowing our
analysts to work less on doing IOC enrichments. They don't need to do
subscriptions for different providers for sandboxes. We have our own brand
protection right now, and we can monitor any leaks that happen proactively. The
analyst doesn't need to copy-paste each IOC and URL and domain anymore to their
abuse database or VirusTotal; it's automatically provided to them..”

Validated user Read full review [A
Security automation specialist at a comms service provider with 51-200
employees

©2026 PeerSpot, All Rights Reserved 8
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“The best features Recorded Future offers is the feed; the actual feed has loads of
news, and that is the strongest point as they have a lot of information in there that
[ use daily.

“The feed helps me in my daily work by providing information around product
vulnerabilities, and for example, I didn't find any vulnerability in the product but
actually discovered that the provider had a breach, which didn't show up in any
CVE or anything else because it was not a vulnerability, it was literally they got
breached, so that was the most useful case that I have found.

“Recorded Future has positively impacted my organization by providing the news,
and it has actually made a huge impact; instead of having to rely on open source
intelligence, I have a place to go where all the information is, so it saves a ton of
time..”

Manuel Carrillo Read full review [A
Security Consultant at Silver Bullet IS Consulting
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“Recorded Future has many features, but we have primarily used the threat
intelligence features, which provide us with a wealth of information on threat
activities, I0Cs, components, subcomponents, nature of the threat, and threat
actor intelligence that helps us gather information about potential threats
proactively.

“After implementing Recorded Future, I can point out two positive impacts: first,
the tool helps our SOC team save 30 to 40 percent of effort due to the reduction of
manual threat detection and false positives, and second, the quality of our threat
hunting has improved considerably, leading to a better understanding of the
threat landscape.

“This 30 to 40 percent effort reduction can be measured monthly, as we publish
monthly status reports, and we have noticed fewer tickets and more detailed

prioritization of tickets based on threat severity, improving our implementation of

the incident response plan..”

SangramGupta Read full review [A
Security Consultant at Deloitte

©2026 PeerSpot, All Rights Reserved
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“The best features of Recorded Future include providing the latest threat reports
regarding artifacts, such as IPs, domains, or hashes.

“Getting those latest threat reports about artifacts, IPs, domains, or hashes has
been advantageous to us in processing artifacts and identifying possible threats in
a short period of time. Therefore, we are able to identify threats before they affect
our systems and our application. Recorded Future also has the best browser
extension that provides real-time information about an artifact and is accurate in
identifying malicious domains and APIs.

“Some of the best features include searching across multiple sources at the same
time, indexing information in real time, and providing dashboards, statistics, and
heat maps about certain topics.

“Recorded Future has positively impacted our organization as we are able to cover
a lot of sources with only this intelligence provider, not having to have specific
tools for clear web or social media monitoring. Since the Recorded Future staff is
doing the on-demand integration of new sources, we are saving a couple of
positions as we do not have to develop our own crawlers. It is possible to integrate
the solution with tools such as Splunk, which is really useful in order to obtain
KPIs, metrics, and other useful insights for executive members of our company..”

Derek Lewis Read full review [
Account Manager at Chevron

©2026 PeerSpot, All Rights Reserved 11
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“The features and capabilities of Recorded Future that I have found the most
valuable are its Al-driven capabilities that make a significant impact. It has
significantly enhanced our ability to prevent attacks that have an Al role in them.
The platform uses machine learning to analyze the threat actor behavior, identify
emerging vulnerabilities, and leaked credentials of any user account. It also
highlights malicious infrastructure before it is used in an attack. Recorded Future
has a database which contains all this information, which helps us in the energy
sector where the advisory is always ahead of the game. Having this information as
an analyst or as an administrator helps us to provide early warning capabilities
using this product, allowing us to block incidents if alerts are missed by the EDR or
firewall. This intelligence feeds help us to narrow down incidents further. The
platform provides a real-time view of the threat targeting critical infrastructure,
OT environment, especially for supply chain partners. It offers threat intelligence
cards and risk scoring specific to the energy sector. That reporting makes it easier
to prioritize what matters the most, reduce the noise, and help us to focus on the
threat that would be essentially impacting energy operations. The interface is very
intuitive and the alerting system is reliable, making day-to-day monitoring
efficient.

“We measure improvement in our organization's security posture using Recorded
Future by analyzing the impact on mean time to detect and mean time to respond
for analysts. When incidents occur, Recorded Future detects them by providing
analysts immediate visibility into threats relevant to the energy sector. When an
incident happens, if a priority alert requires one hour to figure out what is going
on, using Recorded Future significantly reduces the time. Instead of manually
researching indicators, vulnerabilities, or threat actors, this platform
automatically enriches alerts with risk scores and intelligence cards. The
intelligence cards inform us of the risk scores for alerts and what controls need to
be in place to prevent incidents from spreading through the organization. The
scoring system is beneficial, allowing SOC analysts to identify high-risk events
faster, especially involving ransomware groups, known state actors, and ICS-
related vulnerabilities. Our sector, the energy sector, is critical; any downtime can
be costly. Utilizing this platform has significantly reduced our mean time to detect
and we are actively working on reducing mean time to respond as well. When alerts
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occur, incident responders no longer need to research information, as the platform
centralizes everything for them. They can quickly identify threat actor behaviors,
tactics they use, associated indicators, and whether threats are actively targeting
the energy sector. During the triage phase, analysts can easily identify root causes
and resolve alerts promptly, which has significantly reduced our mean time to
respond..”

Viral Shaa Read full review [A
IT Security Analyst at Eos Energy Enterprises, Inc.

©2026 PeerSpot, All Rights Reserved 13
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Other Solutions Considered

“Before choosing Recorded Future, we evaluated other options like Mandiant and
FortiRecon. We chose Recorded Future because it gives much better results..”

Validated user Read full review [2
Cybersecurity Engineer at a government with 201-500 employees

“I have seen a couple of technologies, such as CrowdStrike and Google in the
market, but Recorded Future is best-in-breed for obtaining real-time threat
intelligence landscape data..”

Viral Shaa Read full review [A
IT Security Analyst at Eos Energy Enterprises, Inc.

“Previously, we were using VirusTotal, and I use Recorded Future together with
VirusTotal to fully understand the possible threats on our network. However,
Recorded Future has a better threat intelligence feed that I prefer to use in
finalizing my investigations.

“Before choosing Recorded Future, I evaluated other options, specifically
VirusTotal..”

Derek Lewis Read full review [A
Account Manager at Chevron
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“Previously, we were using VirusTotal, and I use Recorded Future together with
VirusTotal to fully understand the possible threats on our network. However,
Recorded Future has a better threat intelligence feed that I prefer to use in
finalizing my investigations.

“Before choosing Recorded Future, I evaluated other options, specifically
VirusTotal..”

Derek Lewis Read full review [A

Account Manager at Chevron

“Compared to other tools, Recorded Future's pros are its Intelligence Cards and
intuitive graphical user interface. The tool has a plug-in part or the browser plug-
in feature. The tool's threat intelligence features could help in comparing the
internal feeds with the external feeds, with no need for bidirectional processes.
The tool has a one-directional process. What I see with the tool is that it is a very
intelligent way to compare the external feed with the internal feed. Most of our
clients are complaining about the high false positives of their feeds or the threat
intelligence feeds and the expensive subscription activities associated with the
tool when I talk about the brand defense or the brand intelligence part of Recorded
Future.

ThreatQuotient is a threat intelligence platform, but it doesn't have a commercial

feed..”

Validated user Read full review [A

Senior Pre-Sales for Information Security at a computer software company
with 51-200 employees
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ROI

Real user quotes about their ROI:

“We haven't seen an ROI. The area that it was used for, as a report, initially was
assigned to be used internally only and after that, we decided to try it out as a
service to our customers. However, we never sold that service, so we never got a
return immediately. .”

Validated user Read full review [A
Security Operations Lead at a tech vendor with 10,001+ employees

“We have seen a return on investment as we have been able to identify leaked
credentials and close those accounts off easily, thereby improving our security. We
have also been able to identify malware being distributed or spam being sent out
by customers using our infrastructure, and we are able to shut those accounts
off..”

Derek Lewis Read full review [A
Account Manager at Chevron
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“Ibelieve the commercial feeds or the other niche areas can deliver the return on
investment better than Recorded Future. Recorded Future segregates the modules
into very few subjects, so it has a huge platform, but in the end, any additional
Future should be offered as a different subscription, and you should pay through it.
There is no bundle, and no one platform gives you the whole tool..”

Validated user Read full review [2
Senior Pre-Sales for Information Security at a computer software company
with 51-200 employees

“Thave seen a return on investment as I explained earlier, it reduces the
investigation time from days to minutes, and that is the biggest ROI; on a team of
ten people that use it, one request can take you from three days to minutes.

“Estimating how much time Recorded Future saves my team would be hard, but it
basically reduces the investigation time for anything from days to less than an
hour; on a team of ten people, you do the math—say you get fifty requests in a
week, out of those fifty, you will be able to spend basically one person dedicated to
that for one week, and the job will be done, rather than having a ton of people
doing research independently..”

Manuel Carrillo Read full review [2
Security Consultant at Silver Bullet IS Consulting
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Use Case

Recorded Future is my main threat intelligence platform that provides alerts
regarding brand protection, relevant threat actors, threat groups, and intelligence

vulnerabilities. I use it for research and threat hunting.

Lior Fisherman Read full review [A
Head Of Cyber Threat Intelligence at Discount Bank

“My main use case for Recorded Future is as a threat and vulnerability feed. In
relation to my use case with Recorded Future, it is the go-to tool when it comes to
checking for third-party issues, and it is a great place to have news and updates..”

Manuel Carrillo Read full review [A
Security Consultant at Silver Bullet IS Consulting
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“My main use case for Recorded Future is IOC enrichment, dark web monitoring,
brand protection, and sandboxing for malware. For investment monitoring,
privacy protection, or sandboxing in my day-to-day work, I have our SIEM use
cases. Whenever a new alert or SIEM use case is triggered, we automatically take
any IOCs, any IPs, any hashes, any domains, any URLs, and feed them into
Recorded Future APIs to get IOC enrichment and provide them to the analyst..”

Validated user Read full review [A

Security automation specialist at a comms service provider with 51-200
employees

“Our main use case for Recorded Future is brand monitoring, reputation, and risk
assessment, as it is one of the best tools that combine all three functionalities. We
mainly use Recorded Future for our brand monitoring, to maintain our reputation,
and for monitoring partner companies. Recorded Future offers scanning of a wide
range of the internet, including public sources like various pastebins, GitHub,
social media, as well as forums on the dark web. This helps identify if any company
assets have been leaked by employees unintentionally, as well as through
potential fraudsters. Additionally, it helps us with identifying the severity of
vulnerabilities by assessing how many POCs are available or how often certain
vulnerabilities are mentioned in related channels.

“I can give a specific example of how [ have used Recorded Future for brand
monitoring and risk assessment. We have been able to identify leaked credentials
and close those accounts off. We have also been able to identify malware being
distributed or spam being sent out by customers using our infrastructure, and we
could shut off those accounts..”

Derek Lewis Read full review [A
Account Manager at Chevron
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“When I was in the SOC team responsible for security operations, I also worked for
threat intelligence, and Recorded Future is primarily used as part of threat
intelligence and vulnerability prioritization tool in a specific project.

“In our SOC team, the main activity is to gather all logs and detect potential
threats. Once we started using Recorded Future, it provided us with an overall
summary of all threats, including potential threats specific to our organization by
providing detailed information on threats specific to the BFSI and healthcare
domains as well as worldwide active threats, exploits, vulnerabilities, and IOCs,
which helps us in threat hunting during our SOC activities.

“In our workflow, there was previously manual effort involved in detecting and
hunting threats. Using Recorded Future, we now get a clear view of threat behavior
and activities, which helps us gather all necessary details to easily create log
queries to hunt threats quickly.

“In threat actor intelligence, our focus is to check several key aspects before
hunting a threat, such as the nature of the threat, associated IPs, IOCs, and threat
actor behavior, allowing us to gain visibility into threat actor activities, campaigns,
and tactics. This provides valuable context to the overall threat landscape and aids
in developing queries with our SIEM engineering team.

“Recorded Future is deployed on an on-premises server in our organization, with
multiple cloud connectors and environments integrated to check available threat
feeds..”

SangramGupta Read full review [A
Security Consultant at Deloitte
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“For onboarding Recorded Future, it is typically straightforward. We need to have
the license provisioned to access the platform. We configure users, user roles, set
up policies, and integrate with our SIEM, SOAR, and EDR platforms. The next step
involves tuning alerts, defining watchlists, and customizing intelligence collection
based on the unique threat landscape of the energy sector. Recorded Future
provides onboarding sessions, documentation, and support to help our teams
understand how to use intelligence cards, risk scoring, and sector-specific
dashboards. Once configured, the platform becomes a central intelligence hub for
SOC, IR, and threat-hunting teams.

“In terms of reducing alert fatigue, the integration of Recorded Future is very
straightforward. We just need to follow a few steps and the integration is
complete. We can get real-time threat data as part of the alerts, including dark
web monitoring, detailed vulnerability intelligence, and nation-state ransomware
information, which helps to prioritize alerts. The feeds go directly into the
platform, enabling analysts to quickly understand the relevance of threats in real
time.

“For Recorded Future's risk assessment, there are a number of tools that we can
integrate with the system, especially for risk assessment. We integrated this risk
assessment tool with different energy sector commonly used products such as
Microsoft Sentinel, Splunk, SentinelOne, ServiceNow, CrowdStrike, and the
Splunk SOAR platform. These integrations, including into the firewall, allow threat
intelligence to automatically enrich alerts. Any analyst looking at the alerts will
get detailed information about the source IP, the destination IP, and whether there
has been a breach in the past or if the user is part of the incident response. This
kind of threat intelligence gives us additional capabilities to resolve the scoring.
From the risk perspective, we can easily identify what we need to prioritize
according to critical, high, low, and medium severity. Our team finds it easy to
focus on resolving threats according to the energy sector vulnerabilities or
dangers. We can get very granular data about what we are looking for and what is
happening in our environment..”

Viral Shaa Read full review [A
IT Security Analyst at Eos Energy Enterprises, Inc.
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Setup

The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

The initial setup was somewhat challenging, and I would rate it between five and
six. They need to optimize this process in future updates. While starting with the
platform takes a few minutes, seeing real benefits and working efficiently takes a

couple of weeks.

Lior Fisherman Read full review [A

Head Of Cyber Threat Intelligence at Discount Bank

“I found the initial setup to be easy. On-premises deployments take a few hours,
and cloud deployments may take longer. Depending on the client and their level of
expertise, the integration of the solution may taka a few months to two years. .”

Samuel Kotula Read full review [A

Senior Security Consultant at a tech vendor with 201-500 employees
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“We have it deployed on the cloud. As an analyst, I investigate alerts and escalate
them to other teams. [ have no idea about integrations, but I find it to be a very
friendly tool for a threat intelligence platform..”

Bilal Shah Read full review [A

Information Security Analyst at Rewterz

“The solution is SaaS-based and deployed over the cloud. The setup is
straightforward and everything is available on the tool’s dashboard. We need to
provide the tool with the Watch List which contains the company’s name, domain
name, or anything that the tool needs to monitor. The tool will report back within
one to two days on the Watch List’s update. We can create alerts based on the
watches..”

Pulkit Thakur Read full review [A

Data Engineering Sr Analyst at Accenture
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“It was cloud-based, so we didn't have to do too many things on our end. It was
just an API connection that we had to do. Our SIEM solution was also integrated
with the threat intelligence of Recorded Future. It was pretty handy and easy to
configure.

We could implement it in a few days. There were a lot of requirements and queries
regarding:

- How will it access our systems?
- Which ports need to be enabled?
- Do we have to go public to expose our network or connectivity?

Sorting these things took time. Overall, it took one to two weeks..”

Usman Bhatti Read full review [A

Senior Officer Security Operations Center at a financial services firm with
10,001+ employees
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“The product's initial setup phase is very intuitive and very easy, as most of the
threat intelligence providers, since it can be implemented with API integration.

I believe there's no threat intelligence for on-premises models, but I have worked
with two deployments on an on-premises model. The Internet network and other
such environments use SaaS products.

The solution is deployed on a hybrid cloud environment because it relies on all the
API integrations and interactions with the middleware platform, along with the
SaaS platform. The tool doesn't interact with SIEM products directly.

The solution can be deployed in two days. One day is for the implementation, and
the second day is for the validation and testing.

I believe the most difficult part in any commercial feeds or threat intelligence
feeds is the integration part. If the tool already has some predefined integrations,
there is no difficulty. Once you want to integrate a tool with Recorded Future, then
for any such new integrations, you should have your API developed or use a third-
party firm to operate this process. Everything depends on the complexity of the
integrations and the number of resources..”

Validated user Read full review [A

Senior Pre-Sales for Information Security at a computer software company
with 51-200 employees
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Customer Service and Support

The customer support is frustrating and not efficient. They always request logs and

screenshots that seem irrelevant. This leads me to avoid using their help desk.

Lior Fisherman Read full review [A
Head Of Cyber Threat Intelligence at Discount Bank

“Iwould rate the technical support a ten out of ten because whenever I have
approached them with an issue, they have given me a resolution within 24
hours..”

Pulkit Thakur Read full review [
Data Engineering Sr Analyst at Accenture

“The solution has a good technical team. It's part of the package that customers
buy into. Each client has an account manager and direct access to live customer
support. The team responds fast. .”

Validated user Read full review [A
Partner, Cyber Security at a financial services firm with 10,001+ employees
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“Recorded Future's customer support is excellent. Personally, I cannot tell you
how I would rate the customer support on a scale of one to ten, but from what I've
heard, it is well above average, an eight or nine, I would say, and really helpful,
especially with the setup, but that is not first-hand information..”

Manuel Carrillo Read full review [A
Security Consultant at Silver Bullet IS Consulting

“In one instance, we had to get their technical team on board for justification and
explanation of things that we couldn't understand. It was regarding the intel
provided on the images and the trademarks of our organizations. A lot of fake
pages and posts were being posted using our trademark, pictures, etc. We took it
up with their technical team, and they told us how things are working and how the
Al is working to correlate our data.

I'd rate them a nine out of ten because most of the time, as soon as we raise any
case or have any queries, they get back within hours or minutes..”

Usman Bhatti Read full review [A
Senior Officer Security Operations Center at a financial services firm with
10,001+ employees
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“Ireached out for help when some intelligence feeds were not coming up and logs

were not displaying in real time. I opened a support ticket and they were quite
responsive, getting back to me within 24 hours, and it worked fine as expected.

“Iwould rate technical support as eight out of ten. They are very responsive and
knowledgeable. Whenever there are false positives, issues during upgrades, or
alert enrichment, I reach out regarding these use cases, and they help us solve
these issues promptly..”

Viral Shaa Read full review [A
IT Security Analyst at Eos Energy Enterprises, Inc.
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Other Advice

“If Recorded Future reduces the licensing prices, then more organizations can use
it and everybody can benefit from it. I would rate this product a ten out of ten
overall..”

Viral Shaa Read full review [A
IT Security Analyst at Eos Energy Enterprises, Inc.

“Recorded Future is a great tool overall for threat intelligence. I think it's one of
the best to add to an organization's security stack. However, the licensing costs are
extremely high for small- to medium-sized companies. As such, [ would rate it at
nine on a scale from one to ten, with one being the worst and ten being the best..”

Samuel Kotula Read full review [A
Senior Security Consultant at a tech vendor with 201-500 employees
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“Recorded Future is mainly beneficial to the SOC. As part of the monitoring team,
Recorded Future makes the investigation of alarms much easier for me. It can
show the reputation of APIs from domains or even hashes, which helps me redirect
my focus to potential malicious network activity easily.

“Recorded Future is deployed in our organization using a hybrid cloud, and we use

“My advice for others looking into using Recorded Future is that it makes the
investigation of alarms significantly easier and helps redirect focus to potential
malicious network activity. [ would rate Recorded Future an 8 out of 10..”

Derek Lewis Read full review [A
Account Manager at Chevron

“T'have only used the threat intelligence features, which I have already described
in detail.

“I have provided improvement areas earlier, and aside from that, Recorded Future
is very useful and impactful regarding threat intelligence and threat landscape.

“If you are involved in threat intelligence or SOC threat hunting and want to
improve your accuracy in detecting threats, I recommend using Recorded Future as
a threat intelligence tool.

“I have shared everything regarding my experience with Recorded Future. [ have
given this review a rating of eight out of ten..”

SangramGupta Read full review [A
Security Consultant at Deloitte
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“If it were possible to do something other than sending email, that would be really
helpful, so we can do more automations with it.

“The quality of threat intelligence data provided by Recorded Future is good, but
sometimes it's very aggressive; we get some false positives for IOCs, but generally
it's good. The user experience and interface of Recorded Future is easy to navigate
and use. I am not so satisfied with the frequency and quality of updates or new
features from Recorded Future; I would say it's average and normal.

“The documentation and support resources provided by Recorded Future are bad.
My advice to others looking into using Recorded Future is to make sure you are
ready for that; they don't provide very supportive information, and you will have
to figure out your own workarounds. Apart from that, their dark web monitoring
and brand protection are good. If you don't need them, then maybe you should
look for something else if all you need is just IOC enrichment. [ would rate this
review an eight out of ten..”

Validated user Read full review [A
Security automation specialist at a comms service provider with 51-200
employees

“There are two parts to the daily cybersecurity operations. There are two types of
customers. Some customers already have solutions that can handle multi-
commercial threat intelligence feeds, and the other clients don't have any threat
intelligence platform, so they just depend on one threat intelligence commercial
feed. The second type of customers can use Recorded Future as a TIF provider. They
can integrate the platform with all of their security through the plug-ins and the
API integrations offered by the product.

Speaking about the real-time analysis feature of Recorded Future impacting the
incident response time, I would say that the tool has an interactive portal. What I
mean by the interactive portal is that there are many other threat intelligence
fields. The tool gives or provides you with a fixed report, so you can't segregate or
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delegate some parts of the report to other teams or to a malware analysis team to
segregate the duty. There is no segregation possible through the tool's reports.
What is unique in Recorded Future is that it can segregate the threat intelligence
activity and the threat activity or the threat hunting activity through many teams,
such as the malware analysis team with its business intelligence feature. The tool
has something called Intelligence Cards, which allows the product to give users
more details through any I0C provided.

[ have SecDevOps-driven cybersecurity strategies that are supported by Recorded
Future. The tool can integrate with a lot of security control and proactive
protection devices.

I believe the tool's maintenance depends on the OS users work with, meaning it all
relies on the operation system that handles the integrations. Maintaining the tool
is unnecessary, as it is a straightforward platform.

My recommendation of the tool to others depends on their use cases. If someone
has a lot of enterprise-level skills and teams, such as threat intelligence teams, IR
teams, and malware analysis teams, then Recorder Future will facilitate processes
like threat enrichment and threat sharing among those teams. For those who are
looking for accuracy and to get the right feeds for their investigation, I would not
recommend using Recorded Future because there are so many unknown or niche
cybersecurity platforms in the market that have more visibility and more accuracy
in the area of commercial feeds because I believe such products use the human
resources to validate those feeds. Recorded Future doesn't have the capability to
validate its feeds. The tool relies on its own algorithm and the government's feeds
for the threat intelligence feed. Even with Recorded Future, some of our clients
didn't have an IR team to validate their activities to filter the most accurate feeds
and avoid noisy feeds.

I rate the tool a seven out of ten..”

Validated user Read full review [A
Senior Pre-Sales for Information Security at a computer software company
with 51-200 employees
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Top Industries

by visitors reading reviews

Financial Services Firm 140/0
[ )
o
Outsourcing Company 9 /°
-
o
Computer Software Company 8 /°
-
o
Manufacturing Company 7 /°
-
[ ]
Company Size
by reviewers by visitors reading reviews

@ Large Enterprise @» Midsize Enterprise @» Small Business
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Recorded Future

About this buyer’s guide

Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and
reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated
with our triple authentication process. This is done to ensure that every review provided is an
unbiased review from a real user.

Get a custom version of this report...
Personalized for you!

Please note that this is a generic report based on reviews and opinions from the collective
PeerSpot community. We offer a customized report of solutions recommended for you based

on:
e Your industry
e Company size
e Which solutions you're already considering

The customized report will include recommendations for you based on what other people like
you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here
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Recorded Future = About PeerSpot

About PeerSpot

PeerSpot is the leading review site for cloud, Al, and business software. We created PeerSpot
to provide a trusted platform to share information about software, applications, and services.
Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.

PeerSpot helps tech professionals by providing:

e Alist of products recommended by real users
e In-depth reviews, including pros and cons
e Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

e Read and post reviews of products
e Access over 30,000 buyer’s guides and comparison reports
e Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

e Get immediate answers to questions
e Validate vendor claims
e Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot

244 5th Avenue, Suite R-230 ¢ New York, NY 10001
reports@peerspot.com

+1 646.328.1944
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