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Veza= Product Recap

Veza Recap

Veza Core Authorization Platform enhances data access visibility, centralizes control, and
simplifies user permissions management. Its robust security through zero-trust principles,
seamless integration, and automated compliance reporting boost organizational efficiency,
productivity, and security, while streamlining workflows and minimizing vulnerabilities.
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Veza= Valuable Feature

Valuable Features

Excerpts from real customer reviews on PeerSpot:

“One of its strongest features is the ability to provide a clearer picture of who
has access to critical applications, cloud platforms, infrastructure, and

sensitive data.”

Guddeti Srikanth

L3

“In one dashboard or one place, I can see all the company's identity.”

Validated user

“Veza has positively impacted my organization by improving access for our
users, allowing us to check the user and perform auditing for our system or
organization, and we are now able to implement least privilege practices,
which has made our organization and system more secure.”

HarshalJethwa
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Veza= Valuable Feature

“It's the only current GRC vendor with licensing rights for HITRUST 11.3
framework, and I've avoided expensive HITRUST licensing costs through a
custom control framework.”

Brooke Lynne Bowman

What users had to say about valuable features:

“The best features Veza offers in my experience are access visibility to see who can
access what and which parts, relationship mapping of a user to roles, policies and
resources, and risk detection such as over-permission and unused permission
privileges. I can perform audit compliance using those features and the platform
supports multiple platforms.

“Out of those features, I find risk detection to be the most valuable in my day-to-
day work because I can check who has over-permission or unused permissions and
understand relationship mapping and access visibility.

“Veza has positively impacted my organization by improving access for our users,
allowing us to check the user and perform auditing for our system or organization.
We are now able to implement least privilege practices, which has made our
organization and system more secure..”

HarshalJethwa Read full review [A
Cloud Operations Engineer at a tech vendor with 51-200 employees
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Veza= Valuable Feature

Veza offers valuable features including identity security visibility, access
intelligence, permissions analysis, and identity-centric access governance
capabilities.

One of its strongest features is the ability to provide a clearer picture of who has
access to critical applications, cloud platforms, infrastructure, and sensitive data. I
consider this particularly valuable because my organization often operates across
multiple environments, making it difficult to understand the full scope of access
permissions using traditional identity management tools alone.

“Another important feature is its support for access reviews and governance,
making access information easier to understand. Veza helps the team review
permissions, validate whether access is appropriate for each user responsibility,
and support the principle of least privilege.

“I consider Veza's Al-related capabilities and identity access intelligence valuable
because they help improve the accuracy and reliability of security analysis,
particularly when understanding complex permissions and identifying potential
accessrisk. .”

Guddeti Srikanth Read full review [A
Senior Consultant at Capgemini
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Veza= Valuable Feature

“The best feature is that there are many out-of-the-box integrations into Veza, so
I don't need to have domain knowledge of Veza. I can just open Veza portal, and
it's plug-and-play. I get the out-of-the-box integration by just clicking there,
filling in some input details, and having the integration in place within a couple of
minutes. That's a very amazing feature provided by Veza.

“The out-of-the-box integration saves a lot of time because, for example, when I
want to integrate Atlassian with Veza, [ just go on Atlassian, create one service
account, create a token, and come to Veza, giving the Atlassian endpoint URL, the
user service account username, and token, and connect with Atlassian. The
integration is in place with this very less time-consuming activity, and my team is
very happy about that. In one dashboard or one place, I can see all the company's
identity. For example, if I want to check which level of access a specific user has on
which system as an auditor or for compliance, I can easily go on Veza and have
visibility from one platform to all areas. If I click on the user, then I can see which
account access that particular user has, such as AWS. On AWS, there's deep-level
visibility about what S3 buckets they have access to and what major resources they
access to, which can also be drilled down. That is a very good feature..”

Validated user Read full review [2
Lead Cloud DevOps Engineer at a tech vendor with 5,001-10,000
employees
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Veza= ROI

ROI

Real user quotes about their ROI:

We've seen a positive return on investment from Veza, particularly through
improved identity visibility, more efficient access reviews, and reduced manual
effort in identifying and investigating excessive permissions. One of the main
benefits is that our security and IT teams have been able to gain a clearer
understanding of who has access to critical applications, cloud resources, and
sensitive data without relying entirely on time-consuming manual checks across
separate systems. This has helped us streamline access governance and allowed
our team to focus more attention on investigating meaningful security risks and

resolving access issues more quickly.

Guddeti Srikanth Read full review [2
Senior Consultant at Capgemini
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Veza= Use Case

Use Case

“We are currently in the implementation stages of Vanta. It's been challenging to
build out as it is not as intuitive as OneTrust, especially in terms of scoping and
needs..”

Brooke Lynne Bowman Read full review [A
Senior Compliance Manager at a healthcare company with 201-500
employees

“My main use case for Veza is to use it for authentication and to determine who
can access what and what can be accessed by the system or organization users. We
set permissions for cloud platforms across the organization to our database and
other tools using Veza, managing who can access the data, what they can access
such as user roles and resource permissions..”

HarshalJethwa Read full review [A
Cloud Operations Engineer at a tech vendor with 51-200 employees
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Veza= Use Case

My main use case for Veza is identity security and access management, particularly
gaining visibility into who has access to critical systems, applications, cloud
environments, and our sensitive data. It helps my organization understand and
manage access permissions across complex IT environments, making it easier to
identify excessive privileges, detect potential access risk, and support security and
compliance initiatives.

For example, when reviewing access to a cloud-based application or a sensitive
business system, Veza helped security teams determine which users, service
accounts, and other identities have permissions to access specific resources. This
visibility made it easier to identify unnecessary access, investigate potentially
risky permissions, and work with the appropriate teams to ensure that access
aligns with each person's responsibility. .”

Guddeti Srikanth Read full review [A
Senior Consultant at Capgemini
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Veza= Use Case

“Imanage a couple of use cases through Veza, and one of the very useful use cases
is managing team groups. I have given team groups owner access to the managers
or owners of the team, and they themselves manage their team by adding or
removing people. That team group gets synced with Active Directory, and then
Active Directory syncs with Okta. Based on the Okta group, there are multiple
application assignments, so in short, whatever application access is needed, the
owner or manager of the team can decide from Veza. This is a very useful use case,
and I can say it's a self-driven portal to manage access by the manager or team

owners.

“Another use case involves detecting orphan accounts in downstream systems. I
have integrated Veza with multiple systems, including cloud environments such as
AWS, GCP, and Azure, as well as Active Directory and Okta integrations. I have
integrated many SaaS products, on-premises infrastructure, and platforms with
Veza, and my source of truth for users is Workday. Veza checks if the user is
present at the source system and similarly checks whether the same user is
present at the target system. Sometimes a user gets terminated from the source
system when the user leaves the company, but many times their access is still
present on the target system, such as AWS, Okta, Slack, Google, or PagerDuty. This
is not only a compliance issue but also a company security issue as well as a
licensing issue. If the user is already terminated but is not terminated from the
target system, then it consumes the license, which directly impacts the cost. Veza
helps by continuously checking with the target system and the source system. If
the user got terminated or deleted from the source system, it checks whether they
are still present on the target system and generates alerts based on that. This helps
a lot from a compliance perspective, security perspective, and license
perspective..”

Validated user Read full review [

Lead Cloud DevOps Engineer at a tech vendor with 5,001-10,000
employees
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Veza= Setup

Setup

The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

Deploying Veza in our AWS environment was relatively straightforward, although
it required some initial planning and coordination to ensure that the necessary
integrations and permissions were configured correctly.

My experience with Veza's configuration process in our AWS environment was
generally positive because the process required some initial planning and
technical coordination, but it was manageable and provided a good foundation for
improving identity security and access governance.

“For the integration part, Veza integrates effectively with our AWS environment
by helping to provide visibility into identities, permissions, and access
relationships across cloud resources. .”

Guddeti Srikanth Read full review [A

Senior Consultant at Capgemini
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Veza= Customer Service and Support

Customer Service and Support

“Although I've read that others have had issues with Vanta's support, our
experience involves having to escalate matters to our account executive to get a
response.

The support team itself has been less responsive, which can be problematic when
integrating and building out the platform..”

Brooke Lynne Bowman Read full review [A
Senior Compliance Manager at a healthcare company with 201-500
employees

My overall experience with the support team has been very positive and it's an
important part of getting value from the platform, particularly because identity
security integration can involve complex permissions, cloud configuration, and
access relationships that require technical understanding. The support team
resolved issues on time.

I would rate the customer support eight out of ten. .”

Guddeti Srikanth Read full review [2
Senior Consultant at Capgemini
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Veza= Other Advice

Other Advice

“My advice to others looking into using Veza is that if they want to manage their
system organization's access and policies, perform mapping from user to policy
and resource, detect the risk for users' over-permissions and unused permissions,
and audit multiple supported platforms, they should consider using it. I would rate
this product an 8 out of 10..”

HarshalJethwa Read full review [A
Cloud Operations Engineer at a tech vendor with 51-200 employees

My experience has been very positive overall, and I would rate Veza four out of five.
I choose four because it provides valuable visibility into our identity permissions
and helps us streamline access reviews, supports compliance efforts, and enables
our security teams to identify and address excessive access more effectively.

My advice to any organization considering purchasing Veza is to begin by clearly
defining identity security and access governance objectives, then evaluate how the
platform can address their specific challenges. Veza is particularly worth
evaluating for an organization that needs better visibility into effective
permissions across AWS, cloud infrastructure, SaaS applications, and other
connected systems. .”

Guddeti Srikanth Read full review [A
Senior Consultant at Capgemini

“Twould rate Veza an eight out of ten.
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Veza= Other Advice

“I chose eight out of ten because I provided a couple of examples of how it helps
from different angles, and the remaining two points are because I feel some
improvements are needed, such as the example [ gave about the integrations.

“My advice for others looking into using Veza is that if they want their identity to
be very strong, compliant, and time-saving, [ would advise the new purchaser to
go with Veza. It's a very nice tool and the integration is very useful..”

Validated user Read full review [2
Lead Cloud DevOps Engineer at a tech vendor with 5,001-10,000
employees
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Veza= Trends

Top Industries

by visitors reading reviews

Financial Services Firm 12°/°
-
i 12%
Outsourcing Company
-
: %
Manufacturing Company 9
-
Healthcare Company 90/0
-
[ ]
Company Size
by reviewers by visitors reading reviews

Large Enterprise @» Midsize Enterprise @» Small Business
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Veza

About this buyer’s guide

Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and
reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated
with our triple authentication process. This is done to ensure that every review provided is an
unbiased review from a real user.

Get a custom version of this report...
Personalized for you!

Please note that this is a generic report based on reviews and opinions from the collective

PeerSpot community. We offer a customized report of solutions recommended for you based
on:

e Your industry

e Company size

e Which solutions you're already considering

The customized report will include recommendations for you based on what other people like
you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here
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Veza= About PeerSpot

About PeerSpot

PeerSpot is the leading review site for cloud, Al, and business software. We created PeerSpot
to provide a trusted platform to share information about software, applications, and services.
Since 2012, over 22 million people have used PeerSpot to choose the right software for their
business.

PeerSpot helps tech professionals by providing:

e Alist of products recommended by real users
e In-depth reviews, including pros and cons
e Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

e Read and post reviews of products
e Access over 30,000 buyer’s guides and comparison reports
e Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

e Get immediate answers to questions
e Validate vendor claims
e Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot

244 5th Avenue, Suite R-230 ¢ New York, NY 10001
reports@peerspot.com

+1 646.328.1944
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