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Ox Security Recap

Ox Security delivers comprehensive cybersecurity protection aimed at identifying and
mitigating risks efficiently. This solution provides valuable tools tailored for security experts
looking to enhance system integrity and safeguard sensitive data.

Ox Security offers robust security management by focusing on proactive risk assessment and
real-time threat detection. With its user-centric approach, it integrates seamlessly into
existing infrastructures, ensuring that all cybersecurity measures align closely with strategic
priorities. The platform is particularly effective in offering insights and automating repetitive
tasks, allowing teams to focus on more critical security challenges.

What features does Ox Security offer?

e Advanced Threat Detection: Utilizes Al to identify potential threats quickly.

e Automated Risk Assessment: Streamlines the evaluation process for faster decision-
making.

e Seamless Integration: Easily connects with existing systems for improved performance.

What benefits and ROI can users expect?

e Time Savings: Reduces manual tasks to allow focus on strategic initiatives.
e Enhanced Security Posture: Improved detection and response lead to fewer incidents.
e Cost Efficiency: Minimized risks translate to lower potential financial losses.

Ox Security is implemented across industries such as finance, healthcare, and e-commerce,
adapting to each industry's unique challenges. In finance, it ensures data integrity and
compliance; in healthcare, it safeguards patient information; in e-commerce, it protects
transaction data, highlighting its versatility and effectiveness in diverse sectors.
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I Valuable Features

Excerpts from real customer reviews on PeerSpot:

“The seamless integration with existing DevOps tools ensures that security
insights flow naturally into development workflows without creating

bottlenecks.”
'(;,‘E Ravishankar Prakash
©

“As a service provider, I believe the biggest advantage of Ox Security is its
simplicity and the clarity of the issues, along with a very good dashboard
showing the state of the company.”

Yossi Shmulevitch

“Ox Security has positively impacted my organization by helping to reduce
the amount of noise we received from vulnerabilities because of the
prioritization scoring it has and all of the context it provides.”

Francisco Pulido
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What users had to say about valuable features:

“As a service provider, I believe the biggest advantage of Ox Security is its
simplicity and the clarity of the issues, along with a very good dashboard showing
the state of the company. I see degradation in critical issues and high issues over
time when using the product for a prolonged period, so the dashboard is very
inclusive and clear about the state of security.

“Automated vulnerability management in Ox Security makes our security posture
much better..”

Yossi Shmulevitch Read full review [A
Owner at SoftContact
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Ox Security = Valuable Feature

“The best features Ox Security offers in my experience are its ability to provide
context to a vulnerability and determine if a vulnerability is likely to be exploited
or not.

“Ox Security delivers context through a mix of several things, including
dashboards and its prioritization scoring system. Basically, if you have some
configuration and your software is vulnerable to some kind of vulnerability, but
that exact code doesn't execute the vulnerable code itself, it determines that the
risk is unlikely to be exploited, for example.

“Ox Security has positively impacted my organization by helping to reduce the
amount of noise we received from vulnerabilities because of the prioritization
scoring it has and all of the context it provides.

“Regarding measurable outcomes, I would say that it has reduced the amount of
noise by about forty percent. We didn't have that much noise before, so around a
forty percent decrease in noise has helped us reduce the amount of hours we have
to spend reviewing each vulnerability..”

Francisco Pulido Read full review [2
SecOps Engineer at a real estate/law firm with 501-1,000 employees
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“The best features that Ox Security offers include real-time visibility and
actionable intelligence. Also, I love the intuitive interface and seamless
integrations.

“Regarding the features of Ox Security, I love the pipeline functionality, which
allows the creation of customized workflows based on scan results, making
prevention and notification processes highly adaptable. I also love the visibility it
provides, which is end-to-end security visibility covering the entire development
lifecycle from code writing and storage to security testing, deployment, and
infrastructure management. I also love its powerful pipeline system, which
enables us to automate notifications to relevant teams based on issue origin and
type while also enforcing security policies by blocking new code when prohibited
issue types are detected. The intuitive interface makes it easy to pinpoint
vulnerabilities early, prioritize critical issues, and streamline remediation
processes. The seamless integration with existing DevOps tools ensures that
security insights flow naturally into development workflows without creating
bottlenecks. I also love the real-time visibility and actionable intelligence. It
fosters a security-first mindset, boosting both the confidence of my development
team and the overall resilience of our applications.

“Regarding Ox Security's Al capabilities, I find its governance and security
capabilities to be very strong, particularly in helping us identify risks and
maintaining visibility across the software development process. I also value the
focus on data protection, access control, and responsible use of Al.

“The Al capabilities are generally accurate and reliable, especially in helping us
identify vulnerabilities and highlighting potential risks very easily. They help us
reduce manual effort and speed up security reviews..”

Ravishankar Prakash Read full review [A
Cloud & Devsecops Lead Engineer at Aon Corporation
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Other Solutions Considered

“We previously used Snyk, that is S-N-Y-K, for application security and
vulnerability scanning. We generally moved to Ox Security because we wanted
better visibility across the software development lifecycle, more centralized risk
prioritization, and a stronger ability to identify and address vulnerabilities
earlier..”

Ravishankar Prakash Read full review [A
Cloud & Devsecops Lead Engineer at Aon Corporation
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ROI

Real user quotes about their ROI:

“I do not have a specific metric, but we have saved a lot of time while using Ox
Security because our time to respond to vulnerabilities has decreased significantly
and also because of the reduced noise received..”

Francisco Pulido Read full review [A
SecOps Engineer at a real estate/law firm with 501-1,000 employees

“I have seen a positive return on investment with Ox Security. It has helped us
reduce manual security review time by approximately 20% to 30%, allowing our
existing team to focus on other important tasks without adding extra staff. Earlier
vulnerability detection has also reduced the effort required for remediation and
improved overall security efficiency..”

Ravishankar Prakash Read full review [A
Cloud & Devsecops Lead Engineer at Aon Corporation
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“As for return on investment, I don't know the pricing of the product, but based on
what [ understand from the customer, it seems quite honest. I work mostly on the
technical side and the security posture rather than the pricing, so I won't be very
conclusive regarding ROl itself..”

Yossi Shmulevitch Read full review [A
Owner at SoftContact
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Use Case

“ITworked with Ox Security as a service provider, not as a representative, but as a
user. [ use it in my employee capacity, providing services to companies in Israel,
and one of them is an insurance company where we use this product to improve its
security posture.

“Ox Security use cases include vulnerability management and understanding the
company's security posture, as well as addressing the security state of our
customer's cloud-native pipelines..”

Yossi Shmulevitch Read full review [A
Owner at SoftContact
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“My main use for Ox Security is having a centralized way of aggregating all of the
vulnerabilities that I may encounter within different applications and different
stages of the software life cycle we use, and to provide context to those
vulnerabilities.

“Ox Security helps me daily in my workflow since it raises vulnerabilities found in
our repositories, in our generated images, and in our cloud environments. An
example of usage would be the integration we have into our CI/CD pipelines to help
us with SAST and SCA vulnerabilities along with other scanners.

“We use Ox Security as a main hub for our vulnerabilities, in the same way that
AWS Security Hub would behave..”

Francisco Pulido Read full review [A
SecOps Engineer at a real estate/law firm with 501-1,000 employees
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“My main use case for Ox Security is that it is a very powerful and comprehensive
tool that meets most best practices for web app security testing. Ox Security
delivers comprehensive security testing and assessment capabilities, addressing
the key requirements of a security-mature organization. Its intuitive dashboard
provides a centralized and unified approach to issue management, ensuring
streamlined tracking and resolution. A versatile set of plugins enables seamless
integration with various ticketing systems for issue management as well as the
import of findings from other security tools. The majority of these integrations are
fairly simple to implement. A particularly valuable feature is the pipeline
functionality, which allows the creation of customized workflows based on scan
results, making prevention and notification processes highly adaptable.
Additionally, Ox Security is backed by a well-structured and responsive support
team, which ensures continuous availability and prompt handling of all inquiries
and feedback.

“The pipeline functionality of Ox Security has helped my team specifically by
providing end-to-end security visibility, covering the entire development lifecycle
from code writing and storage to security testing, deployment, and infrastructure
management. With all the functionality integrated into a single, well-organized
platform, issue management becomes seamless. The tool dynamically recalculates
issue priorities based on insights gathered throughout the development and
deployment process, ensuring context-aware risk assessment. Its powerful
pipeline system enables automated notification to relevant teams based on issue
origin and type while also enforcing security policies by blocking new code when
prohibited issue types are detected.

“Regarding my main use case, Ox Security also allows my DevSecOps team, myself,
and my development team to concentrate our efforts on real issues instead of just
ticking boxes..”

Ravishankar Prakash Read full review [A
Cloud & Devsecops Lead Engineer at Aon Corporation
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Setup

The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“My experience with pricing, setup cost, and licensing was quite straightforward.
Ox Security does not have a public pricing tier, and I had to contact them through
sales, but they were really helpful with setting everything up and providing an
amount..”

Francisco Pulido Read full review [A

SecOps Engineer at a real estate/law firm with 501-1,000 employees
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“The deployment of Ox Security was relatively fair and straightforward. Ox
Security integrated with our AWS environment, although the initial configuration
and connecting all relevant repositories and security tools required some technical
effort.

“The configuration process was fairly smooth. Setting up integrations and
adjusting security policies required some initial effort, but the platform was
manageable overall.

“Ox Security integrates reasonably with our AWS environment, providing useful
visibility into security risks across our development workflows. The integration is
helpful, although deeper native integration and more flexible configuration would
make it even better..”

Ravishankar Prakash Read full review [A

Cloud & Devsecops Lead Engineer at Aon Corporation
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Customer Service and Support

“I find the customer service from Ox Security to be very helpful and attentive. If I
had to rate the customer service from zero to ten, I would give it a ten..”

Yossi Shmulevitch Read full review [A
Owner at SoftContact

“For me, the customer support has been generally good and very professional. The
team has been very responsive, helpful, and able to provide guidance when we
encountered configuration or integration issues. I would rate the customer support
nine out of ten..”

Ravishankar Prakash Read full review [A

Cloud & Devsecops Lead Engineer at Aon Corporation
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“Customer support for Ox Security is generally good, but they may take a few days
to answer sometimes.

“Iwould rate the customer support a seven on a scale of one to ten..”

Francisco Pulido Read full review [A
SecOps Engineer at a real estate/law firm with 501-1,000 employees
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Other Advice

“My advice to others looking into using Ox Security is that its strength relies on
the aggregation of several tools. If a company is struggling with managing several
tools just to get a better understanding of how their security posture is, tools like
Ox Security are a must. I would rate this product an eight overall..”

Francisco Pulido Read full review [2
SecOps Engineer at a real estate/law firm with 501-1,000 employees

“Twould rate Ox Security a five out of five.

“The reason why I rate it a five out of five is that it provides strong vulnerability
detection, clear security visibility, and I also love the ability to prioritize risks
before they reach production. What stood out most was how it helps my team work
more efficiently and take a more proactive approach to application security.

“For an organization looking to improve application security and also gain better
visibility into vulnerabilities, I advise that you take time to configure the
integrations properly and establish clear risk priorities from the beginning. It
offers good value, especially for teams managing complex development
environments..”

Ravishankar Prakash Read full review [A
Cloud & Devsecops Lead Engineer at Aon Corporation

“Regarding threat detection capability, I think that Ox Security is not used for that
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matter. The CISO mainly focuses on dev sec ops rather than runtime security or
real-time security.

“I figure that the most important metrics for the analytics feature are the critical
issues dashboard, which helps understand whether there is a leak of a secret or a
very critical vulnerability that is not being used. Another important aspect is the
integration with other products like JFrog and X-ray, which shows not all the
findings but mostly focuses on what Ox Security considers the most important
issues. For instance, we found some issues that were flagged by JFrog, but Ox
Security dismissed them, leading to discussions about whether those issues are
real, as there are often false positives in the security world, as well as
considerations about the attack surface for each vulnerability and whether these
are truly critical issues or not.

“Iwork extensively with JFrog X-ray, which is my major tool for another customer.
[ believe that JFrog is more pinpointing, and [ have some integration with JFrog
with the build system, the CI/CD and X-ray vulnerabilities meter. It's quite useful,
but I think that they serve different purposes; JFrog comes mostly from the artifact
management side and less from security. Ox Security is mostly focused on the
management, Ox Security has strong integration, but sometimes there are
vulnerabilities that are disputed or dismissed, which creates an interesting
intersection between the two products.

“From what I talked about with the DevOps team, deployment is quite
straightforward.

“My overall review rating for Ox Security is zero..”

Yossi Shmulevitch Read full review [A
Owner at SoftContact
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Top Industries

by visitors reading reviews

Financial Services Firm 160/0
[ ]
. 130/0
Manufacturing Company
[ ]
Educational Organization 80/0
-
Computer Software Company 80/0
-
[ ]
Company Size
by reviewers by visitors reading reviews

Large Enterprise @» Midsize Enterprise @» Small Business
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About this buyer’s guide

Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and
reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated
with our triple authentication process. This is done to ensure that every review provided is an
unbiased review from a real user.

Get a custom version of this report...
Personalized for you!

Please note that this is a generic report based on reviews and opinions from the collective

PeerSpot community. We offer a customized report of solutions recommended for you based
on:

e Your industry

e Company size

e Which solutions you're already considering

The customized report will include recommendations for you based on what other people like
you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here
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About PeerSpot

PeerSpot is the leading review site for cloud, Al, and business software. We created PeerSpot
to provide a trusted platform to share information about software, applications, and services.
Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.

PeerSpot helps tech professionals by providing:

e Alist of products recommended by real users
e In-depth reviews, including pros and cons
e Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

e Read and post reviews of products
e Access over 30,000 buyer’s guides and comparison reports
e Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

e Get immediate answers to questions
e Validate vendor claims
e Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot

244 5th Avenue, Suite R-230 ¢ New York, NY 10001
reports@peerspot.com

+1 646.328.1944
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