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Nozomi Networks = Product Recap

Nozomi Networks Recap

Nozomi Networks enhances ICS and OT cybersecurity through threat detection, monitoring,
and comprehensive asset management. Users value its real-time anomaly detection, advanced
threat detection via machine learning, and intuitive interface, which streamline workflows and
boost efficiency, ensuring compliance and robust network security.
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Nozomi Networks = Valuable Feature

Valuable Features

Excerpts from real customer reviews on PeerSpot:

“I believe it is the best.”

: E% Apurva Nigam

“Nozomi Networks has positively impacted our organization since we are in

the asset owner environment.”

@ Arun Chauhan

“Nozomi Networks has really offered a stellar performance within the
organization and there is not any specific part that needs improvement for

»

now.

% Edwin Kamunde

©2026 PeerSpot, All Rights Reserved



Nozomi Networks = Valuable Feature

“Nozomi Networks has positively impacted my organization by allowing me
to build a roadmap based on what I see, ultimately leading to a better security
posture, which includes knowing what is inside the network and what
vulnerabilities exist.”

G Neyrinck

“The best feature of Nozomi Networks is that it has built OT-oriented
protocols such as OPC UA, DNP3, Modbus, and Siemens S7, and for these
protocols, Nozomi Networks identifies them very perfectly.”

ﬁ Sayed Zuber
.-V

L8

“Nozomi Networks has impacted our organization positively as we have
gained trust from customers in terms of the technology results and
everything that the technology brings.”

Tumi Masobe
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Nozomi Networks = Valuable Feature

“Nozomi Networks has impacted my organization positively because we
have experience with a few other vendors, and their configuration,
reliability, and even threat identification are significantly lower than Nozomi

Networks capabilities.”

Verified user

©2026 PeerSpot, All Rights Reserved 7



Nozomi Networks = Valuable Feature

What users had to say about valuable features:

“The best features Nozomi Networks offers include polling for shop floor assets,
alerts based on CVSS, which is a great feature, and BPF filters at Nozomi Networks
interfaces that filter the traffic we do not want to see.

“The CVSS-based alerts help my team by allowing us to determine if an alert is
critical or a false positive based on the CVSS score. CVSS is a market standard for
classifying vulnerabilities, so it is great that we have alerts based on it..”

Gustavo Miretki Read full review [

Cybersecurity Analyst at Volkswagen Do Brasil IndUstria De Veiculos
Automotores Ltda.

“The feature that really impressed me along with the asset inventory mapping was
that Nozomi Networks identified the protocol being used, the version of the
devices and systems, and the version of the firmware were also mapped. It also
gave us when the end of life or end of support occurs. This feature was really
impressive with Nozomi Networks product.

“The firmware version visibility from Nozomi Networks really helped us to check
the interoperability of the device with other devices. The end-of-life notification
or the end-of-life flagging helped us to plan our next purchase of the device or
next upgrade and start negotiating with the vendors. In that way, we can
strengthen the cybersecurity posture of our client..”

Verified user Read full review [A
Ot Cybersecurity Systems Analyst at a real estate/law firm with 1,001-
5,000 employees
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Nozomi Networks = Valuable Feature

“The best features Nozomi Networks offers include reliability and ease of
implementation because the platform is excellently made. Many other
competitors use Docker instances. The configuration of the devices itself is
straightforward. The documentation could be better, but overall, it is a great
platform and we are satisfied with it.

“What makes the implementation process of Nozomi Networks stand out for me is
that you only need to place network parameters such as IP address. You can use
DHCP for acquiring those. There is no extra configuration step regarding SPAN
ports. You just need to make mirror ports on the switches that you want to sniff
traffic from, and the connectivity to either central management or Vantage is
almost 100 percent..”

Verified user Read full review [A
Ot cybersecurity consultant at a comms service provider with 501-1,000
employees

©2026 PeerSpot, All Rights Reserved 9
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Nozomi Networks = Valuable Feature

“The best features Nozomi Networks offers include the ability to drill into every
[oT device and get detailed information on make, model, performance, and what
type of errors the sensor has picked up. This provides useful information on the
entire IoT network versus individual sensors scattered throughout the network
that they had to manually check to try and find problems. Now they receive real-
time alerts on any issues.

“Getting real-time alerts and detailed information impacts my team and clients
because they can respond quickly and are more organized now. They are no longer
chasing their tails. Now they can plan properly for the day and plan ahead on what
needs to be resolved. This made them aware of where everything is, where all the
sensors are, and how they are interconnected, which ones are working properly,
and which ones are not.

“Initially, they could not do any reporting or planning because they did not have
real-time data. Now they do. Now they can do all those things because they have
gained visibility and information on their inventory. They are also able to do
capacity planning, which is something they could not do before..”

Tumi Masobe Read full review [A
Co Founder & Chief Executive Officer at UTTM Advanced Technologies
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Nozomi Networks = Valuable Feature

“I think the best features Nozomi Networks offers include the number of
industrial protocols that it can monitor, which is outstanding and no other tool is
equally capable as Nozomi Networks. Secondly, the user interface is quite good and
clear, especially for someone using it quite heavily as I do. Thirdly, Nozomi
Networks has their own threat intelligence team that enriches the global
vulnerable databases with their own work. This is quite important. Quite recently,
they added a lot of machine learning Al features to the Vantage.

“Nozomi Networks has impacted my organization positively because, keeping in
mind that am an implementer and I implement this to many other organizations.
In terms of how this improved, if implemented correctly, which means that fine-
tuning is also done and the number of false positives is low, then not only threat
monitoring and asset discovery are there, but some organizations whose maturity
is high enough are using Nozomi Networks tools, meaning Guardians and sensors,
as an OT tool, not only an OT security tool. For example, they can troubleshoot the
networks through capabilities that this tool offers. Sometimes it is more than an
OT security tool; it is also an OT tool..”

Kamil Puszczynski Read full review [A
Senior Ot Security Consultant at a tech vendor with 10,001+ employees
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Nozomi Networks = Valuable Feature

“The best features offered by Nozomi Networks include asset inventory,
vulnerability management, a deep understanding of OT protocols, extensive
support for these protocols, behavioral baselines, anomaly detection, risk
management, communication mapping, dependency mapping, and passive
monitoring. The integrations form a strong ecosystem to work with, allowing me
to connect with many major players that most Fortune 500 companies are already
using. This capability makes life easier for our customers.

“Ibelieve the asset inventory feature brings the most value to my clients because
having a clear understanding of what systems are out there is crucial for
protection. If I do not know what [ have, it is impossible to secure it.
Understanding protocols, system versions, and manufacturers all hinge on having
a strong asset inventory. When clients possess this inventory, they can build
various solutions or use cases on top of it, making it foundational, so I would
highlight asset inventory as the answer.

“While many features are valuable, every customer's use case is different. Some
customers focus on anomaly detection, while others may prioritize vulnerability
management. Feedback from clients has consistently been positive regarding the
technology and solution overall.

“Nozomi Networks positively impacts my organization and my clients by
addressing essential foundations necessary for any cybersecurity journey. Clients
need to start from the basics, as progress cannot happen if a solid ground is not
established. Nozomi Networks addresses significant pain points for my customers
and allows them to build various solutions or use cases on top of its capabilities,
integrating technologies to achieve a defense-in-depth strategy in line with best
practices like I[EC 62443 or NIST recommendations. Oregon Systems has even
benefited by upselling technologies integrated with Nozomi Networks stack
because customers with Nozomi Networks as their IDS often seek to enhance their
prevention capabilities..”

Asif Ganai Read full review [A

Senior Solution Architect IACS and OT at a computer software company
with 51-200 employees
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Nozomi Networks = Other Solutions Considered

Other Solutions Considered

“We were not using any other solutions. Nozomi Networks was the first OT
security solution. The customers had considered Darktrace, but they did not want
any cloud offering. So we had to pitch Nozomi Networks for their on-premises
offering..”

Edwin Kamunde Read full review [A
Director and Leadership at CyberX Africa

“We looked at various other technologies that were primarily open source, but
nothing was examined in terms of doing a proof of concept with those
technologies. We primarily focused on what information we could get from our
chosen tool and what other functionality it provides..”

Tumi Masobe Read full review [2
Co Founder & Chief Executive Officer at UTTM Advanced Technologies

©2026 PeerSpot, All Rights Reserved
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Nozomi Networks = Other Solutions Considered

“Before choosing Nozomi Networks, I believe that Dragos was one of the options,
but since we started using Nozomi Networks during the Corona pandemic and
customs and tax import output were favored on the side of Nozomi Networks, we
proceeded with that solution..”

Verified user Read full review [A
Ot cybersecurity consultant at a comms service provider with 501-1,000
employees

“I have not used any solution prior to Nozomi Networks, although I have evaluated
other options including Dragos and Industrial Defender. I chose to partner with
and promote Nozomi Networks in the region due to its simplicity and robust
feature set, alongside proven references within my area..”

Asif Ganai Read full review [A

Senior Solution Architect IACS and OT at a computer software company
with 51-200 employees

“We evaluated and our clients are evaluating many different options for costs and
also for the features. So apart from Nozomi Networks, we also consider Claroty,
Armis, Dragos, CrowdStrike, and Microsoft Defender for [oT, and one more that I
forgot..”

Kamil Puszczynski Read full review [A
Senior Ot Security Consultant at a tech vendor with 10,001+ employees
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Nozomi Networks = Other Solutions Considered

“The majority of our clients are using either Nozomi Networks or, in some cases,
Claroty, because Claroty and Nozomi Networks are the best in class, with Nozomi
Networks being a little ahead. In our client environments, we sometimes
encounter Armis and also sometimes Microsoft Defender for IoT, which is very
subpar in terms of the features and capabilities. In some cases, companies are
trying to apply more IT-oriented IDSs to their industrial environments, which is
also not the best possible way of doing things. For example, Dragos..”

Kamil Puszczynski Read full review [A
Senior Ot Security Consultant at a tech vendor with 10,001+ employees

©2026 PeerSpot, All Rights Reserved
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Nozomi Networks = ROI

ROI

Real user quotes about their ROI:

“Iwould say the ROI is significant in terms of time saved and resources. The IT
team and the IoT team managed to combine into a single team that can handle
both IoT and networking troubleshooting because of the information they receive
from Nozomi Networks..”

Tumi Masobe Read full review [A
Co Founder & Chief Executive Officer at UTTM Advanced Technologies

“There is definitely a notable return on investment from Nozomi Networks,
including financial savings and time efficiency. Clients have shifted from manual
inventory tasks to Nozomi Networks managing those processes, allowing
employees to focus on more productive efforts. The ROI in terms of money saved
and time saved is significant..”

Asif Ganai Read full review [A

Senior Solution Architect IACS and OT at a computer software company
with 51-200 employees

©2026 PeerSpot, All Rights Reserved
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Nozomi Networks = ROI

“The return on investment from Nozomi Networks is substantial, particularly
concerning time saved. [ would estimate a return on investment in the range of
forty-five percent or higher, particularly because implementing an IoT solution
such as Nozomi Networks reduces the need for multiple additional solutions,
saving money and time in the long run..”

Bwalya Mukolwe Read full review [A

Cyber Security Consultant at a tech consulting company with 51-200
employees

“Definitely there are fewer employees needed, so there is savings on that. Now
that monitoring is real-time and more dispatched, the actions are such that

notifications come in promptly and the engineering team is able to act on any issue

that comes up faster. There is a lot of time saved in terms of incident response and

also the reduced number of incidents. The efficiency of the organization, the fewer

employees needed, and the time saved has greatly offered the customer a decent
return on investment on this particular solution..”

Edwin Kamunde Read full review [A
Director and Leadership at CyberX Africa

©2026 PeerSpot, All Rights Reserved
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Nozomi Networks = ROI

“To be honest, I do not have anything specific regarding a return on investment.
Our clients usually focus more on one metric that is always there: adherence to the
regulations. This is quite important because some regulations are enforcing
network monitoring for industrial networks, and this is what Nozomi Networks is
capable of. In terms of reducing the workforce needed to do this work, it is more
creating a field of OT security, and an IDS is also always or quite often the first step
to create a separate OT security practice that is separated from IT security..”

Kamil Puszczynski Read full review [A
Senior Ot Security Consultant at a tech vendor with 10,001+ employees

“In terms of specific outcomes or metrics showing how Nozomi Networks
improved my security posture and sped up my processes, [ have saved time, and [
have also gotten compliance reports regarding compliance with IEC 62443, which
is very handy in terms of the assets I see.

Since I started seeing what is inside the network, I transitioned from just guessing
what was there to having a clear view. This clarity makes me better prepared for
setting up and segmenting the environment as well as managing how
communication flows to keep things up and running..”

G Neyrinck Read full review [A
Network- & Security Architect | CPS | Cybersecurity - Blue Teamer at Easi

©2026 PeerSpot, All Rights Reserved 18


https://www.peerspot.com/product_reviews/nozomi-networks-review-12332033-by-kamil-puszczynski?tid=pdf_prod_36168
https://www.peerspot.com/product_reviews/nozomi-networks-review-12332033-by-kamil-puszczynski?tid=pdf_prod_36168
https://www.peerspot.com/product_reviews/nozomi-networks-review-11973808-by-g-neyrinck?tid=pdf_prod_36168
https://www.peerspot.com/product_reviews/nozomi-networks-review-11973808-by-g-neyrinck?tid=pdf_prod_36168

Nozomi Networks = Use Case

Use Case

“The main use case for Nozomi Networks for me was to bring up the asset
inventory. My client opted for Nozomi Networks for the first time to help them
know their assets better. They had many new integrations in their environment,
and they were really concerned about what is present, what is removed, and what
has been existent in their environment for a while that they didn't know about.

“Their main use case was for asset inventory and mapping..”

Verified user Read full review [A
Ot Cybersecurity Systems Analyst at a real estate/law firm with 1,001-
5,000 employees

“My main use case for Nozomi Networks is as an IDS, so we are selling our
cybersecurity services and SOC that is primarily based on Nozomi Networks
portfolio. We place them at the user's location and send the logs to the SOC, and
then we do the triage, escalations, and related tasks.

“In my day-to-day work, I use Nozomi Networks for monitoring and cybersecurity.

Since OT networks are very fragile, you cannot install regular SIEM agents. You
have to do passive network traffic analysis instead..”

Verified user Read full review [A
Ot cybersecurity consultant at a comms service provider with 501-1,000

employees
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Nozomi Networks = Use Case

“My main use case for Nozomi Networks is threat detection.

“I mentioned briefly about the second use case, which is asset discovery, because
OT people oftentimes do not know what assets they have in their networks.
Nozomi Networks is quite a useful tool to create an asset inventory, at least for
starters. With Smart Polling, which is an active polling method not necessarily
always allowed, but if a certain company permits it, Smart Polling is quite good in
enriching data about assets. The second very strong and probably the second most
important use case is asset discovery. Obviously, the third one is vulnerability
management if you combine everything with ServiceNow..”

Kamil Puszczynski Read full review [A
Senior Ot Security Consultant at a tech vendor with 10,001+ employees
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Nozomi Networks = Use Case

“My main use case for Nozomi Networks is monitoring OT assets at Volkswagen's
factories.

“The specific example of how I use Nozomi Networks for monitoring OT assets is
that the monitoring occurs in the factories at Volkswagen. We have the collectors
acting at the switches, the access switches, and then we have a CMC collector, a
VM positioned in the data center that collects the logs. With the logs and the
metrics, we act by creating playbooks for addressing the alerts. That is the case for
monitoring with Nozomi Networks appliances.

“It has a simple interface, so it is easy to use and configure, but the network needs
to be very well structured to receive the logs and capture all Nozomi Networks
assets for the shop floor..”

Gustavo Miretki Read full review [2
Cybersecurity Analyst at Volkswagen Do Brasil IndUstria De Veiculos
Automotores Ltda.
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Nozomi Networks = Use Case

“Nozomi Networks serves a critical function for water systems here in South
Africa. For example, a government utility called Rand Water uses IoT sensors to
detect leaks on water supply systems. However, two divisions in their IT
department had been operating in silos: the networking side and the IoT side. The
[oT side lacked comprehensive security measures and only ran a firewall, which is
not true IoT security. Their approach was reactive rather than proactive when
solving problems. Nozomi Networks came into the picture and provided them with
visualization of their IoT network, which they had never had before.

“This solution helped them become aware of where everything is located, where
all the sensors are, how they are interconnected, which ones are working properly,
and which ones are not. Initially, they had to log into each device individually just
to find out if it was still working or if it had detected any issues. They were not
proactive at all; they were reactive when it came to managing their
infrastructure..”

Tumi Masobe Read full review [
Co Founder & Chief Executive Officer at UTTM Advanced Technologies
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Nozomi Networks = Use Case

“My main use case is to promote their technologies across the region, where use
cases differ widely. I serve a range of clients in different sectors, including oil and
gas, chemicals, aviation, and petrochemicals. Each use case is unique, typically
starting with needs like electronic asset inventory, vulnerability management, or
standard IDS tasks.

“There was a client in the petrochemical industry that I consider one of the biggest
in their sector, where the main challenge began with their inventory management.
Their inventory situation was quite scattered, and they were unsure what assets
they had within their network or infrastructure. This was particularly critical as it
aligned with a mandate from the local cybersecurity regulators here in Saudi
Arabia, the National Cybersecurity Agency, which has a regulation called OTCC for
operational technology networks that requires an electronic asset inventory. The
client was amazed by the capabilities of Nozomi Networks solution, which quickly
revealed most of their systems. Within a few minutes, [ was able to showcase the
systems, and within a couple of days, they discovered things they never imagined
or expected.

“On top of the asset inventory, that client was also focused on monitoring process
variables and any deviations from the PLCs, as this is crucial for production where
financial implications are high in a typical industrial environment. The passive
detection capabilities of Nozomi Networks aided them greatly, along with the
vulnerability management aspect that involved looking at vulnerability databases
like CVEs, NVD, or Nozomi Networks' own curated database. This setup provided
clarity on which systems or vulnerabilities they needed to address..”

Asif Ganai Read full review [A
Senior Solution Architect IACS and OT at a computer software company
with 51-200 employees
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Nozomi Networks = Setup

Setup

The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“My experience with pricing, setup cost, and licensing is overall positive; it is a
really straightforward process, not too difficult to set up, with great training
material provided. The downside is that I also need to pay for some features, but
overall, NNCE is a great course..”

G Neyrinck Read full review [A
Network- & Security Architect | CPS | Cybersecurity - Blue Teamer at Easi

“Running a proof of concept is always the best way to go, to enable us to clearly see
the depth of the particular scope of the deployment. This way now we are able to
understand how many Guardians are needed, how many remote collectors are
needed, and what type of connectivity will be used and gives us more insight on the
[P allocation and the likes. That would be a good place to start from my
perspective..”

Edwin Kamunde Read full review [A

Director and Leadership at CyberX Africa
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Nozomi Networks = Setup

“One thing that surprised our clients about Nozomi Networks is the ease of
deployment. Clients often worry about the complexity of installing technology in
their vast environments, but Nozomi Networks has a very good deployment
process. Clients appreciate how quickly I can integrate the sensors into their
systems, making it easier and more efficient compared to other technologies..”

Bwalya Mukolwe Read full review [A

Cyber Security Consultant at a tech consulting company with 51-200
employees

“Nozomi Networks is easy to manage updates and maintenance for since it is
deployed on-premises, providing us internal control. This offers flexibility, but it
also requires proper planning and coordination with Nozomi Networks vendors
and teams directly involved in integration. This makes it helpful to manage
manual efforts effectively and supports our critical infrastructure environment..’

Arun Chauhan Read full review [A

OT Cybersecurity SME at TUV Rhineland ,Oman
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“My experience with pricing, setup cost, and licensing is that it is pretty
straightforward for Nozomi Networks. The whole license model is based on how
many assets you need to protect. Previously, it was on-premises versus cloud. So
there are two tiers or perhaps more tiers, but two ways of structuring the pricing,
and it is quite clear and transparent. I do not think that anyone can be confused by
the way they are structuring it. The one caveat is that they recently increased their
prices by approximately 30 percent from July 1st, so that is something worth
considering..”

Kamil Puszczynski Read full review [A

Senior Ot Security Consultant at a tech vendor with 10,001+ employees

“The setup depends on site to site. [ have deployed it remotely, but [ had people at
each site who would deploy it. The configuration is medium difficulty, not very
easy but not very tough. I should have some experience or an understanding of
how the system works, how networks work, all the connections, what the
architecture is about, and how to connect with the switch. I am now a Nozomi
Networks certified engineer, so I know things accordingly. I am also certified with
Claroty and Armis. If someone is new to Nozomi Networks, they might need
guidance to install it. It is somewhat technical but not that difficult to learn..”

Apurva Nigam Read full review [A

Senior Team Member In Engineering And Cybersecurity at Mindsprint
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Customer Service and Support

“Customer support is excellent. They give concise answers in a short time, around
one or two hours. We have never waited more than a day for customer support..”

Verified user Read full review [A

Ot cybersecurity consultant at a comms service provider with 501-1,000
employees

“The customer support for Nozomi Networks is great, demonstrating good
response times and providing the right solutions. It is easy to work together with
them..”

G Neyrinck Read full review [A
Network- & Security Architect | CPS | Cybersecurity - Blue Teamer at Easi

“As I mentioned earlier, the customer support from Nozomi Networks was really
helpful. With their help only we could resolve some issues we faced during our
project execution..”

Verified user Read full review [A
Ot Cybersecurity Systems Analyst at a real estate/law firm with 1,001-
5,000 employees
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“The customer support from Nozomi Networks is very helpful. There are dedicated
teams for clients, and the response times are quite fast. My experience so far with
them is excellent..”

Kamil Puszczynski Read full review [A
Senior Ot Security Consultant at a tech vendor with 10,001+ employees

“The customer support is very great. The few times I had to open tickets for
customer support, I was attended to very quickly and efficiently by good
professionals and specialists..”

Gustavo Miretki Read full review [A

Cybersecurity Analyst at Volkswagen Do Brasil Industria De Veiculos
Automotores Ltda.

“Customer support for Nozomi Networks has been favorable; clients usually reach
out to me first, as [ serve as a safety blanket while interacting with Nozomi
Networks team to resolve any issues. The client experience during projects has
been positive, with Nozomi Networks providing guidance throughout the
deployment process..”

Bwalya Mukolwe Read full review [2
Cyber Security Consultant at a tech consulting company with 51-200
employees
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Other Advice

“My advice for others considering Nozomi Networks is to give it a try and
experience how the solution addresses pain points and how it can simplify
operations. I would rate this review an eight point five out of ten..”

Asif Ganai Read full review [A

Senior Solution Architect IACS and OT at a computer software company
with 51-200 employees

“My advice would be to start early with an OT monitoring tool, an OT traffic
monitoring tool such as Nozomi Networks. The integration becomes very difficult
when customers try to implement such solutions in the later stages. I would
recommend the customers to go for an early installation and onboarding of
Nozomi Networks.

“The clients were really impressed with Nozomi Networks mapping and asset
inventory listing. [ believe it helped them greatly to know about what they have. I
would rate this review an 8..”

Verified user Read full review [A
Ot Cybersecurity Systems Analyst at a real estate/law firm with 1,001-
5,000 employees

“Regarding Nozomi Networks Al capabilities, IQ is a nice add-on feature because it
can give you guidance and direction without reading the documentation because it
works for you. It can also give you many ideas regarding playbook creation, alert
triage, query generation, and assertions. I believe it is pretty useful, but it is
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entirely dedicated to Nozomi Networks. It doesn't know anything beyond that.

“Regarding Nozomi Networks accuracy and reliability of output, I would rate it
about 70-30 because every once in a while I catch it in some inaccuracies, and then
when I ask it again, it corrects itself. I believe it is a good starting place and as with
any Al, you need to know about the subject matter that you are asking about. You
cannot entirely rely on it blindly.

“My advice to others looking into using Nozomi Networks is that they should
definitely start by making a proof of concept. The people responsible for Nozomi
Networks should at least have their Nozomi certified engineer and troubleshooting
certification, and the people working with the security side should have their
security analyst certifications. I would rate this product a 10 out of 10..”

Verified user Read full review [A
Ot cybersecurity consultant at a comms service provider with 501-1,000
employees
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“Nozomi Networks's scalability is enhanced by the strategy I mentioned; the best
way to implement Nozomi Networks boxes is to distribute small Nozomi Networks
boxes across the access switches and network, which allows us to capture more
details about the packets being transmitted between the assets. The main feature
to scale this is to implement more boxes that have the performance necessary to
capture and send logs to the CMC, the centralized Nozomi Networks.

“My advice to others looking into using Nozomi Networks would be to place more
small boxes at the access switches, especially if their company has a larger
network. More boxes positioned near the shop floor assets allow for greater detail
capture about packets and richer information regarding threats.

“Tam giving this review a rating of nine because it is a great tool, and although it
has some areas for improvement, nine is a very high score.

“I think Nozomi Networks is a good tool, and we will continue using it..”

Gustavo Miretki Read full review [A
Cybersecurity Analyst at Volkswagen Do Brasil IndUstria De Veiculos
Automotores Ltda.

“The features are great and very easy to use. The ability to navigate the platform
and get useful information and reporting is much easier now. Before, it was a
manual exercise where they had to try to put everything into spreadsheets and
create diagrams manually to report.

“Nozomi Networks has impacted our organization positively as we have gained
trust from customers in terms of the technology results and everything that the
technology brings. We presented and managed to demonstrate the value for
money.

“Solving incidents has improved drastically. The team is now able to plan properly.
They do not spend over budget or under budget because they know exactly what
needs to be resolved due to the information and visibility they have. The [oT team
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and the network team managed to integrate into a single team because they no
longer operate as silos but as a single team that can resolve both IoT and
networking security issues together.

“The security of Nozomi Networks is great. The governance complies with
government security laws.

“Nozomi Networks is a very good tool, which is why we recommend it before any
other product. I would give this product a rating of eight out of ten..”

Tumi Masobe Read full review [A
Co Founder & Chief Executive Officer at UTTM Advanced Technologies

“I find myself relying on the ability to monitor so many industrial networks; which
is the most important part when it comes to my day-to-day workflow. Usually, I do
not have to bother about other tools because Nozomi Networks is quite capable on
layers zero to three of the Purdue Model. That is something that is usually a selling
point when it comes to Nozomi Networks implementations to many different
clients that we have.

“Iwould say that the Al features and the machine learning in terms of the alerts
and capability of especially lowering the number of false positives is promising,
and I am expecting that this will evolve in the nearest future because this is what
they are telling us and what we see in the product development on a day-to-day
basis in our clients.

“I think that the accuracy and reliability of output from Nozomi Networks is
adequate. Every tool and every LLM has to be supervised by a human. The last step
should always be taking an assessment of the results. In terms of how this is
applied and to what it is applied, I do not think that the danger is too high. It is just
helping you with the queries. The worst thing that can happen is that this query
will show you a different type of things, such as assets or alerts, than you expected,
but nothing major will happen.

©2026 PeerSpot, All Rights Reserved 32


https://www.peerspot.com/product_reviews/nozomi-networks-review-11994800-by-tumi-masobe?tid=pdf_prod_36168
https://www.peerspot.com/product_reviews/nozomi-networks-review-11994800-by-tumi-masobe?tid=pdf_prod_36168

Nozomi Networks = Other Advice

“The level at which Al is implemented now is not raising any red flags because it is
usually an easier way to create queries, for example, inside the graphical user
interface, the dashboard, or the management tool in order to show only a certain
number of alerts that are very precisely described. This was not the case before.
The rest of the so-called Al is the machine learning applied to the analysis of
packets. So there are no real security flaws in my opinion at this point of the
implementation of Al

“My advice for others looking into using Nozomi Networks is to make sure that you
really understand your network topology before trying to implement. The best
possible solution first is to have an asset inventory, but even if you do not have an
asset inventory, you should make sure that you understand what kind of VLANs
you have and how your network is segmented. That will make it easier to know how
many and what type of devices you need so you do not overspend this way. I rate
this product a 9 out of 10..”

Kamil Puszczynski Read full review [A
Senior Ot Security Consultant at a tech vendor with 10,001+ employees
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Nozomi Networks

About this buyer’s guide

Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and
reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated
with our triple authentication process. This is done to ensure that every review provided is an
unbiased review from a real user.

Get a custom version of this report...
Personalized for you!

Please note that this is a generic report based on reviews and opinions from the collective
PeerSpot community. We offer a customized report of solutions recommended for you based

on:
e Your industry
e Company size
e Which solutions you're already considering

The customized report will include recommendations for you based on what other people like
you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here
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About PeerSpot

PeerSpot is the leading review site for cloud, Al, and business software. We created PeerSpot
to provide a trusted platform to share information about software, applications, and services.
Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.

PeerSpot helps tech professionals by providing:

e Alist of products recommended by real users
e In-depth reviews, including pros and cons
e Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

e Read and post reviews of products
e Access over 30,000 buyer’s guides and comparison reports
e Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

e Get immediate answers to questions
e Validate vendor claims
e Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot

244 5th Avenue, Suite R-230 ¢ New York, NY 10001
reports@peerspot.com

+1 646.328.1944
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