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CrowdStrike, Inc. [Private Offer Only]
Recap

CrowdStrike, Inc. [Private Offer Only] offers a comprehensive cybersecurity platform
designed to protect organizations through advanced threat detection and real-time response
capabilities.

Focused on security, CrowdStrike, Inc. [Private Offer Only] provides industry-leading
detection technologies and a comprehensive threat intelligence system. Its focus on a cloud-
native approach allows for rapid deployment and efficient resource management, catering to
the demands of dynamic environments. Tailored for expert users, the platform addresses
sophisticated cybersecurity challenges while minimizing overhead.

What are the key features?

¢ Cloud-Native Architecture: Enables scalability and quick deployment without heavy
infrastructure demands.

e Advanced Threat Detection: Uses artificial intelligence to identify and neutralize threats
swiftly.

e Endpoint Security: Provides thorough protection of endpoints to safeguard sensitive
data and operations.

e Threat Intelligence: Delivers real-time updates on potential threats with actionable
insights.

¢ Incident Response: Facilitates immediate response actions to mitigate impact and ensure
business continuity.

What are the benefits and ROI?

e Reduced Downtime: Ensures swift threat mitigation, minimizing business disruption.

e Cost Efficiency: Cloud-based platform reduces the need for extensive hardware
investment.

e Enhanced Security Posture: Strengthens defenses against evolving cyber threats,
protecting assets.

e Scalable Solutions: Adapts to the growth and changes in enterprise operations.

CrowdStrike, Inc. [Private Offer Only] finds applications across industries like finance,
healthcare, and retail, where sensitive data protection is critical. Its quick adaptation to
industry regulations and demands makes it a preferred choice for businesses needing robust
and compliant cybersecurity measures.
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I Valuable Features

Excerpts from real customer reviews on PeerSpot:

“CrowdStrike, Inc. [Private Offer Only] is the core of the EDR endpoint
detection response in the market right now and it still is.”

Michael Woodson

“As a customer, what I appreciate most about the product is that it has
already proven its worth because it was able to safeguard us against a clear
cyberattack.”

e Khushru_Mistry

LV

“The risk rating gives a better view than Idera Discovery, with more
information regarding the account, a severity-based risk rating, and breach
types, which really helps us in formulating the IAM strategy.”

g VishnuRamachandra
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“As a customer, what I really appreciate about CrowdStrike, Inc. [Private
Offer Only] is that it works effectively, blocking all ransomware and all
software that users are trying to install that is not approved, working very
well as an antivirus, and we also have the SOC of CrowdStrike, Inc. [Private
Offer Only] team that helps us.”

Eitan Yaacovi

What users had to say about valuable features:

“We use EDR right now from CrowdStrike, and those are my favorite features that
stand out.

Real-time threat intelligence in Falcon does help with our security.
Falcon Endpoint Protection helps to enhance incident response.

Behavioral analytics with the help of Falcon does help to reduce false positives in
my case..”

Khushru_Mistry Read full review [A
Chief Technology Officer at GM Modular
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“As a customer, what I really appreciate about CrowdStrike, Inc. [Private Offer
Only] is that it works effectively. It blocks all ransomware and all software that
users are trying to install that is not approved. [t works very well as an antivirus.
We also have the SOC of CrowdStrike, Inc. [Private Offer Only] team that helps us.

“CrowdStrike, Inc. [Private Offer Only] improves my incident response, and I see
benefits. The improvement I see for endpoint protection is that the behavior is
very good and the response is very quick. It does the work and blocks all the things
that I do not need to run in my network..”

Eitan Yaacovi Read full review [A
System Administrator at BlueGen Water
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“CrowdStrike, Inc. [Private Offer Only] is the core of the EDR endpoint detection
response in the market right now and it still is. The combination of Al Defense
moving in that direction and them incorporating artificial intelligence is
significant. Overall, when I speak to customers, CrowdStrike, Inc. [Private Offer
Only] is my core versus others. Although they have some issues with too much
built-in functionality, they are going to have to streamline because of artificial
intelligence, but I think they are going to refine that in their next deployment.

“Beyond just the threat intelligence, the Falcon app was upgraded to Falcon
because of the SOC in that ES solution. The biggest aspect for Falcon from an e-
discovery perspective is retention issues for that in terms of investigation and
bringing Falcon in for a breach. The upgrade was at the MBTA for a breach issue
with Keolis, which was my last experience of using Falcon for that purpose..”

Michael Woodson Read full review [A
CISO / Chief Cybersecurity Strategist at Onyx Spectrum Technology
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“I think the risk rating that comes up for each account in CrowdStrike is my
favorite part. It pretty much gives you attack pathways for that account, showing
how that account could be compromised. That is something that is really good, and
it is a really good platform.

My impression of real-time threat intelligence in CrowdStrike is positive.

I would say Al in CrowdStrike's Falcon is efficient for identifying potential threats,
but we have a policy in our company that has turned off all Al across platforms. We
are building agents, but only for internal purposes. There is nothing external
happening. Obviously, with tools CrowdStrike will pick up what the threats are. If
there are Al agents involved, hopefully it will pick it up. I think the way agentic Al
is progressing, [ think it is going to be very difficult.

Falcon's behavioral analytics does help to reduce false positives in my case.

I won't be able to quantify by how much because I only look at the identity
protection module, as that is my day-to-day role. I don't look at Falcon or any
other option there, so I wouldn't be able to say anything on that.

[ am relying frequently on threat hunting tools that Falcon provides.

I won't be able to provide examples or specific metrics as I don't work on that; it is
a different team..”

VishnuRamachandra Read full review [A
Security Engineer at a consultancy with 1-10 employees
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Other Solutions Considered

“Ithink the biggest difference I see between Idera and CrowdStrike is that
CrowdStrike updates its threat modules pretty much on a daily basis. Idera does
not. There are a lot of problems with their module discovery..”

VishnuRamachandra Read full review [A
Security Engineer at a consultancy with 1-10 employees

“We chose CrowdStrike, Inc. [Private Offer Only] because we had a demo and it

looked very compliant to our needs. CrowdStrike, Inc. [Private Offer Only] dealers

in Israel support our company and we went for it..”

Eitan Yaacovi Read full review [A
System Administrator at BlueGen Water
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“CrowdStrike is quite advanced already because I've looked at other products also,
and I don't find their functionalities as advanced as CrowdStrike.

I'm talking about SentinelOne, which we looked at quite extensively before we
decided to go with CrowdStrike.

Products such as SentinelOne and other vendors do lack some functionality that
CrowdStrike has..”

Khushru_Mistry Read full review [A
Chief Technology Officer at GM Modular
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ROI

Real user quotes about their ROI:

“We have already seen a return on investment.

When we implemented CrowdStrike, about two months after that, which was two
years back, we had a cyberattack, and CrowdStrike with OverWatch was able to
cancel that attack for us.

ROI was already achieved within the first year of implementation..”

Khushru_Mistry Read full review [2
Chief Technology Officer at GM Modular

“CrowdStrike does provide value for money. However, Idera is pretty expensive.
For basic vaulting and other features, Idera is okay, but I think they have a lot to
improve upon.

Identifying any threat, flagging any unauthorized behavior or lateral movement,
and privilege abuse are examples of value for money in CrowdStrike. CyberArk
does have a dashboard that says these accounts are high risk, but it doesn't
actually give alerts CrowdStrike provides..”

VishnuRamachandra Read full review [
Security Engineer at a consultancy with 1-10 employees
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Use Case

“My major use case for using CrowdStrike, Inc. [Private Offer Only] is EDR. [ have a

different use case that I now have for CrowdStrike, Inc. [Private Offer Only]
compared to ESET..”

Eitan Yaacovi Read full review [A
System Administrator at BlueGen Water

“The solution is moving in that direction. One of the things I appreciate about this

is that it is not a closed environment. When you look at organizations like
Secureworks and Rapid7, they are trying to lock things down. The versatility and
agility of Falcon solution provides a better angle in terms of endpoint detection
response and endpoint security.

“Improving user behavior analytics is what I am focusing on. That is core.
Understanding what users are doing, how they are doing it, what is anticipated,
being very reactive and zeroing in on zero days, and being able to knock it down
quickly is where I am looking for them to focus..”

Michael Woodson Read full review [2
CISO / Chief Cybersecurity Strategist at Onyx Spectrum Technology
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“My major use case for CrowdStrike is endpoint security.

On the analytics side of it, my impression of analytics in CrowdStrike is that we are
utilizing the product for basic analytics, which we provide, and are not using
anything more than that.

I am not working with the threat hunting tools of Falcon at this moment.

We are not very familiar with the threat hunting tools at this moment, so I cannot
comment on that..”

Khushru_Mistry Read full review [A
Chief Technology Officer at GM Modular
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Setup

The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“I think deployment and installation of CrowdStrike are not that difficult. You just
have to install all agents across the servers. [ wasn't involved in the
implementation, but from what I heard, it wasn't a long process. However, the

PAM one takes a long time.

I don't think the most difficult part in CrowdStrike deployment is that complex.
The rollout is pretty straightforward. I think it is about one or two months before it
is kicking..”

VishnuRamachandra Read full review [2

Security Engineer at a consultancy with 1-10 employees
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Customer Service and Support

“CrowdStrike, Inc. [Private Offer Only] technical support is good and helpful. If I
have to rate support from one to ten points, I would say eight or nine..”

Eitan Yaacovi Read full review [A
System Administrator at BlueGen Water

“We have direct support from CrowdStrike, and I do have a positive impression of
technical support.

I think they deserve anything between eight and nine for the support, where 10 is
the best..”

Khushru_Miistry Read full review [A
Chief Technology Officer at GM Modular
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Other Advice

“Tam the customer when it comes to CrowdStrike. It is on cloud. We have agents
across all our servers, but the main portal is on cloud. We have not hosted on-
premises, but it does communicate with the cloud. My final rating for CrowdStrike,
if we summarize everything discussed, is 10 out of 10. About seven years ago, [
started my career in this business, working in this domain with security tools..”

VishnuRamachandra Read full review [A
Security Engineer at a consultancy with 1-10 employees

“I have not used every feature myself. My team has used it in part to augment
other tools. There are other tools that have come out on the market that do a better
job than what CrowdStrike, Inc. [Private Offer Only] can do in certain areas, but the
Falcon ecosystem itself, both from a reactive and proactive perspective, has
benefited the company. However, you cannot be a master of everything and a
master of none, so you have to be careful. That is what I worry about them.

“Tam an end user and have been an end user for a long time. I have attended their
conference a long time ago. Watching them, [ believe that before everybody wants
to get into the market with the opportunity of being better, I am looking for
consistency. I tell people to look for someone who has good technical support and
good response in terms of incident response when you do have an incident. That is
where Falcon comes in. They have certainly served us well in the past and in a
couple of incidents that I have been involved in with Falcon. I think that itis a
great product as far as EDR goes, and I think it is going to many places. My overall
review rating for this solution is 9.5 out of 10..”

Michael Woodson
CISO / Chief Cybersecurity Strategist at Onyx Spectrum Technology Read full review [A
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“Iam not currently working with other tools such as ATP or email security from
ESET in particular. Today, I work as a customer and [ am currently focused on
CrowdStrike, Inc. [Private Offer Only]. My general experience with CrowdStrike,
Inc. [Private Offer Only] is okay. I am not using CrowdStrike, Inc. [Private Offer

options with CrowdStrike, Inc. [Private Offer Only] and other options. Regarding
behavioral analytics and also analytics, these things you need to speak with my
manager. These analytics sometimes cause false positives in general, and
sometimes they reduce false positives. Regarding threat hunting, I do not
frequently rely on Falcon threat hunting tools as it is not applicable for me. I have
not been dealing with similar tools from the market as a comparison to

Marketplace. My review rating for CrowdStrike, Inc. [Private Offer Only] is ten out

of ten..”

Eitan Yaacovi Read full review [2
System Administrator at BlueGen Water
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About this buyer’s guide

Thanks for downloading this PeerSpot report.

The summaries, overviews and recaps in this report are all based on real user feedback and
reviews collected by PeerSpot’s team. Every reviewer on PeerSpot has been authenticated
with our triple authentication process. This is done to ensure that every review provided is an
unbiased review from a real user.

Get a custom version of this report...
Personalized for you!

Please note that this is a generic report based on reviews and opinions from the collective

PeerSpot community. We offer a customized report of solutions recommended for you based
on:

e Your industry

e Company size

e Which solutions you're already considering

The customized report will include recommendations for you based on what other people like
you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here
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About PeerSpot

PeerSpot is the leading review site for cloud, Al, and business software. We created PeerSpot
to provide a trusted platform to share information about software, applications, and services.
Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.

PeerSpot helps tech professionals by providing:

e Alist of products recommended by real users
e In-depth reviews, including pros and cons
e Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

e Read and post reviews of products
e Access over 30,000 buyer’s guides and comparison reports
e Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

e Get immediate answers to questions
e Validate vendor claims
e Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot

244 5th Avenue, Suite R-230 ¢ New York, NY 10001
reports@peerspot.com

+1 646.328.1944
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